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Series Preface Dr. Siddhartha Bhattacharyya,
CHRIST (Deemed to be University), Bengaluru, India (Series Editor)

The Intelligent Signal and Data Processing (ISDP) book series is aimed at fostering
the field of signal and data processing, which encompasses the theory and practice of
algorithms and hardware that convert signals produced by artificial or natural means
into a form useful for a specific purpose. The signals might be speech, audio, images,
video, sensor data, telemetry, electrocardiograms, or seismic data, among others.
The possible application areas include transmission, display, storage, interpretation,
classification, segmentation, or diagnosis. The primary objective of the ISDP book
series is to evolve future-generation scalable intelligent systems for faithful analysis
of signals and data. ISDP is mainly intended to enrich the scholarly discourse on
intelligent signal and image processing in different incarnations. ISDP will benefit a
wide range of learners, including students, researchers, and practitioners. The stu-
dent community can use the volumes in the series as reference texts to advance their
knowledge base. In addition, the monographs will also come in handy to the aspir-
ing researcher because of the valuable contributions both have made in this field.
Moreover, both faculty members and data practitioners are likely to grasp depth of
the relevant knowledge base from these volumes.
The series coverage will contain, not exclusively, the following:

1. Intelligent signal processing
a) Adaptive filtering
b) Learning algorithms for neural

networks

c) Hybrid soft-computing techniques
d) Spectrum estimation and modeling

2. Image processing
a) Image thresholding
b) Image restoration
c) Image compression
d) Image segmentation
e) Image quality evaluation
f) Computer vision and medical

imaging

g) Image mining
h) Pattern recognition
i) Remote sensing imagery
j) Underwater image analysis

k) Gesture analysis
l) Human mind analysis

m) Multidimensional image analysis
3. Speech processing

a) Modeling
b) Compression

c) Speech recognition and analysis

4. Video processing
a) Video compression
b) Analysis and processing
c) 3D video compression
d) Target tracking
e) Video surveillance

f) Automated and distributed crowd
analytics

g) Stereo-to-auto stereoscopic 3D video
conversion

h) Virtual and augmented reality
5. Data analysis

a) Intelligent data acquisition
b) Data mining
c) Exploratory data analysis
d) Modeling and algorithms
e) Big data analytics

f) Business intelligence
g) Smart cities and smart buildings
h) Multiway data analysis
i) Predictive analytics
j) Intelligent systems
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Preface

Health care informatics, aka medical informatics, refers to the application of
information engineering and management to the field of health care, which covers
the management and use of patient health care information. By means of a multi-
disciplinary approach, it uses health information technology to improve health care
by migrating to newer and higher quality opportunities. The United States National
Library of Medicine (NLM) defines health informatics as “an interdisciplinary study
of the design, development, adoption and application of IT-based innovations in
health care services delivery, management and planning.” Essentially, it affects the
optimization of the acquisition, storage, retrieval, and use of information in health
and bio-medicine. Intelligent health care informatics augments the purview of
existing health care amenities by adapting intelligent technologies to information
engineering. Intelligent analysis of the information therein enhances the overall
management as far as resource use is concerned.

With the advent of Big Data analysis, intelligent health care informatics has called
for the efficient and effective use of healthcare data and the diagnosis thereof. During
the next few years, there must be a sea change in the approaches to health care man-
agement. Smart pills may come to the foray as Bio-MEMS drug delivery systems or
intelligent drug delivery systems. Wearable medical devices could be attached to the
patient’s body to keep in touch with physicians for real time monitoring. Nano-bots
might be used to collect specimens or look for early signs of disease. Content man-
agement could also become more intelligent and intricate.

Patients with chronic disease live for decades through modern medication,
surgery, close supervision, and other modern treatments. Soon, patients can man-
age their healthcare conditions. They can also take necessary measures to prevent
escalation and deterioration of their health. Curative and reactive healthcare
approaches will switch to preventive and proactive health management. Someday,
people will be able to control their own lifestyle and future health, and that will
bring a revolution.

In this journey, artificial intelligence or computational intelligence will play a
pivotal role in improving the quality of services of healthcare systems, and that
will bring a better coordination of care. Intelligent health will be the potential
solution to keep up with the escalating increase of healthcare cost. Huge amounts
of existing data in the healthcare sector can be managed with the tools of intelligent
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systems like machine learning, meta-heuristic algorithms, big data, deep learning,
internet-of-things (IoT), etc. It will be easy and faster for the surgeons, hospital,
medical, and emergency staff to find the probable treatment or drug for rare
diseases. Innovations of the intelligent systems in the healthcare arena may help
society by reducing the cost and time of medical treatments; concrete solutions for
a particular disease can be easily found.

This volume, comprising eight well-versed chapters (apart from the introductory
and concluding chapters), will entice the readers to engage with major emerging
trends in technology that are supporting the advancement of the medical image anal-
ysis with the help of artificial intelligence and computational intelligence. This vol-
ume elaborates on the fundamentals and advancement of conventional approaches
in the field of health care management. The scope of this volume also opens an arena
in which researchers propose new approaches and review state-of-the-art machine
learning, computer vision, and soft computing techniques as well as relate the same
to their applications in medical image analysis. The motivation of this volume is not
only to put forward new ideas in technology innovation but also to analyse the effect
of the same in the current context of medical healthcare.

Health care informatics, also referred as biomedical or medical informatics, is
an application of information engineering and management in the medical field.
Health care fundamentally covers the management and employment of patient
health care information. It is a multidisciplinary field that studies and pursues the
effectual use of biomedical data, knowledge for scientific inquiry, information,
problem solving, and decision making. Chapter 1 provides an overview of a few
smart healthcare practices.

Lung cancer is a fatal form of cancer around the world. The American Lung Asso-
ciation reports an estimated five-year survival rate in lung cancer patients of 18.6%.
The statistics affirm that the survival rate is significantly lower than in other forms
of cancer. However, the five-year survival rate stands at 56% when the disease is
diagnosed in a localized stage. Some cases do not appear to have symptoms until
cancer has reached a later stage. The primary cause of concern is the low percent of
early lung cancer detection, which is merely 16%. Lung cancer staging is a procedure
associated with the disease’s successful prognosis and formulation of an efficient
treatment plan. Medical imaging techniques play a vital role in the diagnosis of
lung cancer. Accuracy is crucial in treatment as lung cancer is influenced by inter-
nal and external factors or mistaken for other pulmonary diseases. The staging of
cancer allows for the significant elimination of treatment failures. However, can-
cer staging is a dynamic process that involves multiple and frequent modifications
to recognize organ features. The staging process requires a more robust and auto-
mated technique that can provide sensitive and unique input to improve the overall
treatment process. Thus, artificial intelligence sub-branches such as deep learning
play a vital role in initiating such improvements for an efficient cancer staging pro-
cess. Chapter 2 uncovers the potential of a deep learning model combined with
positron emission tomography—computed tomography (PET-CT) to develop a tech-
nique that identifies tumors with more precision. The proposed research will assist
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doctors in accurately measuring the tumor and identifying the stage of lung cancer
that will determine further treatment and an exact prognosis.

Cyber-physical attacks (CP attacks), originating in cyber space but damaging phys-
ical infrastructure, are a significant recent research focus. Such attacks have affected
many cyber-physical systems (CPSs) such as smart grids, intelligent transportation
systems, and medical devices. In Chapter 3, the authors consider techniques for the
detection and mitigation of CP attacks on medical devices. It is obvious that such
attacks have immense safety implications. This work is based on formal methods, a
class of mathematically founded techniques for the specification and verification of
safety-critical systems. The interaction of a cardiac pacemaker is discussed. Subse-
quently, the authors provide an overview of formal methods with particular empha-
sis on run-time based approaches, which are ideal for the design of security monitors.
Two recently developed approaches are illustrated that assist in the detection of
attacks as well as mitigation.

Integrating heterogeneous omics data profiles, such as genomics, epigenomics,
and transcriptomics may provide new insights into discovering some unknown
genomic mechanisms involved in cancer and other related complex diseases. The
alterations of multiple omics, including gene mutations, epigenetic changes, and
gene regulation modifications, are responsible for tumor initiation and cancer
progression. Most of the multi-view data profiles contain a huge number of genes,
many of which are redundant, noisy, and irrelevant. It is computationally imprac-
tical to use these massive data sets without any filtering of the feature set. High
performance (deep) machine learning strategies now appear to be an essential tool
to learn the hidden structure from the data. In Chapter 4, the authors have proposed
a two-step approach to systematically identify gene signatures from multi-omics
head and neck cancer data. First, an autoencoder-based strategy is used to integrate
gene expression and methylation data. From this, the features are extracted by
using the information from the bottleneck layer of the autoencoder. The features
represent the combined representation of the two omics profiles. Next, the features
that stem from the integrated data are applied to learn another deep learning model
called the capsule network. The coupling coefficients between primary and output
capsules are also analysed to interpret the features captured by the capsules.

The last two decades have witnessed unprecedented advancements in computa-
tional techniques and artificial intelligence. These new developments are going to
greatly impact biological data analysis for the health care system. In fact, the avail-
ability of large scale high-throughput biomedical data sets offers a fertile ground
for application of these AI-based techniques in to extract valuable information that
can be harnessed in the diagnosis and treatment of various diseases. Chapter 5 pro-
vides a comprehensive review of computational tools and online resources for high
throughput analyses of biomedical data. It focuses on single-cell RNA sequencing
data, multi-omics data integration, drug design with AI, medical imaging data anal-
ysis, and IoT. After providing a brief overview of the fundamental biological terms, a
variety of research problems are described in the health care system and how various
high throughput data can help solving them. Next, an in depth overview of machine
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learning techniques of computing and learning methods that can be used in a variety
of sequencing data analyses is provided.

Cancer is one of the most devastating diseases worldwide. It affects nearly every
household, although cancer types are prevalent in different geographical regions.
One example is breast cancer, which is the most common type of cancer in women
worldwide. Therefore, prevention strategies are needed to address this issue. Iden-
tifying risk factors of breast cancer is crucial since it allows physicians to acquaint
them with the risks. Accordingly, physicians can recommend precautionary actions.
In the first part of Chapter 6, the authors detail the discovery of significant rules for
breast cancer patients, focusing on different ethnic groups. Predicting the risk of the
occurrence of breast cancer is an essential issue for clinical oncologists. A reliable
prediction will help oncologists and other clinicians in their decision-making pro-
cess and allow clinicians to choose the most reliable and evidence-based treatment.
In the second part of the chapter, a super learner or stacked ensemble technique
is employed to the breast cancer data set obtained from the Breast Cancer Surveil-
lance Consortium (BCSC) database. A comparison of the performance of the super
learner and the individual base learners is conducted. The results of the first part
of this study (rule extraction from breast cancer patients in distinct ethnic groups)
found well-known ethnic disparities in cancer prevalence. The experimental results
revealed that the produced rules hold the highest confidence level. The crucial rules,
which can be easily understood, are also interpreted.

Negative-stain transmission electron microscopy (TEM) is considered a funda-
mental approach for virus detection and identification. In this context, Chapter 7
presents a new architecture, based on neuro-rough hybridization, for the analysis
of TEM images. It assumes that a specific local descriptor at a given scale may be
relevant in classifying a particular pair of virus classes but may not be able to encap-
sulate the inherent characteristics of another pair of classes. Important features from
class-pair relevant descriptors are, therefore, first identified using the rough hyper-
cuboid approach, and then discriminatory features are learned using the contrastive
divergence algorithm of the restricted Boltzmann machine (RBM). Finally, a support
vector machine (SVM) with a linear kernel is adopted to categorize the TEM images
into one of the known virus classes. The proficiency of the proposed approach with
respect to several state-of-the-art methods was established on a publicly available,
benchmark Virus data set.

Computer vision plays a substantial role in health care applications such as
the diagnosis of diseases and planning for treatment. Brain tumors are severe
conditions that may be deadly if not detected and treated early. In India, brain
tumors occur in five to ten people per one lakh population (100 000 people).
Deep learning is a category of artificial intelligence that does not require any human
intervention to learn the features. Deep learning algorithms learn the features of
images on their own and are capable of learning more complex features from the
images. While characterizing the deep neural networks, the selection of optimizers
plays a vital role. Optimizers are used to minimize the loss function by varying
the weights and learning rate attributes of the neural network. Optimization
algorithms are essential for producing more accurate results by reducing the loss
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function of the neural network. In Chapter 8, the authors have analyzed popular
optimizers such as sgd, adam, rmsprop, adagrad, adadelta, adamax, and nadam
used with artificial neural network systems in the proposed work. Two models, a
simple artificial neural network (ANN) model and a convolutional neural network
(CNN) model, have been considered. Each optimizer is executed with these two
models to classify abnormal slices from magnetic resonance imaging (MRI) of
human brain scans. The BraTS2013 and WBA data sets were used for training and
testing the models. The accuracies of every model were recorded to analyse the
optimizer’s performance.

In Chapter 9, a machine learning approach is proposed to predict whether the
given brain MRI scans are normal or abnormal. This prediction is needed for treat-
ment planning and diagnosis. The proposed method makes use of the bilateral sym-
metric nature of the human brain by splitting it into the left and right hemispheres
(LHS and RHS) to extract the feature differences between the hemispheres. A fea-
ture set of 763 x 39 dimensions are created as the input for the classification model.
Among these 39 features, 16 were selected by the Pearson’s correlation coefficient to
have correlation value greater than 0.3. To train the model, six tumor volumes from
the BraTS2013 and two normal volumes from the IBSR-18 data sets were used. For
testing the model, 11 tumor volumes from the BraTS2013 and two normal volumes
from the IBSR-18 data sets were used. The k-nearest neighbourhood (KNN) model
was trained using the training data and the prediction done on the test data. A strat-
ified k-fold cross-validation was used to validate the proposed model. The proposed
model was analysed in terms of false alarm (FA), missed alarm (MA), and accuracy
(ACC) for performance. The results showed that the proposed model yielded a 98
and 95.6% accuracy on the validation and testing data, respectively.

Chapter 10 draws a line of conclusion on the future aspects of healthcare informat-
ics while stressing the need for the effective management of healthcare resources.

This volume will benefit several categories of students and researchers. At the stu-
dent level, this volume can serve as a treatise/reference book for the special papers
at the master’s level aimed at inspiring future researchers. Newly inducted PhD
aspirants would also find the contents of this volume useful as far as their com-
pulsory coursework is concerned. At the researchers’ level, those interested in inter-
disciplinary research would also benefit from the volume. After all, the enriched
interdisciplinary contents of the volume will always be a subject of interest to the
faculties, existing research communities, and new research aspirants from diverse
disciplines of the concerned departments of premier institutes across the globe.

Cooch Behar, India Sourav De
Ranchi, India Rik Das
Bengaluru, India Siddhartha Bhattacharyya
Kolkata, India Ujjwal Maulik
December, 2021
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An Overview of Applied Smart Health Care Informatics
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1.1 Introduction

Health care informatics, in other words medical informatics, alludes to the use of
data design and onboarding to the field of medical care, which basically covers the
administration and utilization of patient medical services data. Through a multi-
disciplinary approach, it utilizes health information technology to improve medical
care by depending on more advanced opportunities. According to the United States
National Library of Medicine (NLM), health informatics is ”an interdisciplinary
study of the design, development, adoption and application of IT-based innovations
in health care services delivery, management and planning” (DeBakey, 1991).
Basically, it impacts the improvement of the obtaining, stockpiling, recovery, and
utilization of data in health and bio-medication. Intelligent health care informatics
expand the domain of current medical care conveniences by encompassing aspects
from intelligent technologies to computational engineering. Intelligent analysis
of the information upgrades the general administration by taking everything into
account.

Health care informatics combine the fields of information technology, science,
and medicine for a better seamless and speedy management process that serves
people worldwide. The main objective for health care informatics is to render effec-
tive health care to patients with the help of technologic advancements in public
health, drug discovery, pharmacy, etc. However, there is an insufficient understand-
ing of the computational methodologies that will be highly efficient for the health
care sector and its approach for patients worldwide (Durcevic, 2020).

Belle et al. (2015) discussed various smart health care informatics that can be tack-
led using computational techniques. Big data analytics is required for the health
care sector due to the rising costs in nations like the United States (Durcevic, 2020).
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Moreover, expenses are much higher than they ought to be, and they have been
rising over the last 20 years. Distinctly, we are in need of smart, data-driven improve-
ments in the health care sector.

1.2 Big Data Analytics in Healthcare

Big data analytics can be applied in different areas of medicine. The concept of big
data analytics can be employed in different areas and among them image processing,
signal processing, and genomics (Ritter et al., 2011) are primarily noted.

Medical images are a vital source of data, and they are frequently employed for
diagnosing, assessing therapy, and designing (Ritter et al., 2011) algorithms. X-ray,
magnetic resonance imaging (MRI), molecular imaging, computerized tomography
(CT) images, photo acoustic imaging, ultrasound, fluoroscopy, and mammography
are some instances of imaging methods that are found inside clinical settings (Belle
et al., 2015). Medical images can run from a couple of megabytes to process a
solitary report to many megabytes per analysis: for example, thin-slice CT studies
(Seibert, 2010). These types of information need huge capacity limits for long
term data retention and require accurate and fast algorithms for decision-assisting
automation. Likewise, if other sources of information obtained for an individual
patient are additionally applied at diagnoses, prognosis, and treatment, then the
issue of proving reliable storage and increasingly advantageous methods for this
large scope of records turns into a challenge.

Like health care images, medical signals likewise present quantity and speed
snags, particularly during the persistent acquisition of high quality images and
their storage from the many screens associated with every patient (Belle et al.,
2015). Physiological signals not only create information dimension problems but
also have baffling complexity of a spatiotemporal nature. Nowadays, numerous
heterogeneous and uninterrupted monitoring devices are employed in the health
care system to apply solitary physiological waveform information or crucial discrete
data provided to systems if there should be an occurrence of plain occasion (Cvach,
2012; Drew et al., 2014).

The human genome is comprised of about thirty thousand genes. It has been
observed that the price to sequence the human genome decreases with the advance-
ment of high-throughput sequencing technology (E.S. Lander and et al., 2001;
Drmanac et al., 2010). Investigating genome-scale information with suggestions
for current public fitness insurance policies, the conveyance of care, and creating
noteworthy proposals in an opportune way is a sizeable undertaking to the dis-
cipline of computational biology (Caulfield et al., 2013; Dewey et al., 2014). In a
clinical setting, the delivery of these recommendations are very costly as time is
very crucial.

In spite of huge expenditures by the current health care systems, clinical results
become minimal (Oyelade et al., 2015). For big data analytics, it is a hazard to
expect an extra quintessential section to help with investigation and revelation
measures, bettering the conveyance of care, helping with the plan and design of
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medical care strategy, and make use of a way to exhaustively assess the muddled
and tangled medical services information. More specifically, appropriation of the
bits of information received from big data analytics can possibly save lives, enhance
care conveyance, prolong admittance to clinical services, regulate installment to
execution, and assist managing the improvement of clinical offering costs (Belle
et al., 2015).

1.3 AI in Healthcare

Artificial intelligence impacts the health care domain as AI is the development of
computer systems able to perform tasks that requires human intellect. Tasks such
as object detection, decision making, solving complex problems, and so on are a few
main benefits of artificial intelligence. AI also gives us predictions with an increased
level of accuracy, it helps in decision making processes, it has solved complex prob-
lems, and it quickly performs high-level computations that take days for a human
to solve. AI is something that makes human lives easier by performing high level
computations and solving complex problems.

According to the PricewaterhouseCoopers (PwC) report, artificial intelligence
will contribute an additional $ 15.7 trillion to the world economy by 2030, and
the greatest impact will be in the health care sector (pwc). Healthcare is getting
more import and using AI in more advanced manner. The sudden importance of
AI in the health care industry can be categorized into two major points. First, the
high availability of medical data; many of us have tons and tons of medical data in
the form of our medical history and the availability of data makes implementing
artificial intelligence much easier (Bush, 2018). Second, the introduction of complex
algorithms. Machine learning alone is not capable of handling high dimensionality
data and medical histories are extremely high dimensional in character, there
are thousands of attributes that are hard for humans to analyze and process data
through machine learning. However, when neural networks and deep learning
were introduced, the process become much easier. Neural networks and deep
learning are focused on solving complex problems that involve high dimensionality
data; their development played a significant role in the impact of AI on health care
(Simon et al., 2007; Loria).

AI benefits health care organizations by implementing cognitive technology
to unwind a huge amount of medical records and perform power diagnosis. For
instance, Nuance is a production service provider that uses artificial intelligence
and machine learning to predict the intent of a particular user. By implementing
Nuance in organization system to develop a personalized user experience, a
company can make better actions that enhance customer experience and overall
benefit the organization. Nuance helps in the storing, collecting, and reformatting
of data to provide faster and more consistent access to allow further analysis
or diagnosis. These are examples of how AI is gaining attention and being
helpful to the health care industry (Aronson and Rehm, 2015; Schmidt-Erfurth
et al., 2018).
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1.4 Cloud Computing in Healthcare

There are numerous advantages and benefits of cloud computing in health care as it
stores data on demand and reduces operational costs for health care providers such
as hospitals and clinics (Rostrom and Teng, 2011). The cloud also supports electronic
health records (EHRs), mobile applications that are used for medical concern appli-
cations. The cloud has made access to patient’s medical history easier for doctors,
and patients can now have a clear, in depth track of their medical process as well
as track their appointments, results, and reports. Traditional EHRs need a team of
medical staff, physicians, medical administrator, and IT members for their smooth
processing and management; however, cloud EHRs do not require highly skilled IT
members or professionals to develop and manage the system. Cloud EHRs make it
easier to access data from anywhere than traditional EHRs system. Cloud computing
works on either a one-time or monthly payment method and is less time consuming,
whereas tradition EHR systems are costly and time-consuming. Cloud EHR systems
also ensure that data are always kept safe in the cloud and can be retrieve when
required (Mell and Grance, 2011).

Cloud Computing is significant in the health care sector as it supports big data
analytics that are being used to improve decision support systems and contribute to
therapeutic strategies in beneficial ways.

1.5 IoT in Healthcare

The internet of things is revolutionizing health care (Keh et al., 2014; Santos et al.,
2014; Amendola et al., 2014). As patients become more connected and generate
more data, clinicians can identify and address their needs more efficiently than ever
before. And with advances in data science and artificial intelligence, the potential
for personalized preventative care and other innovations is limitless in health care.
In addition, IoT wearable devices help monitor patients’ conditions with sensors for
body temperature, heart rate, blood pressure, breathing, sleep, and much more that
will help doctors or physicians know the medical and lifestyle history of an individ-
ual as well as detect early signs of critical diseases. The IoT saves time as well as
money and when both things are saved, a life could be saved. For instance, if a per-
son becomes erratic in the middle of night or is alone and experiences symptoms like
shortness of breath, heart palpitations, and a sudden change in heart rate or blood
pressure, the IoT wearable device will sense the rapid change, record it electroni-
cally, and transmit the data to medical providers. Back at the hospital, doctors could
already be monitoring and evaluating the data.The nearest clinic or hospital could
then provide an ambulance, and before the patient reaches the hospital, all the nec-
essary equipment could be prepared for quick action. In this way, a doctor can save
the life of a patient because the IoT was communicating with the health care system
and by providing real-time monitoring to doctors, saved time, money, and effort. In
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this way, the IoT is transforming health care in a beneficial way (Lee, 2014; Yang
et al., 2014; Diogo et al., 2014).

1.6 Conclusion

Smart health care informatics involve the combined use of the IoT, big data analyt-
ics,cloud computing, and artificial intelligence. These technologies will be made of
use in health care by the application of artificial intelligence to examine and fit a
giant quantity of data to screen for exclusion standards and decide the most appro-
priate objectives, keeping the time of recruiting the topics, and enhancing the con-
centrated efforts on the goal population. Further, patients are supervised in actual
time with the usage of smart wearable devices to acquire extra time-sensitive and cor-
rect information, for instance, the practice of smart devices to display data in lung
ailment clinical trials. Using big data analytics and synthetic genius in the field of
health care research and the improvement of drugs will grow to be of greater conve-
nience. The arrival of smart health care, mature standards, and structures has been
organized. However, with the upcoming modern technologies, there is a huge scope
for development, and many challenges are now coming out.
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2.1 Introduction

The lung is a complex organ with several types of tissue. Given the nature of the
lungs’ complexity, dilemmas arise in detecting lung cancer at a preliminary stage.
Early detection, accuracy in identifying the tumor, lung cancer stage, and the dis-
ease’s prognosis are critical elements monitored during cancer staging (Huang et al.,
2019). Based on observations during the staging procedure, the treatment plan is
determined. Thus, cancer staging requires multiple alterations to accurately detect
the tumor, which is challenging to achieve with rigid mechanisms and imaging tech-
niques. Under circumstances that require curative surgery, the most strenuous pro-
cess is the ability to extract the organ’s features. Therefore, it is essential to separate
these features from the tumor region with precision and without loss of detail for
accurate lung treatment-based decisions.

In recent years, technical advancement has led to the adoption of multi-modalities
for medical imaging. Lung cancer is an imaging-dependent sphere within the spe-
cialty of medicine. Positron emission tomography (PET) is considered an important
imaging modality for diagnostic purposes and staging. As malignancy develops, a
PET scan can detect abnormalities that may not be part of the malignancy. Although
a PET scan is considered one of the efficient imaging modalities in medical imaging,
the PET scan’s sensitivity and specificity are uncertain.

Further advances have led to the fusion of modalities such as positron emission
tomography–computed tomography (PET-CT) for the co-registration of medical
images to achieve better imaging functionality and detection accuracy. In clinical
practice, the standard procedure of cancer staging is called TNM staging (Brierley
et al., 2016). Due to various internal and external factors related to lung cancer
patients, cancer staging is not a simple task. As cancer has become complicated, the
early detection and prognosis of cancer have become a necessity.
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Image processing has been the primary method for an efficient staging process
that lead to successful lung cancer treatment. Identifying the anatomical position-
ing of a tumor, lung features, separation of healthy tissues from the tumor, and
tumor classification are the foremost medical image processing tasks. Several types
of research have implemented traditional approaches for image processing for lung
cancer detection. Although the results are satisfactory, the traditional image process-
ing models have a lesser scope of improvement than deep learning technologies. The
advanced approaches enable the network to improve with training, and the outcome
of this procedure allows the model to produce detailed results.

Deep learning technology is widely gaining acceptance across multiple disci-
plines such as medicine, biomedical engineering, and information technology.
With automation and faster computation capabilities, deep learning approaches
are implemented for an efficient image processing procedure with precision and
accuracy in tumor detection. Incorporating deep learning into cancer imaging
can facilitate efficient segmentation and classification of the lungs. Segmentation
helps to identify the objects and boundaries and remove unwanted features from
a medical image, which aids in minimizing the occurrence of treatment failure.
The extent of manual detection is demanding for complicated cancer types, and
advanced deep learning models have shown promising results in the segmentation
of lung nodules using a Convolutional Neural Network (CNN) with an average
accuracy rate of 80% (Wendy et al., 2019). The classification techniques that
use deep learning have achieved tremendous success, allowing classification of
the patients according to the cancer type, and the prognosis is another relevant
contribution of image processing. Classifiers such as random forest, support vector
machines (SVMs), k-nearest neighbors (KNNs), and decision trees have been the
most efficient for classification tasks in a typical image processing procedure. With
the rapid evolution of technology, deep learning-based techniques will garner more
acceptability and become a tool for efficient staging and better clinical decision
making in oncology.

2.1.1 Scope of the Research

The early detection of lung cancer is low. Therefore, numerous cases stay unde-
tected until it has reached an advanced stage. Due to fatality factors associated with
lung cancer, the treatment planning must be appropriate with an accurate diagno-
sis. Cancer staging helps eliminate any possibility of misdiagnosis as each stage of
cancer is considered for diagnosis. Based on the stage of cancer, the suggested treat-
ment begins for a patient. However, the lung’s complex nature and the influence of
internal and external factors cause the lung tumor to be challenging to detect. These
additional factors cause the diagnostic image quality to deteriorate, making diag-
nosis and treatment complicated and time-consuming. In addition, there might be
multiple diagnostic sessions for complex cases to have an accurate outcome.

With the advent of nuclear medicine, the diagnosis has significantly improved.
However, the quality of images plays a vital role in nuclear medicine. High-quality
images ensure that accurate diagnosis occurs regularly. The current medical



�

� �

�

2.1 Introduction 11

imaging technologies lack automation in segmentation and detection procedures.
Manual detection of the cases becomes laborious and problematic when there are
several patients in a clinical setting. Although PET scans are preferred for lung
cancer detection, some challenges include high or low contrast in the images, blurry
images, noise, and an inability to capture the metastasis. The accurate diagnosis
of metastatic spread ensures that the appropriate region of interest is identified
during detection, and treatment is suggested as per the acquired results. These
challenges necessitate an accurate and automated image processing technology that
can aid in faster diagnosis. In addition, the possibility of producing reliable results
and image classification capabilities of the stage of cancer is crucial for further
treatment.

This research aims to identify an efficient deep learning technology that may aid
in the lung cancer staging procedure. Deep learning’s potential makes it an effective
solution for automation and classification of cancer stages from multiple images in
less time while delivering reliable clinical information for accurate treatment plan-
ning. The proposed research’s primary motivation is to address the challenges of
early lung cancer detection and its stage for accurate lung cancer patient diagnosis.

2.1.2 TNM Staging

Lung cancer is a significant cause of cancer-based mortality worldwide. The formu-
lation of efficient treatment planning for the prognosis is highly dependent on an
effective staging process. In the field of medicine, lung cancer staging is constructed
with the TNM staging system. Under TNM staging, the disease is identified as a pri-
mary tumor (T), lymph node (N), and metastasis (M). The TNM staging is revised
and based upon the eighth edition proposed by the International Association for the
Study of Lung Cancer (IASLC) (Goldstraw et al., 2016). The primary focus on lung
cancer staging is to verify its anatomical spread in a patient.

2.1.2.1 TNM Descriptors for Staging per IASLC Guidelines
The IASLC guidelines for TNM-8 staging have introduced changes from the previ-
ous edition. The TNM classification of lung cancer for staging is one of the most
consistent indicators of disease prognosis (Kirienko et al., 2018). However, the clas-
sification does not provide the entire prognosis as lung cancer is affected by multiple
factors. The prognosis of the disease and its recurrence after the treatment changes
the type of further treatments at several phases. TNM staging does not include sup-
plementary information related to the disease, such as analyzing the patient blood
samples, markers used for tumors, and specific genetic attributes (Goldstraw et al.,
2016). TNM staging provides a predictive analysis of lung cancer staging with each of
the descriptors. However, there are limitations and clinical situations that have not
been clarified in the staging by imaging procedure (Feng and Yang., 2019). As tech-
nology advances, the need for refinement in the staging process is a necessity. There
is a constant need to eliminate some of the limitations and introduce automation to
overcome the TNM staging complexities. Thus, deep learning can play a crucial role
in TNM classification for staging.
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2.1.2.2 PET-CT Scan in Lung Cancer Imaging
The past decade has witnessed CT scans as the gold standard among imaging
methods. CT scans lack efficiency in differentiating between benign and malignant
tumors. The PET scan was developed due to the observation that malignant cells
were associated with an increased glycolic rate and an increased cellular glucose
uptake. Using PET-CT scans has been widely considered for lung tumor detection.
Images acquired with the use of PET-CT scans are helpful for the evaluation of
lung cancer cases. PET-CT scan images are critical for the evaluation of pulmonary
nodules that are not identified by a biopsy. The fused images of both modalities
are also useful for cases that involve abnormalities. A PET-CT scan is considered
essential in complicated cases that may result in the clinician’s hesitation for
curative surgery due to an indefinite diagnosis of a suspected lesion. PET scans
are efficient, and possess the capability for accurate tumor localization. PET-CT
scans provide more indications on the pulmonary nodules’ morphological and
functional characteristics and is used for TNM staging where a CT scan alone
cannot determine the metastasis. Based on cost factors, the PET-CT fusion has
proven to be cost-effective as the fusion can occur in a single system and be analyzed
side-by-side. PET scan procedures are lengthy, and the image fusion of PET and
CT images can save up to 20 to 30 minutes per patient (Saif et al., 2010). Although
many different forms of advanced imaging modalities have been developed in
recent years, such as MRI, PET-MRI, 4DCT, 4DMRI, they are costly, and most
of the advanced modalities barring MRI have yet to be introduced in developing
nations.

PET images help attain the functional information while CT images provide the
anatomical information, thereby facilitating complete information on a malignancy
(Teramoto et al., 2019). Besides, lung cancer patient restaging determines a patient’s
response after treatment or surgery and provides more insight into the lesion his-
tology. Clinical advances have made PET-CT a useful indicator for the prognosis of
the disease. Integrating PET-CT produces more accurate TNM classification char-
acterization results than PET or CT individually (Pinilla et al., 2008). The lungs
are exposed to many external and internal challenges regularly. Therefore, when a
malignancy develops, the PET scan is susceptible to detecting abnormalities that are
not part of the malignancy. PET scans are not considered among the best in terms of
sensitivity and specificity, so integration with CT scans is preferred in current imag-
ing modalities. PET-CT images are prone to misregistration, which could lead to
misdiagnosis (Hochhegger et al., 2015). The limitations of existing diagnostic modal-
ities have shifted the focus to embracing efficient technological aids to improve the
overall accuracy of diagnosis and treatment. Consequently, the acceptance of tech-
nical aid has led to immence contributions by artificial intelligence.

2.2 Related Works

Wang et al. (2019) designed a three Deep Convolutional Neural Network (DCNN)
for lung cancer detection. The proposed model used co-learning from chest CT
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scan data to identify benign and malignant tumor regions without prior anatomical
delineation of the suspected nodule. XGBoost was used as a classifier for the
prediction outcome. The performance accuracy was measured as 78% for the Area
Under the Curve (AUC).

Song et al. (2017) proposed a deep neural network to classify benign and malig-
nant pulmonary nodules. The research involved a performance comparison for deep
neural networks (DNN), CNNs, and stacked autoencoders (SAE). The models were
evaluated on the The Lung Image Database Consortium (LIDC-IDRI) database. The
study results showed that CNN achieved a better performance with an accuracy of
84.15%, sensitivity of 83.96%, and and specificity of 84.32%.

Bhatia and Sinha (2018) proposed a deep residual learning approach for detecting
lung cancer from CT scans. The research includes a pipeline comprising of prepro-
cessing techniques to delineate cancerous lung regions. The features were extracted
using UNet and ResNet computational models. Classifiers such as XGBoost and ran-
dom forest were fed with features to predict lung cancer’s likelihood from the data
set. The performance accuracy was 84%.

Yiwen et al. (2019) evaluated a deep learning network to predict lung cancer treat-
ment outcomes using CT images. The patients with an advanced stage of non-small
cell lung cancer carcinoma were considered. The pre-treatment and post-treatment
results were taken into consideration at one, three, and six months follow-up. Trans-
fer learning was used for the DCNN. A recurrent neural network (RNN) was used
to analyze the survival predictions and cancer-related outcomes. The accuracy was
found to be 74% using the AUC.

Deng et al. (2020) proposed a feature fusion approach based on PET images and
additional clinical information. The purpose of the research was to obtain the fea-
tures for predicting the lung metastasis of soft tissue sarcomas. Random forest was
used to eliminate redundant features. The proposed method achieved a satisfactory
performance when fusion features were used along with three standard uptake val-
ues. The accuracy was found to be 92%.

Weikert et al. (2018) evaluated an artificial intelligence-based lung nodule
algorithm for detection and segmentation of primary lung tumors that covered all
T-staging categories. PET-CT was used for the experimentation. It was noted that
current applications for lung nodules exist to detecting those less than 3 cm in size.
The results showed that the detection accuracy was best in the T1 category with
90.4% and significantly decreased to 70.8% for T2, 29.4% for T3, and 8.8% for T4
stages.

Wu et al. (2012) evaluated the Ensemble Algorithm of cancer data clustering that
groups patients according to the prognostic factors for TNM staging. The research
demonstrated that the algorithm generates results that are in line with the AJCC
staging approach, which could provide a mechanism to add other prognostic factors
for a complete estimation of the prognosis and survival.

Kourou et al. (2015) presented a review on machine learning application for
cancer prognosis and prediction. It was stated that several techniques such as
Artificial Neural Network (ANN), Bayesian networks, decision trees, and SVMs are
widely used for cancer research that targets accurate decision making regarding
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malignancies. Although machine learning can improve cancer progression, an
appropriate validation is needed for use in clinical practices. The addition of more
diversified data combined with techniques for feature selection and classification
could prove a promising tool for cancer research.

Kirienko et al. (2018) proposed a deep learning algorithm based on CNN for lung
cancer assessment with T-staging parameters that used PET-CT data. The 7th edi-
tion of TNM staging was used as a reference. The CNN’s input was in the form of a
bounding box on both PET and CT images. The classified results were incorrect. The
results were reported as accuracy, recall, and specificity, while the algorithm com-
prised two networks: a feature extractor and a classifier. The final model’s accuracy
was 86.8% for training, validation accuracy was 69.3%, and test accuracy was 69.1%.

Qin et al. (2020) presented a deep learning architecture that combines fine-grained
features from PET and CT images. The study focused on featured noise reduction
with a multidimensional mechanism while extracting the fine-grained features for
both the imaging modalities. The AUC was used for measuring the performance.
The average score was 92% (0.920) with a variance of 0.05 and a balanced accuracy
of 72% (0.72).

2.2.1 Artificial Intelligence in Medical Imaging

The emergence of AI has been followed by a rapid growth in its integration in medi-
cal imaging. Factors such as automation, less computational time, and high-quality
images are the foremost considerations of adopting new technology, especially in
a high-risk environment such as cancer diagnosis. The workloads of radiologists
and oncologists have grown significantly over the years, with the number of cases
increasing in recent years. Studies have reported that a radiologist elucidates an
image every three to four seconds (Hosny et al., 2018). Considering the rate per
second for interpretation of the image, it becomes inevitable to be erroneous as a
radiologist and an oncologist in the diagnosis and prognosis of patient disease.

With the significance of staging lung cancer and the limitations of imaging
modalities, there is a need for a seamless automation component in the cancer
imaging workflow. The requirement to refine the staging process with the help
of technologies based on artificial intelligence can enhance tumor classification
efficiency in cancer staging. The accurate classification results are interlinked with
the successful completion of treatment, thus minimizing the errors and treatment
failures by assisting the oncologist with well-defined images of the identified Region
of Interest (ROI).

2.2.2 Classification for Medical Imaging

Classification techniques are performed to classify the data into various classes. The
data is arranged and categorized for efficient use. The contribution of deep learning
techniques for image classification in medical imaging has made significant con-
tributions. There are multiple image modalities, e.g. CT, PET, and MRI for cancer
diagnosis. However, several of these procedures are expensive and time-consuming.
In recent years, various studies have indicated that lung cancer detection has
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occurred at advanced stages, which proves to be fatal for patients. Often, advanced
stage cases have a lower survival rate. The contribution of AI has been targeted
to help diagnose lung cancer with an eye on the cost-effectiveness of treatment.
Image-processing techniques such as classification are significant contributors to
a successful diagnosis and prognosis of the disease. Jingchen et al. developed a
computer-aided diagnostic (CAD) method to classify the lung nodule that incor-
porated radiomics and applied random forest. The proposed model could produce
higher accuracy in terms of sensitivity and specificity, and it can be applied to a
large data set, as noted by the authors. The sensitivity was found to be 80%, and the
specificity was 85.5%.

2.2.2.1 Deep Learning
Deep learning is a sub-field of ML. In recent years, deep learning algorithms have
gained a considerable amount of acceptance in medical imaging. The capability
of deep learning algorithms to automatically learn the representation of regions
and features from the data without human intervention has been the core of these
techniques. Deep learning-based models have extracted quantifiable features with
a high accuracy for subtracting the human tissues from the region of interest
that promises improvements in tumor diagnosis. There are substantial benefits of
eliminating manual supervision using deep learning, such as preprocessing and
segmentation, which is a valuable addition for efficient clinical decisions based on
prognosis and treatment recommendations.

2.2.2.2 Image Classification Using Deep-learning Techniques
A clinical setting where each diagnosis constitutes a sample, leads to generation of a
large data set. Transfer learning has played a vital role in image classification for pro-
cessing such large data sets. A pretrained network is used on a large data set to train
all parameters of the neural network. Two strategies are used for transfer learning:
(i) using a pretrained network that works as the feature extractor and (ii) fine-tuning
the pretrained network for the medical image data set. Using the former strategy as
a feature extractor has the benefits of not requiring to train the deep network while
allowing for the use of extracted information for image analysis in the pipelines
(Litgens et al., 2017). A highly successful result based on the pretrained network
as the feature extractor was achieved by Esteva et al. (2017).

2.3 Methods

2.3.1 Transfer Learning

According to the data set’s size, a deep learning model’s training can take several
hours, days, or weeks. The processing power required for the training is high and
is a critical requirement for the workflow. However, for large data sets, a Graphics
Processing Unit (GPU)-enabled computation is preferable for speeding up the work-
flow. Thus, transfer learning is used to retrain the model for the targeted problem
(Paul et al., 2016). Transfer learning allows for application of the knowledge of a
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particular problem to the targeted problem of similar criteria. For successful transfer
learning, the last three layers of the pretrained network are modified and fine-tuned
to retrain the model with the required data set. To perform transfer learning, three
components are of utmost importance.

1. The set of layers represents the network architecture. For transfer learning, the
layers are created by modifying a pre-existing network for AlexNet.

2. The images with appropriate labels act as a data store to train the model.
3. The use of a variable to control the behavior of the training algorithm. Such

components are used as the inputs to the trainNetwork function that returns
the trained network as output.

2.3.2 AlexNet

AlexNet has been considered one of the most useful CNN architectures. AlexNet
consists of a large data set with millions of images with high-resolution features and
1000 categories. With 60 million parameters and 650 000 connections, faster pro-
cessing is achievable with GPU and non-saturating neurons. However, a dropout
method in the AlexNet architecture helps to avoid overfitting problems. AlexNet
consists of eight layers: three convolutional layers, two pooling layers, and two fully
connected layers with a SoftMax classifier. The network’s output layer can provide
1000-way SoftMax that can recognize 1000 class labels. The overfitting problem is
reduced in the fully-connected layers with a method called dropout. Fine-tuning a
network using transfer learning allows for faster training of a network as learned fea-
tures can be transferred to perform a new task using a smaller set of training images
(Krizhevsky et al., 2012). AlexNet is proficient in classification problems and per-
forms best on a larger data set. However, the performance is likely to reduce if any
convolutional layer is missing in the network.

2.3.3 AlexNet Architecture

Figure 2.1 depicts the AlexNet architecture for this research where the input layer
accepts images in a network that is sized at 227 x 227 x 3. The input will have three
channels if the input is a color image. The procedure of the network is described as
follows.

1. Convolutional Layer 1: In the first convolutional layer, the filter size is f = 11, and
the number of filters is 96. The stride of four is used, which helps decrease the
dimensions of an input volume by four. The output after the first convolution is
55 x 55 x 96 volume. The mathematical representation of a convolution is defined
as the product of “f’ and ’g ” object functions. The two functions f and g are over
the range of [0, t], where [f*g] (t) denotes the convolution of f and g. Max pooling
is one, as given in (equation 1) (Sajja et al., 2019).

2. Maxpooling 1: This layer comprises a 3 x 3 filter and a stride of two. The reduction
in 55 x 55 x 96 volume to 27 x 27 x 256 is due to the strides use in this layer.

3. Convolutional Layer 2: The same convolution is used in this layer with a filter
size of f = 5, which produces the same 27 x 27 x 256 dimensions.
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Figure 2.1 AlexNet architecture.

4. Maxpooling Layer 2: The height and the width are reduced to 13 in this layer using
a 3 x 3 filter, and stride two is used.

5. Convolutional Layers 3, 4, and 5: The 3 x 3 convolution layers with padding= 1
and a stride= 1 is being applied. In the first two convolutional layers, 384 filters
are used, whereas, in the Conv5 layer, 256 filters are used.

6. Maxpool3: This layer has a stride of 2 such that the volume with dimensions
6 x 6 x 256 is achieved. The multiplication of the numbers results in 9216, which
are passed into 9216 nodes.

7. Dropout: The dropout technique has a setting of zero for the hidden neuron’s
output of a probability of 0.5. The neurons which fall under dropout do not con-
tribute to the forward propagation or the backward propagation process. In the
input event, the neural network processes a different architecture while sharing
the weights among them. This technique reduces the need for coadaptations, thus
allowing the network to learn more robust features.

8. AlexNet comprises three fully connected layers. The first two layers comprise
4096 nodes, whereas the third fully connected layer has 1000 units. SoftMax is
used to produce the output for classification.

2.3.4 Experimental Setup

The images were collected from “Imaging of lung cancer: Implications on staging
and management” by Purandare (2015), “PET-CT in staging lung carcinoma” by
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Figure 2.2
Metastasis-PET image.

Figure 2.3 Lymph
node-fused PET-CT
image.

Kochhar (2019), and the Lung PET-CT Dx data set from
the Cancer Imaging Archive (Angelus and Kirby, 2020).
Figures 2.2 and 2.3 are medical images of lung cancer
stages. For experimentation, the source’s images were
sorted as per the TNM staging of lung cancer and com-
piled into a small data set of 101 images. The purpose of
having a diversified data set is that there will be several
types of medical complexity for a lung cancer patient dur-
ing the staging of cancer, and the stages of cancer will
be varying. There are also the subproblems of an under-
lying disease that needs to be addressed. Therefore, the
aim was to cover all the possible underlying factors during
staging and to label the data set according to the diseases.
The AlexNet was fine-tuned for this problem with a small
data set, as the extent of the diseases during staging will
generate a massive data set that might extend beyond the
research scope. The data set included annotations provided
by the radiologist. The annotations included TNM stag-
ing information, type of lung cancer, tumor diameter, and
the disease’s related subcriteria. Additionally, the annota-
tions included PET-CT acquisition and correction infor-
mation from the fusion of PET-CT images during staging
and treatment change.

Table 2.1 depicts the training setup of the AlexNet that was implemented with a
transfer learning approach and fine-tuning the network for research. The epoch was
20, as the data set is not large. The epoch for the training was kept at a minimum
due to the use of transfer learning for the training. The maximum iterations during
the training process were 100 for the primary tumor, 40 for the metastasis, and the
lymph node had 20 iterations.

2.3.4.1 Image Processing
The tool used for experimentation is MATLAB. The medical images were loaded
using an image data store that automatically labels the images based on the folder
names, and the data is stored as an ImageDatastore object. The image data
store can store large image data and efficiently read images in batches during the
network’s training. The data set is further divided into training and validation sets,

Table 2.1 Training setup for AlexNet.

Lung Cancer Stages Max. Epoch Max. Iterations Iterations/ Epoch

Primary Tumor 20 100 5
Metastasis 20 40 2
Lymph Node 20 20 1
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where 70% of images were used for training and 30% for validation. The data set
has three classes: (i) primary tumor (T) with the primary subclasses Stage(T1),
Stage(T2), Stage(T3), and Stage(T4); (ii) metastatic (M) with the subclasses metas-
tasis M1a, metastasis rib, metastatic adenoma, metastatic nodes, and metastatic
pleural deposits; and (iii) lymph node (N) with the subclasses nodal disease, and
Stage(N3).

For the new classification task, the last three layers of the network were fine-tuned
and replaced with a fully connected layer, SoftMax layer, and a classification output
layer. The fully connected layer is modified according to the new data, whereas the
layer’s size is similar to the number of classes in the data set. The WeightLearn-
RateFactor and BiasLearnRateFactor were applied to achieve faster learn-
ing of the new layers in the network.

2.3.4.2 Data Augmentation
The input layer of the AlexNet accepts data with an image size of 227 x 227 x 3,
where the three denotes the number of color channels. The augmented image
data store was used to resize the training images and perform basic preprocessing
tasks automatically. The overfitting problem was prevented using data augmen-
tation and by enabling the network to memorize the exact details of training
images.

2.3.4.3 Training and Validation
For the implementation of transfer learning, the features from the layers of the pre-
trained network were retained. The transferred layers had an initial learning rate of
a smaller value to slow the learning compared to the fully connected layer in which
the learning rate was increased to speed up the learning of the new layers. A stochas-
tic gradient descent algorithm (SGDM) was implemented to update the learnable
parameters for network training. SGDM also enabled minimizing the loss function.
The training of the network was performed on an NVIDIA-enabled central process-
ing unit (CPU). The validation images were classified using the fine-tuned AlexNet
and displayed with the predicted labels. The accuracy of the validation set was cal-
culated, which provided the results of the correct label prediction by the network.
A confusion matrix was plotted to display the results of the output class and the
targeted class. The maximum epoch size of 20 was used to perform data training.
The results obtained are highlighted in the following figures.

2.4 Results and Discussion

2.4.1 Primary Tumor (T)

Figures 2.4–2.7 depict results of the primary tumor, the T stage of TNM staging,
which consists of subclasses for the stage of cancer including T1, T2, T3, and T4. The
cancer stage begins at stage 1 and progresses to stage 4 with multiple additional pos-
sibilities such as adenocarcinoma, curative or non-curative, and satellite nodules.
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Figure 2.6 Loss function for the primary tumor (T).

The validation accuracy of the classification task was 94.44%. Figures 2.6 and 2.7
depict the loss function and the confusion matrix, which is plotted for the results
of the output class and the targeted class to show the performance of the classifica-
tion accuracy of the fine-tuned AlexNet.
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Figure 2.7 Confusion matrix for the primary tumor (T).

2.4.2 Metastasis (M)

Figures 2.8–2.11 depict the accuracy of classification of the metastasis class. The sub-
classes under metastasis are related to the various forms of metastasis that can occur
when cancer has spread from the lungs to other parts of the body. The subclasses
consist of the metastatic node, M1a stage of metastasis, metastatic adenoma, metas-
tasis rib, and metastatic pleural deposit. The validation accuracy for classification
was 100%. Figures 2.9–2.11 represent the training progress, loss function, and the
confusion matrix, respectively, for evaluating the performance of the network’s clas-
sification accuracy.

2.4.3 Lymph Node (N)

Figures 2.12–2.15 show the classification accuracy of the network for the lymph
node class. The subclasses that were added are Stage(N3) and nodal diseases. The
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network achieved a validation accuracy of 100% for the classification of the data set
in this class. Figures 2.13 and 2.14 represent the training results and the loss func-
tion, respectively. Figure 2.15 depicts the confusion matrix plot for evaluating the
network’s classification performance.
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2.4.4 Classification Accuracy of AlexNet

The validation frequency was set at three iterations, and the training progress for
each class had a learning rate of 0.0001. The learning rate is kept lower for new
classification tasks to achieve higher accuracy in less training time. The classifica-
tion task was performed using a single CPU for computation. The experimentation
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results showed high classification performance with an accuracy of 94.44% for the
primary tumor, followed by 100% each for the metastasis and lymph node, as shown
in Table 2.2. The observation during the training progress was that an epoch of six
produced a validation accuracy of 83.33% initially, and with each training process,
there was an improvement in the accuracy with a maximum accuracy of 88.50%. A
set with more epochs resulted in better performance of the network.

2.4.5 Comparative Analysis

Tables 2.2 and 2.3 provide insight into the performance evaluation of existing meth-
ods and the CNN architecture used in this research. TNM stands for the TNM staging
procedure that includes Primary Tumor (T), Lymph Node (N), and Metastasis (M).
The results depict the accuracy of the fine-tuned AlexNet with the use of the transfer
learning approach. AlexNet has an edge over the performance of some of the studies
listed in the table. The performance evaluation observation shows that most of the
research was conducted using CT images, and the image processing task has seg-
mentation and classification. Traditional approaches for image processing have been
successful for detection but lack a scope for further improvement. The accuracy has
been satisfactory for general segmentation and classification problems related to the
detection of benign and malignant lung nodules.

Table 2.2 Performance evaluation of classification accuracy.

Lung Cancer Stages (TNM) Validation Frequency Hardware Accuracy (%)

Primary Tumor 3 iterations Single CPU 94.44
Metastasis 3 iterations Single CPU 100
Lymph Node 3 iterations Single CPU 100

Table 2.3 Comparative analysis of existing methods and the proposed method.

Authors Data Set (Images) Accuracy (%)

QingZeng Song et.al (2018) CT 84.15
Siddharth Bhatia et al. (2018) CT 84
Jiachen Wang et al. (2019) CT AUC:78.7
Yiwen Xu et al. (2019) CT DCNN:AUC:74,
Thomas Weikert et al. (2019) PET-CT T1, 2, 3, 4:90.4, 70.8, 29.4, 8.8
Margarita Kirienko et al. (2018) FDG PET-CT 86.8, 69.3, 69.1
Ruo Xi Qin et al. (2020) PET-CT 0.90, 0.5, 0.72
Ma et al. (2016) CT 82
Proposed Architecture PET-CT fusion T:94.44, M:100, N:100
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Table 2.4 Comparative analysis of the existing methods and the
proposed method.

Authors Methods

QingZeng Song et al. (2017) DNN, CNN, SAE
Siddharth Bhatia et al. (2018) Deep Learning, XGBoost
Jiachen Wang et al. (2019) DCNN, XGB
Yiwen Xu et al. (2019) CNN, RNN
Thomas Weikert et al. (2019) Radiomics and Segmentation
Margarita Kirienko et al. (2018) CNN
Ruo Xi Qin et al. (2020) Deep Learning
Ma et al. (2016) Random Forest
Proposed Architecture Deep Learning

Furthermore, the studies that targeted TNM staging were mainly confined to the
primary stage (T) with all the T parameters combined. The methods had higher
accuracy in terms of the T1 stage, but the performance significantly dropped
for subsequent stages to below a satisfactory clinical implementation level. The
proposed architecture achieved higher accuracy concerning the TNM staging
categories, which were comprised of all stages of the primary tumor (T), metastasis
(M), and the lymph node (N). Such a network can be trained further with complex
features for better results in the staging of cancer.

2.4.6 Limitations

There is a scope for improvement as deep learning technologies are rapidly becoming
more advanced. Although AlexNet is a capable deep learning network, there have
been further upgrades of the existing models in recent years that may produce supe-
rior results with more complex data. Therefore, a comparative analysis is required to
understand the model’s usability over more complex problems related to lung can-
cer classification. The proposed research has been conducted using a smaller data
set. Therefore, the model has to be evaluated with a more complex data set to tar-
get advanced problems. Additionally, the feasibility of a deep learning model in a
real-time clinical setting has to be evaluated as the challenges of high-computation
power requirements may not be feasible in a medical facility.

2.5 Conclusion

The recent advancements in deep learning technologies are another gateway for
delivering efficiency in medical imaging. Lung tumor detection is complicated
due to the complexity of the organ and the clinical complications of lung cancer
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patients. Thus, accurate detection and classification is a difficult task. The complex
lung tumor features, subcategories of diseases, and varying tumor sizes that refer to
cancer stages are critical when focusing on the staging process. The classification of
such lung cancer criteria might be limited for a traditional image processing task.
CNNs have powerful computing capabilities to ensure that millions of images can
be processed in a single iteration for a specific medical image processing problem.
AlexNet is an efficient network for classification problems. However, its capabilities
can be further evaluated with a larger data set with complex features. For the
proposed research, a pretrained network was implemented with a transfer learning
approach to achieve faster learning with significantly lower computational power.
However, future research might extend to using other networks such as GoogleNet,
DenseNet, VGG architecture, and AlexNet to compare the results focused on the
staging process with a larger and more complex data set. Medical image processing
will benefit immensely from using deep learning techniques that are capable of
producing efficient results to aid doctors in achieving a successful clinical decision
and treatment as well as eliminate misdiagnosis and treatment failures.
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3.1 Introduction

Cyber-physical systems (CPSs) usually consist of a network of embedded devices
that control adjoining physical processes (Alur, 2015). Numerous examples, both
visible and invisible, surround our modern lives: smart grids manage and monitor
national power grids, intelligent transportation systems negotiate city traffic
flows, industrial robotic systems produce high volumes of precision products, and
implantable medical devices (IMDs) to overcome disease and disabilities. Since
many of these applications serve to enhance our over overall quality of life there is
the potential for catastrophic consequences when such systems fail. These kinds of
CPSs are safety-critical: for us to be safe, they must operate correctly.

There is a large body of work on examining and ensuring the safety of CPSs
(Alur, 2015). Breaches can occur due to the random failures of integrated sensors,
actuators, or other hardware and software components that control the system.
To mitigate the consequences of system failures, functional safety standards such
as IEC 61508 (Bhatti et al., 2016) or its variants can be used. These provide for
certification of the electrical, electronics, and programmable-electronic components
of a CPS. They demand systematic risk analysis to consider the failure of hardware
components along with the development of associated mitigation strategies. Soft-
ware components, on the other hand, which can suffer from other kinds of failures,
require alternate testing, such as the “Vee” model (Forsberg and Mooz, 1991).
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While the certification of CPSs is critical for ensuring system safety, failures
leading to safety violations that arise from security breaches are not in the purview
of these safety standards. Hence, many certified CPSs have experienced serious
failures due to cyber-physical attacks (CP attacks) launched with malicious intent
(Loukas, 2015). This class of attacks, which originate in cyber space, have a very
real potential for causing major, physical real-world damage via the deliberate
violation of safety guarantees. Some notable examples over the past two decades
include the Maroochy Shire wastewater attack (Weiss, 2014), the Los Angeles traffic
system hack (Kelarestaghi et al., 2018), the Turkish pipeline explosion (Madnick
and Mangelsdorf, 2017), the Stuxnet worm (Chen, 2010), and the Tesla remote hack
(Nie et al., 2017).

Given the potentially catastrophic impact of CP attacks, there have been many
recent attempts at attack detection and mitigation. This is complicated by the
requirements of devices in the CPS domain, which are often not suited to the con-
ventional methods of cyber-security (typically founded on number-theoretic
encryption). Hence, one recent work focused on light-weight encryption over
the IEC 61499 standard for Industrial automation (Tanveer et al., 2020). Other
approaches focus on improving the devices to provide more guarantees. For instance,
“smart” input/output (I/O) modules for industrial programmable logic controllers
(PLCs) have an awareness of the safety requirements their application is developed
in to mitigate CP attacks in industrial control systems (Pearce et al., 2019a).
Moreover, there have been many works examining CP attacks on smart grids, and a
recent survey provides a good summary (He and Yan, 2016).

Formal methods (Woodcock et al., 2009; Baier and Katoen, 2008; Alur, 2015) con-
stitute a class of mathematically-founded techniques for the rigorous verification
of safety critical systems. Consequently, they are ideal when dealing with attack
detection and mitigation of CP attacks. Application examples of formal techniques
include Chen et al. (2017), Pasqualetti et al. (2013), which use control theory, and
those which are based on formal methods (Lanotte et al., 2018, 2017). In this chapter,
we will detail the formal methods applied to the detection and mitigation of CP
attacks on medical devices.

Here, we consider medical devices such as implantable cardioverter defibrilla-
tors (ICDs), cardiac pacemakers, insulin pumps, and gastric electrical stimulators
(GESs). These devices are used to control a specific disease by continuously sensing
signals from a given organ. In the event of abnormal activity, the device provides
appropriate correcting input to the organ through an actuator. Hence, these devices
act as controllers, while the organ in question acts as its adjoining plant (i.e. the phys-
ical process being controlled). For example, consider a pacemaker or ICD: the plant
is the patient’s heart, while the controller is the device itself. The interface is through
electrical leads, which are connected inside the chambers of the heart and act as both
sensors and actuators.

As discussed in the survey (Camara et al., 2015), implantable medical devices
have been extensively studied to ensure their safety. These medical devices are
usually partially or completely contained within the human body, and hence any
failure may be exceedingly complicated to resolve, including the need for surgery,
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which introduces further risk for the life of the patient. Modern enhancements,
such as wireless-enabled operation can facilitate many benefits, including device
reprogramming and customization using wireless programmers. Bed-side units
also use wireless communication to manage patient data for remote analysis by the
physician. Patients and healthcare workers may have the functionality to access
the device remotely using a mobile phone application. However, such wireless
operations also expose these devices to different types of CP attacks (P. and Aziz,
2018): pacemakers that give deadly shocks (Kirk, 2012), insulin pumps programmed
to deliver unsafe levels of insulin (Thompson et al., 2018), and denial of service
(DoS) attacks on ICD devices (Marin et al., 2016). Such attacks are also frequently
reported in the media, for example, the Wall Street Journal cited Food and Drug
Administration (FDA) report that said “we are aware of hundreds of medical
devices that have been infected by malware” (Weaver, 2013).

Considering the immense challenge of CP attacks on medical devices, we con-
sider the cardiac pacemaker case study as a motivating example in the next section
to illustrate the problem of CP attacks. While our focus is on pacemakers, the dis-
cussions and specific methods we present are generic to most medical devices that
act as controllers for specific organs.

3.1.1 Pacemaker Security

Cardiac pacemakers are used to treat arrhythmia, a condition where the patient’s
heart produces irregular heartbeats. During an arrhythmia, the heart can beat too
fast, which is called tachycardia, or too slow, which is called bradycardia. The pace-
maker is implanted under the skin of the patient’s chest, typically just under the
collarbone, and connected to the heart using conductive and biologically inert leads.
The pacemaker senses intrinsic atrial and ventricular events in the heart and gives
electrical pacing pulses (either an atrial pulse or a ventricular pulse) as necessary,
which controls the heart in a closed-loop.

Like many other medical devices, wirelessly-accessible pacemakers are common,
and many CP attacks have been reported (Sametinger et al., 2015). Hackers can
change the rate of the pacemaker, causing insufficient or overly rapid pacing. Rapid
pacing is particularly dangerous and can initiate tachycardia or fibrillation, which
have a high likelihood of sudden cardiac death. Other attacks have demonstrated
that pacemaker batteries can be drained at an alarming rate. In the detailed
Sametinger et al. (2015) survey, several possible hacking avenues for pacemakers
were reported, and specific instances were reported in Kirk (2012) and Clery (2015).

A key problem for pacemaker security is the trade-off of allowing device access to
health care professionals for emergency situations while ensuring that the device
prevents unauthorized access. This is discussed in more detail in the survey by
AlTawy and Youssef (2016). While cryptography is one of the best mechanisms for
securing such CPS, a significant challenge is key distribution to legitimate parties,
such as emergency health care workers, while preventing nefarious third parties
from accessing those same keys.
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Considering this, alternative solutions based on devices that automatically
detect and respond to anomalous behavior have been developed (Zhang et al.,
2013). MedMon (Zhang et al., 2013) can detect and prevent anomalous events by
snooping all wireless transactions. MedMon relies on a set of policies to monitor
and determine which events need to be jammed. MedMon monitors a set of policies
to identify events for jamming. However, this approach has limitations. Additional
embedded devices with associated costs, power consumption, and certification
needs are required to snoop the wireless channels. The effectiveness depends on the
defined policies, and as these are informal, there is no guarantee of soundness in the
developed framework. In comparison, we present an approach that has soundness
guarantees provided by techniques grounded in formal methods (Woodcock et al.,
2009).

3.1.2 Overview

The remainder of this discussion is organized as follows. In 3.2 we introduce the
pacemaker case study in detail, including its closed-loop operation and associated
timing requirements. In 3.3 we recap the formal methods relevant for this discussion.
Then, in 3.4 we present two formal techniques for attack detection and mitigation for
use with pacemakers. Finally, in 3.5 we make concluding remarks and motivate the
need for further research on several topics not yet addressed to prevent and mitigate
the effects of CP attacks.

3.2 Background: Cardiac Pacemakers

Pacemakers are used to both sense the activity of the cardiac system (the heart)
and provide pacing signals when necessary – for instance when bradycardia occurs
and the heart is beating too slowly. These devices are implanted under the patient’s
skin and interact through leads that connect the pacemaker to the internal walls
of the heart, as shown in Figure 3.1. In a more complex scenario, leads are placed
in both ventricular chambers and bi-ventricular pacing is used to synchronize beat
timing across the heart.

The interaction of a digital pacemaker and physical heart is an instance of a
safety-critical CPS – as any fault could have catastrophic consequences, including
death. To prevent this, pacemakers must operate correctly according to a set of strict
timing properties and intervals. Therefore, these systems may also be characterized
as hard real-time systems. In other words, both the functionality of the device (that
it can pace) is just as important as the timing correctness of the device (when it
should pace). As will be discussed later, this is applicable to runtime enforcement
(RE) and Runtime verification (RV).

Society is becoming increasingly reliant on cardiac pacemakers for their health
benefits. A 2009 survey found that 737 840 new implantations and 264 824 replace-
ments were performed in that year, for a total of 1 002 664 implantations (Mond and
Proclemer, 2011). However, these devices are not without their issues. There were
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Figure 3.1 The heart-pacemaker system
shows leads connected to the right atrium and
ventricle (reproduced from Pinisetty et al.
(2018)). (PM/ICD - pacemaker/implantable
cardio-defibrillator; SAN - sino-atrial node;
LA - left atrium; RA - right atrium; AVN -
atrio-ventricular node; LV - left ventricle;
RV - right-ventricle).
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over 210 000 recorded ICDs and pacemakers recalled between 2006 and 2011 due
to various issues – some with immediate safety concerns, while others were more
precautionary (Alemzadeh et al., 2013).

Due to their implanted nature, the impact of these recalls is not just isolated to
the device, but also requires costly (and potentially dangerous) operations to remove
and/or replace the device. The additional costs due to replacements and the recall for
the above five-year period is close to one billion dollars (Maisel et al., 2001). Further,
the malfunctions in the group of recalled devices for 2006 to 2011 led (directly and
indirectly) to over 17 500 injuries and 350 deaths (Alemzadeh et al., 2013).

3.2.1 Pacemakers

Fundamentally, a pacemaker is a controlled pulse generator that is able to observe
the natural behavior of the heart in order to either enable or disable its own output.
The simplest form of pacemaker is one that has a single lead (over which both
sensing and pacing are performed) that is usually placed in the right ventricle.
However, dual-chamber pacemakers (with an additional lead in the right atrium)
are much more commonplace today, and are able to correct more adverse behaviors
such as atrium-ventricle synchronization.

The different variations of pacemaker are generally identified through a three
or four character code. The first and second characters specify where the pacing
and sensing are performed by the pacemaker, and can either be “A” (atrium), “V”
(ventricle), or “D” (dual, or both). The third character refers to the logic that the
device uses to decide when pacing signals should be sent. A value of “I” (inhibited)
means that the pacing event is stopped by the presence of a natural event, which
otherwise would be sent. Alternatively, “T” (triggered) means that the pacing event
will be generated after some delay of a natural event (e.g. to maintain synchroniza-
tion). There is also a “D” (dual) mode, which includes logic of both the inhibited and
triggered modes.

In this work, we will be looking at a DDD mode pacemaker, meaning that it senses
and paces in both the atrium and the ventricles (i.e. it is a dual lead/dual chamber
pacemaker) and supports both inhibited and triggered operations. Other common
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forms of pacemakers typically only use a single lead and are generally either VVI
for pacing the ventricles or AAI for pacing the atria, depending on the patient’s
condition.

3.2.1.1 Operation of a DDD Mode Pacemaker
The simplest way to describe the operational behavior of a DDD mode pacemaker
is through the use of a timing diagram. This diagram is shown in Figure 3.2 and
includes the signals on both the atrial and ventricular leads, known as electrograms
(EGMs), at the top along with the timers used to create the pacemaker logic at the
bottom.

Figure 3.2 shows four beats of the heart, labelled 1 through 4 . The EGMs
traces at the top of the figure have three different types of events that consist of
natural events (atrial sense (AS) and ventricle sense (VS)), refractory (ignored)
events (atrial refractory sense (AR) and ventricle refractory sense (VR)), and pacing
events (atrial pulse (AP) and ventricle pulse (VP)). It is also important to note that
the sign of the pacing events (AP and VP) are opposite to the sensed events due to
the mechanism that pacemakers use to stimulate the activity.

The bars in the lower portion of Figure 3.2 represent the operation of six timers
that are used to create the pacemaker’s internal logic. ventricular refractory period
(VRP) and post-ventricular atrial refractory period (PVARP) are two timers used to
ignore either natural ventricular or atrial events, respectively. The effect of these
timers is seen in the figure, where an AR is created during the PVARP of 1 and a
VR during the VRP of 2 .

To ensure synchronization between the atria and ventricles, there exist two
additional timers – atrioventricular interval (AVI) and atrial escape interval (AEI).
AVI ensures the correct synchronization between atrial events and their subsequent
ventricular events. This can be seen by the AVI timer that starts on all atrial events,
and if the timer should ever expire without a VS, such as beat 2 , then a VP is
generated. AEI, on the other hand, is the reciprocal of this whereby it is started on
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Figure 3.2 Timing diagram for a DDD mode pacemaker (adapted from Pinisetty et al.
(2017c)).
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every ventricular event, and if no AS occurs, it generates an AP on expiration, such
as in beat 2 .

Finally, the two bottom-most timers of Figure 3.2 are lower rate interval (LRI)
and upper rate interval (URI), which govern the limits on the overall allowed pacing
rates for the pacemaker. LRI is the lowest rate (i.e. highest interval) that is allowed for
ventricular events. When this timer expires (as in beat 3 ) a VP will be generated. URI
is the highest rate (i.e. shortest interval) that is ever allowed for ventricular pacing
events from the pacemaker. While this timer is running, no VPs are generated from
the device, and instead, these events are delayed until the expiration of the URI timer.
This effect can be seen in beat 4 where the AVI timer is extended until URI has
expired before emitting the VP event.

3.2.2 The Cardiac System

The cardiac system of the human body is centered around the heart, the electrically-
driven biological pump that facilitates the movement of deoxygenated blood to the
lungs and oxygenated blood throughout the rest of the body. The heart achieves
this through a series of four chambers – two atria and two ventricles, with one of
each being on the “right” of the heart and the other on the “left”. The atria are the
input chambers where blood is received either from the body (right atrium) or the
lungs (left atrium). This blood is then pumped from the atria down to their respective
ventricles through contraction of the cardiac muscle.

Once filled, the ventricles then perform their own, much larger contractions to
force the blood out of the heart and to either the lungs (right ventricle) or the rest
of the body (left ventricle). The delay between atrial and ventricular contractions is
critical to ensure optimal cardiac output. If the delay is too short, the ventricles will
not be completely filled from the atria, which reduces the blood pumped per beat.
Alternatively, if the delay is too long, the cardiac output becomes more periodic,
which reduces the flow rate.

At a high level, there are two main electrical control regions of the heart that
we will describe here. Firstly, the sinoatrial (SA) node, located near the middle
of the atria, acts as the natural pacemaker of the heart. This region electrically
cycles autonomously at a rate of 60 to 100 beats per minute (bpm), which initiates a
single cycle of the heart each time. The electrical stimulation propagates to nearby
cells, firstly through each of the atria before travelling to the ventricles. Should this
autonomous behavior of the SA node ever fail, then the region of the heart with the
next highest intrinsic rate will take over these pacemaking duties.

The path between the atria and ventricles is controlled by the atrioventricular (AV)
node, which serves two purposes. First, this node is the main region that creates
delay to ensure optimal synchronization between atrial and ventricular contractions.
Therefore, if this region of the heart has a conduction block that stops propagation
from occurring, then synchronization between the atria and ventricles is lost, which
requires some external (i.e. pacemaker) action. Additionally, the AV node serves as
the secondary autonomous region of the heart, is capable of pulsing at a rate of 40 to
60 bpm, and will take over in the case of SA node failure. However, the location of
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this node, being more central to the heart, results in a vastly reduced delay between
atrial and ventricular contractions. The slower intrinsic rate also results in a slower
heart rate.

Should the autonomous behaviors of the AV node fail, then the region with the
next highest intrinsic rate are located even further down the conduction network,
close to the ventricles that pulse at a rate between 20 and 40 bpm. The location of this
next region produces inverse propagation through the heart where synchronization
between the atria and ventricles is essentially lost; however, it is still able to maintain
some minimal cardiac function and only serves as backup in a worst-case scenario.

3.2.2.1 Electrograms and Electrocardiograms
The activity of the heart is generally captured through two different signals that
depend on the reading location. These signals use electrodes to measure the electri-
cal potential of the heart as cells go through their contraction (depolarization) and
relaxation (re-polarization). As cells along the conduction path, from atria to ventri-
cles, go through this cycle the electrodes detect the change in potential for various
regions of the heart.

For devices that have leads embedded on the inside surface of the heart, such
as pacemakers, these signals are known as electrograms (EGMs). In this case, the
proximity of the electrode to the cardiac cells results in a signal that is very strongly
weighted to the area around where the electrode is placed. Through the use of mul-
tiple leads, such as for a DDD mode pacemaker, the activity of multiple regions can
be detected.

Alternatively, most noninvasive measurements of the heart use electrodes placed
on the body surface at various points to record what is known as electrocardiograms
(ECGs). The most common example of this is the standard 12-lead ECG, which uses
10 electrodes placed on the limbs of the patient and the chest around the heart. The
12 leads are comprised of nine physical leads, which are simply the potential of an
electrode relative to the ground electrode, and three virtual leads, which are created
using the difference between various limb electrodes. Despite being further away
from the cardiac cells, these 12 leads of an ECG are able to capture the heart activity
in relatively high detail, which allows physicians to diagnose cardiac diseases in a
noninvasive manner.

A typical ECG signal is illustrated in Figure 3.3, with annotations that indicate the
various regions of the signal. Firstly, the P wave ( P ) represents the atrial depolariza-
tion, which indicates that the atria have started to contract. Next, the QRS complex,
which generally consists of a positive deflection ( R ) surrounded by negative deflec-
tions ( Q and S ), captures the ventricular depolarization, and immediately precedes
when the ventricles begin to contract to pump blood around the body. Finally, the
T wave ( T ) is caused by ventricular re-polarization, where the ventricles have once
again relaxed.

From these points there are a few, key timing intervals with measurable physi-
cal significance. The PR interval is measured as the time between the start of the P
wave and the start of the subsequent QRS complex. This is a measure of the delay
between atrial and ventricular depolarizations (i.e. the AV interval). Additionally,
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Figure 3.3 Timing information of electrocardiogram signals.

the RR interval is, as the name implies, simply the difference between successive R
waves. This interval corresponds to the time between successive heart beats, which
is the inverse of the heart rate.

Finally, the last key interval of the an ECG is the QT interval, which is measured
as the time between the start of the QRS complex and the end of the subsequent
T wave. The QT interval captures the time from ventricular depolarization to
re-polarization, which is a measure of the action potential duration (APD) of the
ventricular cells. Due to the restitution behavior of the underlying cardiac cells,
this interval can change depending on the heart rate. To correct this, a corrected QT
interval (QTc) is often used and is calculated using the RR interval per Equation 3.1.

QTc =
QT√

RR
(3.1)

3.3 State of the Art, Formal Verification Techniques

In 3.2, we provided an overview of the cardiac pacemaker and the associated timers
of a DDD-mode pacemaker. As is evident, the pacemaker works in close-loop with
the heart to enforce the correct timing of cardiac electrical activity. Consequently,
this is a safety-critical CPS. This section provides an introduction to formal meth-
ods (Woodcock et al., 2009), a collection of techniques which are ideal for ensuring
the safety of CPS. We first provide a short overview of various techniques, related
to checking the correctness of a system (that is checking whether the system satis-
fies the requirements). Later, we describe the runtime enforcement (RE) technique,
which is related to correcting the execution of a system (at runtime) according to the
requirements.

Generally, requirements are informal descriptions of what we want a system
to do. Requirements are the basis for the design, development, and testing of a
system. When requirements are captured in some representation, using either
natural language or a (semi-)formal representation such as unified modelling
language (UML) (Chaudron et al., 2012), it is known as the system specification.
The process of checking the correctness of a system (that is, whether the system
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confirms to the requirements) is called verification. A form of verification is achieved
through testing. For testing, the specification of the system acts as the correctness
criterion against which the system is compared. A common practice is to write the
specification informally for this purpose, generally in natural language.

Testing is the process of executing a system with the objective of detecting errors.
Errors happen when the system’s output trace deviates from the desired output
as captured in the specification. Generally, testing is performed by executing the
system in a controlled environment, providing test data as an input to the system,
and making observations about its outputs. From the observations made during
the execution, verdicts about the correctness of the system (whether it satisfies the
specification) can be made.

Drawbacks of Testing-Based Verification Although informal specifications written in a
natural language such as English are easy to read, they may be ambiguous. Informal
description of requirements are often incomplete and liable to different, and
possibly inconsistent, interpretations. Relying on unclear, imprecise, incomplete,
or ambiguous specifications causes several problems in the testing process, which
often makes these informal specifications inappropriate. While specifications in
semi-formal standards such as UML are better, they are still not entirely formal and
are usually outside the purview of formal analysis. Importantly, testing can be used
to find the presence of errors but can not be used to prove their absence, which is
critical to ensuring the safety of a CPS.

Formal Specification and Formal Methods A specification is said to be formal if it is
expressed with a precise syntax and semantics as well as every statement having a
unique meaning, mathematically. These are called formal languages. Such formal
specification languages are often based on concepts such as mathematical logic.
The advantage of such formal specifications and models is that they have precise,
unambiguous semantics, which enables an analysis of systems and reasoning with
mathematical precision.

Thus, using formal languages to specify requirements removes ambiguities and
inconsistencies, which allows them to be used as contracts between developers and
customers. Moreover, formal languages are more easily amenable to tool-based auto-
matic processing. In contrast to informal specifications, formal specifications can be
mathematically analysed since they are mathematically based. For example, meth-
ods (and tools) exist to automatically verify the absence of deadlock in the formal
description of the design of the system. Formal specifications can also be used to
generate test cases automatically.

3.3.1 Formal Verification Techniques

Verification is the process of checking whether a system or product satisfies
(conforms to) its specification. When formal languages and techniques (based
on mathematics) are used in the verification process, this is known as formal
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verification (Baier and Katoen, 2008). Formal verification techniques can be divided
into two subcategories called static and dynamic verification techniques.

3.3.1.1 Static Verification Techniques
Static verification techniques are performed without actually executing the system
that is being verified. Some of the static formal verification techniques include model
checking, static analysis, and theorem proving.

Model Checking Model checking (Baier and Katoen, 2008) is an automated approach
to verify that a formal model of the system, usually described as a state transition sys-
tem, satisfies the formal specification that defines the requirements of the system.
Generally, the model of the system will be an abstraction, which omits details irrel-
evant for checking the desired properties and describes how the state of the system
may evolve over time. These are typically described as automata (or their extensions
with time, probability, cost, data, etc.), which capture the possible states, initial state,
and the possible transitions between states. Properties are usually expressed in some
form of temporal logic such as linear temporal logic (LTL) or computational tree
logic (CTL) (Huth and Ryan, 2004), which have constructs to express constraints on
how the state of a system may evolve. Model checkers such as Spin (Holzmann, 1997)
and UPPAAL (Larsen et al., 1997) are examples of popular tools for model checking.

Figure 3.4 shows the process of applying model checking. A model of the system
is created and the requirements, which describe the desired properties of the system
informally, are formalized. These formalized requirements are called properties (or
property specifications). The model-checking algorithms (and tools), take the model
and properties as input, and determine whether the model satisfies the properties or
not. The model checker explores all the possible (reachable) states to decide whether
the properties hold. In the case where a property does not hold, the model checker
returns a counter example, which is a run of the model of the system that leads to a
state in which the property does not hold.

Figure 3.4 Model checking. Requirements
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System

Abstraction
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Model Checking
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Static Analysis Static analysis is a powerful technique that enables automatic
verification of programs. Using a static analysis approach, various properties such
as type safety and resource consumption can be checked (Hubert et al., 2011).
Abstract static analysis (D’Silva et al., 2008) techniques, which are mostly used for
compiler optimization, are also used for program verification. These techniques
focus on computing approximate sound guarantees efficiently. However, the
information provided is not always precise since it is based on an approximation.
Generally, static analysis tools such as Evans and Larochelle (2002), Hubert et al.
(2011) parse the source code and build an abstraction (model) of the system such as
a directed graph. By traversing the model, it checks whether certain properties hold
in the model, and if a violation is found in the model, it can also be expected in the
source code.

Theorem Proving In theorem-proving approaches, for a mathematical statement to
be true, a convening mathematical proof is constructed. If a proof cannot be found
for a mathematical statement, then it cannot be concluded that the statement is
true. In the case that a correct proof is found, the statement is called a theorem.
Several tools exist to help in the process of constructing formal proofs. For example
interactive theorem provers such as COQ (Bertot and Castéran, 2020) can be used
to construct a proof interactively. Proof checkers such as Met can be used to check
whether a proof is correct or not.

3.3.1.2 Dynamic Verification Techniques
Verification techniques such as model checking, static analysis, and theorem
proving verify the overall system exhaustively. When a proof is done, then it
guarantees 100 % coverage for a specific property. However, there are issues such
as scalability that affect these static-verification methods. Hence, light-weight
verification techniques, which perform verification through system execution, are
considered complimentary approaches. Dynamic verification techniques execute
the system in a particular environment, provide specific input data to the system,
and observe its behavior (or output).

Testing Using Formal Methods Several problems occur in the testing process since the
specifications, when written informally, are often incomplete or ambiguous. Basing
testing activities on a formal specification is an advantage since formal specification
is precise, consistent, and unambiguous. This is the first big advantage in contrast to
traditional testing processes where such a basis for testing is often lacking.

Checking the functional correctness of a black-box system by means of testing
is known as conformance testing (Jan, 2002; Jard and Jéron, 2005). Formal spec-
ifications are also amenable to automatic processing by tools, which is another
advantage of their use for testing. For conformance testing with formal methods,
a formal specification is the starting point for the generation of test cases (Jan,
2002). Figure 3.5 gives an overview of the process. Algorithms (which have sound
formal basis) have been developed to automatically generate test cases from a
formal specification. This opens the way towards completely automated testing,
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Figure 3.5 Conformance testing with formal methods.
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where the system under test and its formal specification are the only prerequisites.
Moreover, they have been implemented in tools such as TGV (Jard and Jéron, 2005),
STG (Clarke et al., 2002), and TorX (Bohnenkamp and Belinfante, 2005), which
lead to the automatic, faster, and less error-prone generation of test cases. STG
avoids enumerating the specification’s state space and uses symbolic generation
techniques. Regarding the conformance testing of real-time systems, there are
tools such as TTG (Krichen and Tripakis, 2009), which is based on the model of
partially-observable, non-deterministic timed automata.

3.3.2 Runtime Verification

Runtime verification (RV) (Falcone and Zuck, 2012; Bauer et al., 2011) approaches
allow checking whether an execution of a system under observation satisfies (or
violates) a desired correctness property. RV is a light-weight formal verification tech-
nique and it complements the other formal verification techniques discussed so far,
such as model checking.

RV techniques do not influence the program execution, and deal only with the
detection of violation (or satisfaction) of properties. In RV, a monitor is used to check
whether the run of a system satisfies a property.

In RV approaches, the system being monitored is treated as a sequence genera-
tor. As illustrated in Figure 3.6, a verification monitor is a decision procedure that
emits verdicts, which provide information regarding the correctness of the (partial)
observed trace generated from the system execution.
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Formally, if 𝜑 denotes the property (i.e. the set of valid runs), then the RV prob-
lem is to check whether a system run belongs to the property 𝜑. The set of verdicts
may contain more than two different truth values such as {true, false, inconclusive}.
The verdict provided by the monitor is true if the current input fulfils the property
(irrespective of how the current input is extended), false if a misbehavior is detected,
and inconclusive otherwise.

The monitor can operate offline (by reading a log or sequence of system events
and/or actions), or online (by receiving events in a lock-step manner with the
execution of the system). Most of the formal RV approaches deal with the synthesis
of RV monitors from some high-level specification of the property that the monitor
should verify. Monitors are synthesized from specifications such as LTL (Bauer
et al., 2011).

3.3.2.1 A Brief Overview of Some Runtime Verification Frameworks
RV frameworks can be distinguished based on the to the formalism used to express
the desired properties. Monitoring propositional properties has received a lot of
attention (Bauer et al., 2011). In propositional approaches, properties refer to events
taken from a finite set of propositional names, such as one that defines the ordering
of function calls in a program.

Parametric approaches such as Chen and Rosu (2009) and Barringer et al. (2012)
have received growing interest in the past few years. In this case, events in the prop-
erty are augmented with formal parameters, which are instantiated at runtime.

In timed approaches (Pinisetty et al., 2012), the time between events may influence
the truth-value of the property. Monitoring real-time properties (i.e. where time is
continuous) is a more complex and harder problem. Firstly, modelling timed spec-
ification requires a formalism that involves time as a continuous parameter, which
adds complexity. Second, when monitoring a timed property, the time spent execut-
ing the monitoring code, i.e. the overhead induced by the monitor, influences the
produced verdict of the monitored property.

The following are some of the approaches proposed for monitoring systems
with respect to timed properties. In Bauer et al. (2011), an approach for RV of
time-bounded properties expressed in a variant of timed linear temporal logic
(TLTL) is proposed. The truth-values of the considered logic (called TLTL3) belong
to the set {⊤,⟂, ?}, where the verdicts true (⊤) and false (⟂) are conclusive, and
(?) is an inconclusive verdict. After reading some timed word u, the monitor
synthesized for a TLTL3 formula 𝜑 states verdict ⊤ (or ⟂), when there is no infinite
timed continuation, w, such that u ⋅ w satisfies (or does not satisfy) 𝜑. Metric
temporal logic (MTL) (Nickovic and Piterman, 2010) is another variant of LTL
in a timed context. Nickovic and Piterman (2010) proposed a translation of MTL
to timed automata. The translation is defined under certain assumptions, e.g. a
bounded number of events can arrive to the monitor in a finite interval. In Thati
and Rosu (2005), an online monitoring algorithm is proposed that uses a rewriting
approach of the monitored formula. The authors also study its complexity. Basin
et al. (2011) proposed an improvement of the aforementioned approach with better
complexity but considered only the past fragment of MTL. Other works related to
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RV of timed properties are tools such as LARVA (Colombo et al., 2009) and AMT
(Nickovic and Maler, 2007). In Pinisetty et al. (2017a), the authors describe how
to synthesize an RV monitor for any property defined as a deterministic-timed
automata.

The key benefit of online RV monitoring is that the system being monitored is ana-
lyzed during its execution. The RV monitoring approaches do not require a formal
model of the system, and since only a single execution of the system is considered,
these RV monitoring approaches are lightweight and scalable. Thus, in addition to
detecting errors, RV techniques can be extended to react whenever an error (incor-
rect behavior) in a system is detected. The techniques developed for RV are the basis
for other techniques that deal with correcting the execution of system at runtime
(discussed in 3.3.3).

3.3.3 Correcting Execution of a System at Runtime (Runtime
Enforcement)

RE (Schneider, 2000; Ligatti et al., 2009; Falcone et al., 2011; Pinisetty et al., 2012)
approaches ensure that a running system satisfies given desired properties. RE
approaches can be understood as an extension of RV and refers to the theories,
techniques, and tools aimed at guaranteeing the conformance of the execution of
the system under observation with respect to some desired property. Using an RE
monitor, an untrustworthy input execution in the form of a sequence of events is
transformed into an output sequence that complies with the desired property.

As illustrated in Figure 3.7, an enforcement monitor (EM) acts as a filter, whereby
it transforms some possibly incorrect execution sequence into a correct sequence
with respect to the property of interest. The transformation performed by an EM
should satisfy constraints such as soundness and transparency. Soundness means
that the sequence released as output by the EM obeys the property. Transparency
means that the monitor should modify the input sequence in a minimal way (e.g.
if the input sequence already confirms with the property, then it should not be
modified).

The monitors for both RE and RV (shown in Figures 3.7 and 3.6, respectively)
take the same data as the input – the property and input events from the system
being monitored. They are inserted at the exit (or entrance) of the system, and they
do not modify the behavior of the system. However, the goals of these techniques
differ. The aim of an RV monitor is to detect misbehaviors or acknowledge desired
behavior, which provides the required verdicts for verification. The main aim of RE

ϕ

Enforcement

Monitor

events  |=  ϕ eventsEvent

Receiver

System

(Event generator)

Figure 3.7 Enforcement mechanism.
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techniques, however, is to avoid misbehaviors at runtime, and thus, an EM trans-
forms the input event stream into a stream of events that satisfy the desired property.

3.3.3.1 Runtime Enforcement of Untimed Properties
RE has been extensively studied in the context of untimed properties. Several
approaches for EMs have been proposed, such as Schneider (2000), Ligatti et al.
(2009), Falcone, and Falcone et al. (2011), which differ mainly with the primitives
afforded to the monitor – i.e. what the monitor is allowed to do to modify or correct
the input sequence.

Security automata (Schneider, 2000) enforce safety properties with a monitor that
can block the input sequence. More recently, proposed enforcement monitor mecha-
nisms by Ligatti et al. (2009) enable events from the input sequence to be suppressed
(suppression automata), a new event to be inserted (insertion automata), or a new
action to either replace the current input or suppress it (edit automata). The set of
properties enforced by edit automata is a super-set of safety properties and contains
some liveness properties. Similar to edit automata, generic EMs proposed in Falcone
et al. (2011) can enforce a set of untimed regular properties.

3.3.3.2 Runtime Enforcement Approaches for Timed Properties
The notion of time has been considered in RE approaches, such as for discrete-time
properties (Matteucci, 2007), and the elapse of time as a series of uncontrollable
events (“ticks”) (Basin et al., 2013).

We now consider some formal approaches for the enforcement of dense time
properties such as Pinisetty et al. (2012, 2014a,b,c), Renard et al. (2015), Falcone
et al. (2016), Renard et al. (2017), and Renard et al. (2019), which use the expres-
siveness of timed automaton (TA) (Alur and Dill, 1994). When considering timed
properties the input to the EM is a timed word that should be transformed into a
timed word that complies with a timed property used to synthesize the EM. In all
the frameworks discussed below, EMs are described using denotational paradigms,
where EMs are defined as functions through their input/output behavior, and
operational paradigms, such as input/output-labelled transition systems and
algorithms. These approaches differ in either the supported enforcement operations
on the mechanism or the supported classes of properties for which EMs can be
generated. The first steps to RE of continuous-timed properties was introduced in
Pinisetty et al. (2012), which considers the enforcement of timed safety and cosafety.
EMs had only one enforcement operation, which was to delay events, to satisfy the
required property. Constraints of the enforcement mechanism ensured that their
outputs not only satisfy the required property, but also that the input events are not
delayed unnecessarily.

The approach in Pinisetty et al. (2014a,c) generalizes the results presented in
Pinisetty et al. (2012) for any regular-timed property. The enforcement operation is
still restricted only to the delaying of events. However, it allows for the enforcement
of more interesting system properties (e.g. specifying transactional behavior) by
considering synthesized EMs for any regular-timed property.
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The approach in Falcone et al. (2016) for the enforcement of timed properties
considers the enforcement of all regular-timed properties. Regarding possible
enforcement operations, in addition to delaying events, the approach in Falcone
et al. (2016) also allows suppressing events. Note that priority is given to delaying,
and an event is only suppressed if it is not possible to satisfy the property by delaying.
The framework proposed in Pinisetty et al. (2014b) considers event-based-timed
specifications, where the time between events matters, and also allows events
to carry data values from the monitored system. The work introduces the model
of parametrized timed automata with variables (PTAVs), which are an extension of
TAs with parameters, internal and external variables. It formalizes and defines how
parametric-timed specifications (expressed as PTAVs) can be enforced. This is very
useful when considering the requirements from practical application domains that
have constraints on time and data.

The approach in Renard et al. (2015, 2019) introduces uncontrollable events. The
properties to be enforced can feature events that are uncontrollable – ones that can
be only observed by the EM and cannot be controlled or acted upon. A framework for
enforcing regular-timed properties with uncontrollable events is presented, whereby
an EM cannot delay or act upon an uncontrollable event.

When considering reactive systems, terminating the system or delaying the
reaction is not a feasible action for an EM. Thus, the approaches discussed so
far in this section such as Renard et al. (2015, 2019), Pinisetty et al. (2014b,a,c),
and Falcone et al. (2016) are not suitable for reactive systems. In Pinisetty et al.
(2017c) an enforcement framework suitable for synchronous reactive systems with
bidirectional synchronous EMs is introduced. The synthesis of EMs for properties
is expressed using a variant of discrete timed automata (DTAs) (Bozga et al., 1999;
Alur and Dill, 1994) is considered. The framework considers similar constraints of
soundness and transparency as in the earlier mechanisms. However, the EMs in the
framework proposed in Pinisetty et al. (2017c) also satisfies additional requirements
of causality and instantaneity, which are specific to synchronous executions.

3.4 Formal Runtime-Based Approaches for Medical
Device Security

Here, we will discuss RV as an approach for attack detection. Subsequently, we will
discuss RE as a technique for attack mitigation. We illustrate the approaches using
a pacemaker case-study.

3.4.1 Overview of the Approach

In this section, we provide a short overview of the heart-pacemaker monitoring
device architecture and the approach (shown in Figure 3.8) proposed in Pinisetty
et al. (2018).

After a pacemaker is implanted, it remains inside the body for a long duration. If a
pacemaker has to be reprogrammed after implantation, it should be done wirelessly
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Wearable device

Figure 3.8 Overview of the RV
monitoring approach (from
Pinisetty et al. (2018)).

through radio frequency transmission. Cardiologists interact with the pacemaker to
change operation modes and adjust its timing parameters (Camara et al., 2015). See
the discussion in 3.2 for details.

Whenever the pacemaker is implanted, the cardiologist sets the pacemaker
sensitivity, the pacing mode (e.g. DDD or DDI), and timers, such as AEI and AVI.
When a pacemaker is hacked by an attacker, the attacker may attempt to change
(increase/decrease) any of these timers. The proposed approach uses the same
timing values on the wearable device as the pacemaker. Also, while the pacemaker
has wireless channels, the wearable device uses no wireless connectivity. Thus, the
wearable device is assumed to be non-hackable.

The central idea of the developed approach in Pinisetty et al. (2018) is that cardiac
electrical activity and the associated timing of the events can be picked up either
on the heart surface through the EGM or on the body surface through the ECG.
By mapping the EGM-based timing properties to corresponding ECG-based timing
properties, the wearable device can deduce if the pacemaker is operating in sync
with the originally programmed timing values or not. Through this, the wearable
device can deduce the possibility of an attack. In 3.4.2 we provide the mapping of
the pacemaker properties to corresponding ECG-properties.

3.4.2 Mapping EGM Properties to ECG Properties

The various key timers for a DDD mode pacemaker and timing intervals for a typical
ECG signal were given in 3.2. In Pinisetty et al. (2018) and Pearce et al. (2019b), the
authors considered the following set of crucial safety properties from Jiang et al.
(2012).

● PM1: AP and VP should not happen simultaneously.
● PM2: VS or VP should be true within AVI after AS or AP (an atrial event).
● PM3: AS or AP must be true within AEI after VS or VP (a ventricle event).
● PM4: After a ventricle event, another ventricle event cannot happen before URI.
● PM5: After a ventricle event, within LRI another ventricle event must happen.
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In the RV monitoring approach proposed in Pinisetty et al. (2018), input event
streams for the RV monitor are extracted from an individual’s ECGs. It is assumed
that the monitoring device has access only to surface ECG and detecting whether
properties PM1, · · · ,PM5 are violated or not is based on feature extraction of ECGs.
Thus, the pacemaker timer values such as AVI and AEI are correlated to the ECG
intervals described in 3.2. The pacemaker timers and their corresponding intervals
are (Pinisetty et al., 2018):

● The AVI timer corresponds to the P − R interval.
● The AEI timer corresponds to the time interval beginning from R wave till the

subsequent P wave.
● The LRI timer corresponds to the R − R interval.
● The URI timer corresponds to the minimum time interval between two consecu-

tive R waves.

Using the mapping described above, properties PM1, · · · ,PM5 can be defined using
ECG intervals as follows:

P1: A P wave and R wave cannot happen simultaneously.
P2: R wave must arrive within the P − R interval after an P wave.
P3: P wave must be true within the R − P interval after an R wave.
P4: After an R wave, another R wave can come only after the R − P interval.
P5: After an R wave, another R wave should come within the R − R interval.

3.4.3 Security of Pacemakers Using Runtime Verification

To verify the critical safety policies defined for heart-pacemaker activity, the authors
proposed an externally wearable device using RV techniques that repeatedly moni-
tor the ECG signals of the body, which gives an additional layer of safety as well as
security (Pinisetty et al., 2018).

Monitoring solutions for pacemakers, such as Zhang et al. (2013), require
communication with the pacemaker, which poses additional security challenges
with encryption and key distribution. The alternative is a monitoring mechanism
that does not require any communication with the pacemaker. The concept pro-
posed considers that the monitor is deployed on an external wearable device, and
relies on ECG sensing to identify events of interest. The cardiologist can program
the monitoring device with critical pacemaker timing values. The monitoring
device does not require any communication with other devices including the
pacemaker, which leads to a reasonable assumption of the robustness and security
of the proposed monitoring device (Pinisetty et al., 2018).

The proposed monitor synthesis approach adapts RV for timed automata (TA)
(Alur and Dill, 1994) to generate a monitor that identifies anomalous events at run-
time. When an anomaly is detected, an alarm alerts the patient. RV is an ideal fit
for monitoring the security of IMDs, such as pacemakers, since it is only concerned
with runs of the system (treated as a black-box). Thus, no modifications are neces-
sary to the existing pacemaker and additional wireless protocols or associated key
distributions are not required. Thus, the device does not require recertification.
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We briefly discuss the following topics (Pinisetty et al., 2018):

● A runtime verification framework based on safety policies expressed as timed
automata.

● The ECG sensing module for the identification of crucial events. The RV monitor
and ECG sensing modules operate together online to verify the desired policies
at runtime. An alarm is triggered by the RV monitor whenever a violation of the
desired policy is detected.

● The empirical results presented in Pinisetty et al. (2018) illustrate that the over-
head of such a monitoring approach is minimal and that such a wearable device
can be developed.

● The approach developed in Pinisetty et al. (2018) requires no modifications to be
made to pacemakers and their pacing logic. Moreover, no wireless communication
modules are required, which minimizes the risk of attacks on the wearable device
or the pacemaker using the approach proposed in Pinisetty et al. (2018).

3.4.3.1 Timed Words, Timed Languages, and Defining Timed Properties
In a timed framework, the time instances of action occurrences are also relevant and
important. Letℝ≥0 denote the set of non-negative real numbers, andΣdenote a finite

set of actions. An event is a pair (t, a), where the action is given by act((t, a))
def
= a ∈ Σ,

and the absolute time of the event is given by date((t, a))
def
= t ∈ ℝ≥0.

A timed word over Σ is a finite sequence of events where 𝜎 = (t1, a1)⋅ (t2, a2) · · ·
(tn, an), and (ti)i∈[1,n] is a sequence in ℝ≥0 that is nondecreasing. The starting date of

𝜎 is denoted using start(𝜎)
def
= t1, and the ending date is denoted with end(𝜎)

def
= tn.

The starting and ending dates for empty timed word (𝜖) are null.
Given alphabet Σ, the set of timed words over Σ is denoted by tw(Σ), and any set

 ⊆ tw(Σ) is a timed language. Though the alphabet in timed setting (ℝ≥0 × Σ) is
infinite, notations in the untimed setting that relate to length, prefix, etc., extend to
timed words.

The untimed projection (i.e. ignore dates) of 𝜎 is ΠΣ(𝜎)
def
= a1 ⋅ a2 · · · an in Σ∗.

When concatenating two timed words, the dates should be nondecreasing in the
resulting timed word. This is ensured if the ending date of the first timed word is less
than the starting date of the second timed word. Formally, consider 𝜎 = (t1, a1) · · ·
(tn, an) and 𝜎′ = (t′1, a

′
1) · · · (t

′
m, a′

m) to be two timed words with end(𝜎) ≤ start(𝜎′).
Their concatenation is

𝜎 ⋅ 𝜎′
def
= (t1, a1) · · · (tn, an) ⋅ (t′1, a

′
1) · · · (t

′
m, a′

m).

By convention 𝜎 ⋅ 𝜖
def
= 𝜖 ⋅ 𝜎

def
= 𝜎. Concatenation is undefined otherwise.

Defining Timed Properties In Pinisetty et al. (2018), properties are formally defined
as timed automata from which RV monitors are generated. A timed property in
Pinisetty et al. (2018) is defined by a timed language that can be recognized by a
deterministic and complete TA (Alur and Dill, 1994).
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3.4.3.2 Runtime Verification Monitor
Let us now see the definition of the RV monitor for any given timed property 𝜑 that
is defined as a timed automaton.

Example 3.1 (TA for property P𝟒): Consider an example of a timed automaton
that defines a desired timed property (P4).

The TA in Figure 3.9 defines the timed property “After an R wave, another R wave
can come only after the R − P interval” (property P4 presented in 3.4.2). The finite set
of actions is Σ = {p, q, r}, and the set of finite locations is L = {l0, l1, l2}, where l0 is the
initial location. The set of real-valued clocks is X = {x}. As illustrated in Figure 3.9,
guards with constraints on clock values are present on transitions, e.g. x < RP on the
transition between l1 and l2 (where RP ∈ ℕ) and clock resets. When the first r action
occurs, the automaton moves to l1 from l0, and the clock x is reset to 0. When in location
l1, if action r occurs and if x ≥ RP, then the automaton remains in l1, and the value of
clock x is reset to 0. It moves to location l2 otherwise. The nonaccepting location l2 should
never be reached for the property to be satisfied over runs.

Definition 3.1 (RV monitor): Consider 𝜑 ⊆ tw(Σ) (represented as TA 𝜑),
which defines the property that the monitor is given. Function M𝜑 ∶ tw(Σ) →  is a
verification monitor for 𝜑, where  = {true, false, c_true, c_false}, with 𝜎 ∈ tw(Σ)
representing the current observation. Function M𝜑 is defined as follows:

M𝜑(𝜎) =

⎧⎪⎪⎨⎪⎪⎩

true if ∀𝜎′ ∈ tw(Σ) ∶ 𝜎 ⋅ 𝜎′ ∈ 𝜑

false if ∀𝜎′ ∈ tw(Σ) ∶ 𝜎 ⋅ 𝜎′ ∉ 𝜑

c_true if 𝜎 ∈ 𝜑 ∧ ∃𝜎′ ∈ tw(Σ) ∶ 𝜎 ⋅ 𝜎′ ∉ 𝜑

c_false if 𝜎 ∉ 𝜑 ∧ ∃𝜎′ ∈ tw(Σ) ∶ 𝜎 ⋅ 𝜎′ ∈ 𝜑.

In Definition 3.1, verdicts true (true) and false (false) are conclusive, and currently
true (c_true), and currently false (c_false) are inconclusive. An inconclusive verdict
states an evaluation about the current observation (execution seen so far).

M𝜑(𝜎) returns conclusive verdict true if for any continuation 𝜎′ ∈ tw(Σ), 𝜎 ⋅ 𝜎′

satisfies 𝜑. If for any continuation 𝜎′ ∈ tw(Σ), 𝜎 ⋅ 𝜎′ falsifies 𝜑 then M𝜑(𝜎) returns
conclusive verdict false.

Monitor M𝜑(𝜎) returns inconclusive verdict c_true if the current observation 𝜎

satisfies 𝜑, and if there is a continuation 𝜎′ ∈ tw(Σ) s.t. 𝜎 ⋅ 𝜎′ does not satisfy 𝜑 (i.e.

Figure 3.9 Timed automaton defining
property P4 in 3.4.2 (from Pinisetty et al.
(2018)).
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not all continuations of 𝜎 satisfy 𝜑). M𝜑(𝜎) returns inconclusive verdict c_false if 𝜎
does not satisfy 𝜑, and there is a continuation 𝜎′ ∈ tw(Σ) such that 𝜎 ⋅ 𝜎′ satisfies 𝜑.

Example 3.2 (Example illustrating the behavior of an RV monitor): Consider
monitoring property P4 from 3.4.2, defined by the TA illustrated in Figure 3.9. Let RP
be 850 time units. Table 3.1 presents how the monitor for P4 behaves when the input
timed word 𝜎 = (30, p) ⋅ (228, r) ⋅ (320, p) ⋅ (471, r) is processed step-by-step.

At t = 30, when the current observed input is 𝜎 = (30, p), 𝜎 satisfies P4 but there
are some extensions 𝜎′ ∈ tw(Σ) such that 𝜎 ⋅ 𝜎′ does not satisfy the property P4. So,
the monitor provides the verdict c_true in the first step. Similarly, the monitor pro-
vides the verdict c_true in the next two steps at t = 228 and t = 320. At t = 471, after
observing the event (471, r) (i.e. when the current observed input is𝜎 = (30, p) ⋅ (228, r) ⋅
(320, p) ⋅ (471, r)), the property𝜑 is falsified by𝜎 and for any of its extension (i.e., for any
𝜎′ ∈ tw(Σ), 𝜎 ⋅ 𝜎′ falsifies the property 𝜑). Thus, immediately after observing (471, r)
the monitor provides a conclusive verdict (false).

External Wearable Device In the approach proposed in Pinisetty et al. (2018), it is
assumed the patient will also wear a monitoring device after the pacemaker is
implanted. As illustrated in Figure 3.8, the external wearable monitoring device
could be a smart watch or any computing device with an ECG sensor and an
accelerometer. When configuring the pacemaker, the doctor also configures the
external wearable device with timing values, whereby all the timer values are stored
in the wearable device’s memory. It also knows the normal heart rate at which the
pacemaker is set to pace (e.g. 60 to 120 bpm). To monitor the activity of the body,
the device may also have a built-in accelerometer.

The monitoring device records the surface ECG signals via the ECG sensor. It
can extract all the relevant actions of interest from the ECG signals (the peaks of
P, Q, R, S, and T waves as well as the pacing pulses) by filtering and processing the
ECG signal data. Using RV monitors, the violation of any safety properties can be
checked depending on the time instances at which different actions (peaks) occur.
If a violation of any desired property is observed, the monitoring device can generate
an alarm for the user. As illustrated in Figure 3.8, the monitoring device does not
require any direct communication with the pacemaker.

Table 3.1 Example behavior of an RV monitor
for property P4.

𝝈 M
𝝋
(𝝈)

(30, p) c_true

(30, p) ⋅ (228, r) c_true

(30, p) ⋅ (228, r) ⋅ (320, p) c_true

(30, p) ⋅ (228, r) ⋅ (320, p) ⋅ (471, r) false



�

� �

�

3.4 Formal Runtime-Based Approaches for Medical Device Security 53

3.4.3.3 Architecture of the Monitoring System
The monitoring system consists of two modules as illustrated in Figure 3.10:
(i) ECG_Processing module and (ii) RV_Monitor module. The modules run
concurrently in an on-line manner. The ECG_Processing module analyses ECGs
(performs real-time signal processing) to detect the events of interest which are
passed as timed events to the online RV_Monitor module.
ECG_Processing module: For monitoring the desired properties (P1, · · · ,P5

introduced in 3.4.2), all the relevant events such as P, Q, and R peaks should be
extracted from ECG data. This module filters and processes the ECG data to detect
these actions (which, along with the appropriate timing information, are fed as input
events to the RV_Monitor module).
RV_Monitor module: This module takes as its input the property to be verified

(𝜑) and a stream of timed events (or an event stream generated by the ECG process-
ing module), and determines if the input event stream satisfies (or violates) 𝜑.

Remark 3.1 The properties considered (P1, · · · ,P5) are timed safety properties
(which can be defined as timed automata (Alur and Dill, 1994)), for which RV mon-
itors can be synthesized using approaches such as Pinisetty et al. (2017b). However,
verifying these properties implicitly detects attacks as follows. As discussed earlier,
an attacker may gain access to the pacemaker device and change the programmed
timing values, which may lead to serious harm to the patient. However, the proposed
wearable monitoring device cannot be programmed wirelessly and is secure (e.g.
using authentication mechanisms such as human biometrics). Thus, the attacker
is unable to access the wearable monitoring device. When the pacemaker device is
attacked, the monitoring device will detect it within a short time due to the mismatch
in timing values that lead to violation of the considered safety properties.

3.4.3.4 Implementation of the ECG Processing and RV Monitor Modules
ECG Processing Module To demonstrate the feasibility of the proposed approach, in
Pinisetty et al. (2018) prerecorded ECG data with pacing artifacts were used. How-
ever, by feeding ECG cycles one-by-one for processing, the data are used as if they
were generated in real time. The function of the ECG_Processing module and a
description of how ECG signals are processed to extract all relevant actions of interest
for monitoring the considered set of properties is discussed in Pinisetty et al. (2018).
An implementation of ECG_Processing in MATLAB and the data set from Phy
considered for experiments is also described in detail in Pinisetty et al. (2018).

ECG Processing

Module

RV Monitor

Module

Raw ECG Data timed events Verdicts

ϕ

Figure 3.10 Architecture of the RV monitor (from Pinisetty et al. (2018)).
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Online RV Monitor Module Earlier in this section, we briefly discussed the functional
description of a RV monitor for a given property 𝜑. An online RV-monitoring algo-
rithm (taking the TA defining property to monitor as an input parameter) based
on the functional description is detailed in Pinisetty et al. (2018). The algorithm is
implemented in Python using UPPAAL (dbm) libraries.

3.4.3.5 Summary of Experiments and Results
To demonstrate the practicality of the approach, a prototype was developed that
shows how the monitor reacts when it receives a new event and identifies viola-
tion(s) of the properties of interest. The prototype consists of modules such as the
ECG_Processing module and the RV_Monitor module.

The prototype demonstrates how the monitor identifies violation(s) of the
properties of interest and reacts when it receives events one-by-one. Details of
the implementation and experiments illustrating the input/output behavior of the
monitor via some examples are described in Pinisetty et al. (2018). Experiments
were also conducted to evaluate the effect of RV algorithms on the execution time.
Based on the monitoring execution time overhead, a monitoring device using the
proposed approach will be sufficiently fast to check for any anomalies in heart
activity (Pinisetty et al., 2018).

3.4.4 Securing Pacemakers with Runtime Enforcement Hardware

In 3.4.3, we briefly discussed formal RV monitoring as a methodology for monitor-
ing the status of medical devices. This is important, especially within the context
of modern pacemaker devices, which are increasingly providing greater and greater
attack surfaces for malicious actors. Wireless control features, while extremely help-
ful for doctors and medical staff, also enable new kinds of attacks. In certain cases,
these attacks can be performed beyond the immediate vicinity of the patient, with
internet-enabled devices potentially vulnerable to attacks that originate anywhere in
the world (P. and Aziz, 2018). Further, while tools such as external monitors can be
used to detect attacks (for instance the RV monitor could be used to generate an alert
or warning), there will be a delay between the alert and the intervention triggered by
that alert. As such, there is still scope for the attack to succeed (for instance, a patient
may be harmed before a medical professional is able to resolve the situation).

Traditional methodologies for preventing malicious attacks in cyber-enabled
systems do not always apply well to battery-operated devices, such as pacemakers
and other IMDs. Even simple tools such as encryption may not be included due
to constraints on processing power and battery life (in one example, an insulin
sensor had to operate on a 1.5 volt watch battery for two years (Takahashi, 2011)).
In addition, even where these tools are used, they still feature weaknesses (Marin
et al., 2016) and there is much evidence in practice that it is both infeasible and
impractical to eliminate all security vulnerabilities for any given system (Sametinger
et al., 2015).

In this section, we briefly discuss a solution to this problem through runtime
enforcement. This approach was first proposed in Pearce et al. (2019b) for ensuring
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Figure 3.11 Pacemaker with runtime enforcer (from Pearce et al. (2019b)).

the safety of patients with IMDs even in the presence of a malicious attack. The
authors illustrate the approach via a pacemaker running example. Here, REs
are external hardware that are computationally isolated from the medical device
controllers and are designed such that a given IMD will continue to operate at
a baseline level of safety even in the presence of a malicious attack. Figure 3.11
provides an overview of the approach. As illustrated, the system is composed of
an enforcer located between the plant (e.g. the heart) and the controller (e.g. the
pacemaker). The hardware’s timing and functional properties are further verified to
ensure correct operation, and power consumption requirements are also estimated.

3.4.4.1 Preliminaries: Words, Languages, and Defining Properties as DTA
Discrete timed automata (DTA) are timed automata with a set of integer-valued
clocks (Bozga et al., 1999). The discrete integer clocks are, for instance, used to
count the number of ticks before a certain event occurs. The complexity of TA-based
enforcement is shown to be PSPACE-complete due to the need for reachability com-
putation (Pinisetty, 2015). The RE approach may be more scalable considering DTA
(Pinisetty et al., 2017c), and considering integer-valued clocks is more suitable for
the approach in Pearce et al. (2019b), which considers the synthesis of hardware
enforcers.

To formally define policies for reactive systems that use finite, ordered sets of
Boolean signals as inputs I = {i1, i2, · · · , in} and outputs O = {o1, o2, · · · , on},
DTA (Pinisetty et al., 2017c) are more suitable and used in Pearce et al. (2019b).
Consider the input alphabet ΣI = 2I when the output alphabet is ΣO = 2O and
the input/output alphabet is Σ = ΣI × ΣO. An input/output event a is of the form
a = (x, y), where x ∈ ΣI and y ∈ ΣO.

Example 3.3 (Input/output alphabet: Pacemaker I/O): Let us consider
the pacemaker example scenario described in 3.2.1, where I = {AS,VS} and
O = {AP,VP}. The input alphabet is ΣI = {00,01, 10,11}, where for each element in
ΣI , the first bit in represents AS and the second represents VS. Similarly the output
alphabet is ΣO = {00,01, 10,11}, and Σ = {(00,00), (00,01), · · · , (11,10), (11,11)} is
the input/output alphabet.
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A finite (infinite) word from any alphabet Σ is a finite sequence 𝜎 = a1 ⋅ a2 · · · an
(or infinite sequence𝜎 = a1 ⋅ a2 · · ·) of elements ofΣ. The set of finite (infinite) words
over Σ is denoted by Σ∗ (or Σ𝜔).

Defining Timed Properties In Pearce et al. (2019b), properties are formally defined as
DTA (Pinisetty et al., 2017c), from which RE monitors are generated. The properties
related to the pacemaker case study considered are (P1 through P5) discussed earlier
in this section. The DTA can be defined for each property and combined using the
product of DTAs (Pinisetty et al., 2017c).

Remark 3.2 The properties related to the pacemaker case study considered are
(P1 through P5) discussed earlier in this section. Note that while the timing values
are typically real-valued constants, they are discretized in Pearce et al. (2019b) based
on some digital clock frequency f . For example, consider C a real-value, it can be
approximated to Ccycles by using either ⌈C

f
⌉ or ⌊C

f
⌋.

3.4.4.2 Runtime Enforcement Monitor
A policy 𝜑 over some alphabet Σ allow us to formally define correct and incorrect
behavior. In the work proposed in Pearce et al. (2019b), properties to be enforced are
specified formally as discrete timed automaton (DTA) (Pinisetty et al., 2017c). From
the policy defined as discrete timed automaton (DTA), an enforcement monitor is
synthesized.

Example 3.4 (Policy P𝟒 DTA): Let us consider the pacemaker policy P4 discussed
earlier. It can be represented as the DTA P4

, presented in Figure 3.12. Let us recall that
the policy informally states that after any VS or VP event, no VP event can be released
for at least URIcycles. The set of locations in the DTA is L = {l0, l1, l2}, where l0 is the
initial location. When in l0, the DTA waits for the input VS or VP, and once received,
the transition to l1 resets clock v to zero. The set of discrete clocks contains v, which is
responsible for counting the passage of time, and increments once every cycle (i.e. by
one for every invocation of the DTA). When v ≥ URIcycles, then the transition to l0 is
taken, indicating that the wait period is finished. In case an VP event occurs before that

l0 l1

l2

(VS | VP)
v := 0

Σ ⧹ (VS | VP) Σ ⧹ (VP) & v < URIcycles

Σ & v ≥ URIcycles V P & v < URIcycles

Σ

Figure 3.12 Simplified DTA for policy P4, P4
(from Pearce et al. (2019b)).
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time has elapsed, then the transition to l2 will be taken instead. In this DTA, l2 is the
non-accepting trap location that should never be reached.

Synthesis of Runtime Enforcers from Policies Specified as DTA (Edit Functions) A policy
DTA can identify nonaccepting I/O traces at runtime. RE mechanisms use the policy
DTA to also identify when an I/O signal should be edited to avoid violation of the
policy at runtime. For example, to prevent the transition to the violation state l2, an
enforcer for policy P4

will discard any additional VP signals after receiving a VS or
VP signal while the timer v is less than URIcycles.

In Pearce et al. (2019b), the edit behavior is formalized by the edit functions.
As illustrated in Figure 3.11, enforcers can operate bidirectionally, i.e. over both
inputs and outputs in the general case. To achieve bidirectional enforcement,
enforcers operate by first transforming the inputs (from the plant to the controller),
and then transforming the outputs (from the controller to the plant). To perform
enforcement over the inputs, the policy DTA , and its alphabet is projected over
the inputs (Pearce et al., 2019b), called the input DTA. The input-edit function
is defined using the input DTA, and the original DTA is used for defining the
output-edit function (Pearce et al., 2019b).

For a given state qI in the input DTA, the input-edit function will return all possible
input events that can be extended by any input trace that leads to an accepting state.
The output-edit function, using the original DTA, defines that for the given state
q and the input x, all possible input-output events (x, y) ∈ Σ that can be extended
by an input-output trace 𝜎′ are returned such that 𝜎′ is accepting. Definitions and
explanation of the edit functions are given in Pearce et al. (2019b).

Synthesis of RE Hardware The approach proposed in Pearce et al. (2019b) consid-
ers that the plant, the enforcer, and interface registers are synchronously composed
together. As illustrated in Figure 3.13, the interface registers decouple the enforcer
and the controller, and the interface registers encapsulate the controller as a new
black-box controller.

The generalized hardware enforcer is illustrated in Figure 3.14. Enforcers operate
iteratively; inputs are first processed (and edited, if necessary), and then outputs
are processed (and edited, if necessary). Details regarding the construction of each
component are provided in Pearce et al. (2019b). The formal theory and algorithms
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Figure 3.13 System composition (from Pearce et al. (2019b)).
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Figure 3.14 Generalized enforcer hardware (from Pearce et al. (2019b)).

for the synthesis of enforcers from policies defined as DTA are detailed in Pinisetty
et al. (2017c). The semantics of DTA are encapsulated in hardware in Pearce et al.
(2019b) as a mealy-type finite state machine.

3.4.4.3 Verification of the Enforcer Hardware
EBM is a model checker suitable for the verification of hardware designs. REs have
complete control of a system’s I/O signals. Thus, they could lead to catastrophic con-
sequences in the case of design defects. Though the formal approach of the synthesis
of enforcers from policies defined as DTA guarantee that the synthesized enforcers
satisfy constraints (such as Soundness, Monotonicity, Instantaneity, Transparency,
and Causality) (Pinisetty et al., 2017c), it is not certain that a specific implementation
of those semantics will be correct. Thus, in Pearce et al. (2019b), the authors propose
the use of a hardware model checker to verify that the implementation of the design
matches the requirements of the system. Using EBMC, certain desired properties of
the generated enforcer (compiled Verilog) are verified. Further details are provided
in Pearce et al. (2019b).

3.4.4.4 How Does the Enforcer Prevent Security Attacks?
Let us now discuss briefly how the enforcer for the policies considered (P1, · · · ,P5)
prevents security attacks. As discussed, policies P1, · · · ,P5 are safety policies that
govern the correct safe behavior for our pacemaker system. If the pacemaker fails to
fulfil these policies, it could be due a successful attack. For example, attack scenarios
could be:

1. Attacker turns off the pacemaker pacing function.
2. Attacker reprograms the control software to pace too quickly.
3. Attacker reprograms the control software to trigger AP and VP simultaneously.
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Situations such as the above are effectively mitigated by the enforcer for policies
P1, · · · ,P5. In the case when the attacker turns off the pacing function, P2, P4, and
P5 would cause the enforcer to provide pace commands in place of the pacemaker
software. Similarly, if the attacker reprograms the pacemaker to pace too quickly, the
enforcer for P4 would suppress some of the pacing events. The enforcer for policy P1
prevents AP and VP from occurring simultaneously.

3.4.4.5 Summary of Experiments and Results
In Pinisetty et al. (2018), results were collected and analyzed using the pacemaker
properties P1 through P5 discussed earlier in this section. After defining the policies
as DTA using an XML-based format, the policies were compiled to Verilog using the
approach described in Pearce et al. (2019b). Then, using the EBMC model-checker,
each enforcer was verified. The Verilog was later synthesized by using Intel Quartus
16.0 targeting a Max V 5M570ZT100C5 complex programmable logic device (CPLD)
(opted for in Pearce et al. (2019b) due to their low power requirements). Quartus
Powerplay was used to estimate power for the CPLD.

Detailed benchmarking and analysis results considering different combinations of
policies P1 through P5 are provided in Pearce et al. (2019b). From the analysis results,
it is observed that with an increase in the complexity (the number of states, transi-
tions, and clocks) of the policy, the complexity of the enforcer that is generated also
increases. This is evident in the analysis that observed an increasing time required
for verification by EBMC, and an increasing number of logic elements (LEs) to repre-
sent the enforcer. However, the results reported in Pearce et al. (2019b) indicated that
all benchmarks operated considerably faster than the average speed of their software
counterparts. It is also observed via the benchmarks that the approach is scalable,
as the hardware requirements of any enforcer are linearly related to the state space
of the DTA.

3.5 Summary

CP attacks on many critical infrastructure such as smart grids, nuclear power plants,
gas pipelines, industrial automation systems, and intelligent transportation systems
pose serious risks. These are examples of CPS where the attacker can risk the safety of
physical infrastructure with the potential for causing serious harm. Therefore, there
have been many studies on attack detection and mitigation of CP attacks (Chen et al.,
2017; Lanotte et al., 2018). As these systems are safety-critical in nature, there has
been a focus on techniques inspired by formal methods (Lanotte et al., 2017).

In this chapter, we concentrated on formal techniques for attack detection
and mitigation of CP attacks on medical devices. We focused on the pacemaker
example, which is used for treating bradycardia. The pacemaker was selected as
it is an excellent example of a CPS, where it acts as a controller to control the
operations of the heart. Moreover, as pacemakers also adopt the modern trend of
increasing complexity with new enhancements and wireless features, they become
increasingly difficult to comprehensively verify and test, especially in the presence
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of malicious third parties. With greater feature sets come greater attack surfaces,
and as reported by certification agencies such as the FDA, adversaries have already
begun exploiting these (Weaver, 2013). As these attacks have the potential to cause
serious harm, including death, there is widespread interest on the topic of securing
such devices (Camara et al., 2015).

In this chapter, we provided a systematic overview of the problem. We also pro-
vided an overview of the bio-physical signals involved and how they could be used
in attack detection and mitigation. In the process, we have provided an overview of
pacemaker heart interactions in a closed-loop and the associated timing properties,
which are essential for safe operation. We introduced general formal methods, and
detailed two different formal techniques for attack detection and attack mitigation
respectively. However, some avenues remain unexplored – while the framework
presented in this chapter is ideal for securing local I/O (such as the leads of a
pacemaker), the distribution of that I/O over larger systems remains an open prob-
lem. Further, the current framework is designed to work with simple binary control
signals (on/off) as it is intended as being as the last layer between the controller
and the physical actuators. It would be interesting to examine the expansion of
it to support more comprehensive communication protocols between plant and
controller so that the framework could be included at higher levels of the design.
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4.1 Introduction

The major cause of all head and neck cancers is head and neck squamous cell
carcinoma (HNSCC). According to the 2015 annual report of Global Cancer
Statistics, there were 500 000 new cases worldwide, which makes it one of the most
common cancers (Marur and Forastiere, 2016; Siegel et al., 2015). HNSCC is a
single class of multiple anatomic subsites (i.e, larynx, oropharynx, hypopharynx,
and oral cavity). Most (74%) of head and neck cancers are treated with radiotherapy
(Atun et al., 2015). Regionally located head and neck cancer is reasonably well
controlled (90%) (Atun et al., 2015), however, the long-term survival of patients
with distant metastasis (5 year survival rates) can be very poor (50%) (Atun et al.,
2015; Baxi et al., 2014; Ferlito et al., 2001). Many phenotypic features and molecular
alterations can give rise to carcinogenesis (Leemans et al., 2018), which allows us
to recognize the heterogeneous nature of HNSCC. Therefore, a model is needed
that can identify the subclasses of HNSCC patients that are at high risk of disease
progression. Deep learning (DL), an advanced subclass of machine learning, can
extract information from highly dimensional and complex data (Lee et al., 2009).
In this work, we have proposed a framework that uses two DL models side-by-side
to systematically identify gene signatures from multi-omics head and neck cancer
data. The motivation behind the use of these two DL models is to integrate two
sets of heterogeneous biological data and learn the integrated representation.
First, we have used an autoencoder-based strategy to integrate gene expression and
methylation data. We extract the integrated representation from the bottleneck layer
of the autoencoder. The extracted features represent the combined representation
of the gene expression and methylation data. Next, the combined extracted features
stem from the integrated data, which are applied to train another DL model called
capsule network. The motivation for using the capsule network is to associate the
extracted feature with the class label of the data. The hidden representation of
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primary capsules represents gene signatures that are responsible for discriminating
cancer samples. We have also analyzed the coupling coefficients between primary
and output capsules to interpret the features captured by the capsule network. We
further describe the primary capsules as ‘marker-capsules,’ which characterizes
the internal features of integrated data for specific gene signatures. Therefore,
the outcome of systematically combining two DL models shows an automated
identification of gene signatures that are related to specific cancer data.

An unsupervised DL model is an autoencoder. An autoencoder consists of three
major parts: an encoder, a bottleneck, and a decoder. The task of the encoder is to
compress the input, the bottleneck layer stores the output (a compressed representa-
tion) of the encoder, whereas the decoder tries to retrieve the input depending upon
the encoded (compressed) data. Normally, the dimension of the bottleneck layer is
significantly lower than the input. Hence, the aim of the encoder is to learn the rel-
evant information as much as possible by reducing the noise so that the decoder
can reconstruct the noiseless input in a better way. The autoencoder can function to
reduce the dimensionality and the input stored in the bottleneck layer can be used
for data visualization and other purposes.

One of the deep neural network architectures is a capsule network (CapsNet),
which was initially presented in 2017/2018 and applied to digit recognition and
image classification (Sabour et al., 2017). CapsNet produced appreciable advantages
over the convolutional network-based approach, overcoming the fundamental and
methodical issues. CapsNet provides a state-of-the-art performance on large data
sets. The achievements of CapsNet were: first, to achieve higher performance in
either classifying or recognizing distorted images; second, to allow for complex
analysis, while retaining a simple interpretation of their primary building blocks;
and third, to achieve outstanding performance, CapsNet requires significantly less
training data.

4.2 Related Work

In the last two decades, gene expression signatures are widely used in omics data
analysis. There are several types of gene signatures such as prognostic, diagnostic,
and predictive gene signatures in the field of bioinformatics. The term ‘Prognostic’
signifies the prediction of the expected development (i.e. duration, description,
and function) of the course of a disease, and hence, the prognostic gene signature
serves a new idea into the overall outcome of a disease, irrespective of therapeutic
interference. The applications of these prognostic signatures are useful in various
types of tissue-specific cancers such as hepatocellular carcinoma (Hoshida et al.,
2013), leukemia (Verhaak et al., 2005), and breast cancer (Nielsen et al., 2014).
The diagnostic gene signature works as a biomarker that discriminates between
phenotypes and analogous therapeutic conditions based on an inception point
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like the mild, moderate, or severe stage of a phenotype (Nguyen et al., 2015). A
predictive gene signature predicts the outcome of treatment in patients, provided a
specific disease phenotype. The predictive gene signature is based on the outcome of
the treatment with therapeutic intervention and does not depend on the prognosis
(Baker and Kramer, 2015). Hence, the information within these types of signatures
is very important.

There exist several works in the literature that extensively use gene expression-
based modeling for predicting the clinical outcomes of head and neck cancer
(Cosma et al., 2017; Győrffy et al., 2015). Prognostic indicators for HNSCC have
been studied, and nodal metastasis has usually been found to be the most important
prognostic indicator (Torrecillas et al., 2018; Camisasca et al., 2009). Despite the
association of prognostically important variables, absolute risk measures for indi-
vidual patients remain understudied and are not usually employed in counseling
patients (Steyerberg and Vergouwe, 2014; Moons et al., 2009). The evolution of
clinical prediction models is vital to enhance a clinician’s ability to provide absolute
risk assessments (Steyerberg and Vergouwe, 2014; Moons et al., 2009). Clinicians
depend on the Tumor, Node, and Metastasis groupings to carry the significance
of cancer diagnosis and prognosis (Piccirillo, 1995). With the growing availability
of huge national databases and computing ability, the volume of data input has
grown, which allows for novel methods of data analysis (Kourou et al., 2015). One
such approach involves machine learning, a subset of artificial intelligence that
assists researchers in investigating large amounts of data to identify patterns for
solving problems by producing predictions (Bur et al., 2019). For example, Mohd
et al. (2015) predict the initial stage of head and neck cancer with fewer features
by combining naïve Bayes, multilayer perceptron, Knearest neighbors, and support
vector machine techniques (Mohd et al., 2015).

In another study (Ahmad et al., 2013), the objective was to build models for med-
ical practitioners. By applying decision tree (DT) to support vector machine (SVM)
and artificial neural network (ANN), they made a comparative study to identify prog-
nostic characteristics of breast cancer. In another work, (Rajaguru and Prabhakar,
2017) extreme learning machines (ELMs) were used as a classifier for head and
neck cancer analysis, and the performance of the ELM classifier was compared with
the performance of both Gaussian mixer model (GMM) and multi-layer percep-
tion (MLP). In Ziober et al. (2006), an SVM classifier was used to detect Oral Squa-
mous Cell Carcinoma (OSCC) tumors by analyzing patient expression profiles. In
Aubreville et al. (2017), a novel automated approach is introduced for OSCC diag-
nosis using DL and convolution neural network (CNN) methods on CLE images.
In another independent study, Halicek et al. (2017) proposed a deep learning-based
model to identify cancer samples including HNSCC and thyroid cancer. From these
related works, we observed that most of the methods used different machine learn-
ing techniques to classify cancer samples from microarray gene expression data sets.
Hence, identifying gene signatures from multiple omics profiles of head and neck
cancer using DL is an important task in the head and neck cancer diagnosis.
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4.3 Materials and Methods

Since gene expression and methylation data have dramatically different dimen-
sions, we first encoded them separately using two distinct encoders. Afterward, we
combined the outputs of the two encoders, which pass through another encoder
to construct the compressed representation of the output at the bottleneck layer.
Eventually, the decoder reconstructs the input depending on the bottleneck layer
output. The overall architecture of the autoencoder is described in Figure 4.1. The
primary layer depicts a convolution layer. Here we took 32 primary capsules, where
each capsule consisted of eight 4 × 1 convolution filters. The output layer con-
sists of two 16-dimension capsules that represent two types of samples (cancer and
normal) of TCGA head and neck cancer data (Please see section 4.4.1). The L2-norm
of the length of the output capsule is calculated and represents the probability of
the presence of that particular class.

4.3.1 A Brief Introduction of the Capsule Network

Geoffrey E. Hinton is a Canadian intellectual psychologist and computer researcher.
He is one of the makers of DL and has invented many algorithms. He discovered a
couple of the issues in the standard neural networks and tried to overcome them by
proposing a new neural net algorithm known as capsule networks (CapsNets).

CNN, being computationally robust, can naturally recognize feature maps
from the images. The CNN algorithm made it simple for a machine to do a few
picture-related tasks, whether detection or classification. In CNN, the convolution
layer holds a significant capacity to distinguish the features from a picture
pixel. More profound CNN layers identify straightforward highlights like edges
and shading. Although the presentation of CNN is great, they still have a few

COMPRESSED
DATA

OUTPUT DATAINPUT DATA

ENCODER DECODER

Figure 4.1 Schematic of autoencoder architecture. A representation of the physical
association between the input and output layers. The compressed representation of the
input data is generated at the bottleneck layer.
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disadvantages. CNN requires enormous measures of information to learn. The
layers in CNN decrease the spatial resolution, and the output of the networks
never show any change, even with a limited amount of progress in the input
sources. It can’t legitimately identify with the connection of parts and requires extra
components. This is where CapsNets become possibly the most important factor
and beat the disadvantages of CNN.

CapsNets are the networks that can bring spatial data and more significant
features to overcome the loss of data observed in pooling operations. What is the
distinction between a capsule and a neuron? Capsules gives us a vector as an output
with direction. For instance, if we are changing the direction of the picture, the
vector will likewise move the equivalent way; the output of a neuron is a scalar
amount that doesn’t enlighten anything concerning the direction.

Basically, four principal segments are available in the CapsNet:

● Matrix Multiplication: It is applied to the input picture to covert it into vector
values to comprehend the spatial part.

● Scalar Weighting Input: It identifies the more significant capsule that ought to
get the current capsule output.

● Dynamic Routing Algorithm: It allows these parts to move data among one
another. A more significant level capsule gets the input from the lower level. This
is a recurrent process.

● Squashing Function: It is the last segment that condenses the data. This function
converts all the data it into a vector that is near, or equivalent, to 1, and keeps the
direction of the vector.

The structure comprises six layers, the initial three layers are encoders, where the
function is to change the input picture into a vector; the last three layers are called
decoders that are used to reproduce the picture from the data.

There are various applications of CapsNets. One of the applications of CapsNet
engineering is proposed for mind tumor grouping, which takes the tumor coarse
limits as additional contributions inside its pipeline to expand CapsNet’s core inter-
est. The proposed approach (Afshar et al., 2019) recognizably beats its counterparts.
In Afshar et al. (2018), the use of CapsNets for brain tumor type classification was
investigated. Since these networks can deal with a modest number of training sam-
ples, and units in the networks are equivalent, they solve the tumor classification
problem caused by CNNs.

In study Peng et al. (2020), incorporated multi-omics data of breast cancer from
the TCGA database to produce the component network of qualities, which were
comprised of mRNA expression, z scores for mRNA expression, DNA methylation,
and two types of CNAs. These five types of information gave extensive important
information of the genes in various omics data, and the features were additionally
reshaped to acquire a legitimate input for the classifier.

4.3.2 An Introduction to Autoencoders

An autoencoder is a neural network where the output layer has a similar dimen-
sionality as the input layer. In other words, the quantity of output units in the output
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layer is equivalent to the number of input units in the input layer. An autoencoder
recreates the information from the input to the output in an unsupervised manner
and is consequently called a “replica of a neural network”. The autoencoders repro-
duce each dimension of the input by going through the network. It might appear
minor to use a neural network to repeat the input, however during the replication
cycle, the size of the input is diminished into a more modest representation. The
middle layers of the neural network have a smaller number of units when compared
to the input or output layers. Hence, the middle layers hold a decreased represen-
tation of the input. The output is reproduced from this decreased representation
of the input.

Figure 4.1 depicts the architecture of an autoencoder, which is comprised of three
segments:

● Encoder: An encoder is a feedforward, completely connected, neural network
that compacts the inputs into a latent space representation and encodes the input
picture as a compacted representation in a decreased dimension. The compacted
picture is the twisted adaptation of the original picture.

● Code: This portion of the network contains the decreased representation of the
input information that is fed into the decoder.

● Decoder: Also a feedforward network with a structure comparative to the
encoder. This network is liable for returning the input information to the first
dimension from the code.

At first, the input information passes through the encoder where it is compressed
and put away in the code layer; at that point, the decoder decompresses the first
input from the code. The principle target of the autoencoder is to obtain an output
that is indistinguishable from the input.

Note that the architecture of the decoder is the mirror representation of the
encoder. This is not a prerequisite, but it is ordinarily the case. The main
prerequisite is that the dimensionality of the input and output must be equivalent.

4.4 Results

4.4.1 Data Set Details

We used gene expression and methylation data of head and neck cancer obtained
from TCGA (The Cancer Genome Atlas) portal. The mRNA expression and methy-
lation 450k of head and neck cancer data sets are downloaded from TCGA (https://
xenabrowser.net/datapages/). The following section includes the details of these
data sets.

4.4.1.1 Gene Expression Data (Illumina Hiseq)
● Number of genes: 20 501.
● Total number of tumor samples: 530.
● Total number of normal samples: 44.

https://xenabrowser.net/datapages/
https://xenabrowser.net/datapages/
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Figure 4.2 Integrative analysis of multiomics data through an autoencoder model.

4.4.1.2 Human Methylation 450K
● The total number of initial methylation-probes (i.e. CpG site probes): 485 578.
● Total number of genes with a single CpG location: 2422.
● Total number of tumor samples: 530.
● Total number of normal samples: 50.

Two categories of samples are contained in these data sets: i) treated/tumor and
ii) control/normal. The number of tumor and normal samples included in both data
sets are 522 and 20, respectively.

4.4.2 Architecture of Autoencoder Model

One of the most advanced unsupervised machine learning models of the artificial
neural network is the autoencoder. The autoencoder is trained to regenerate the out-
put near the initial input. Autoencoders constitute an input layer, an output layer
with the same dimension as the input layer, and the hidden layer, which commonly
has a dimension less than the input layer. An illustration of an autoencoder is pre-
sented in Figure 4.1 (PCA) (Wang et al., 2016; Manning-Dahan, 2018). The model
operates based on the encoder-decoder model; it employs a backpropagation algo-
rithm and places the target value similar to the input. The input is first converted
into a lower-dimensional layer also known as an encoder, and then extended to
reproduce the original data by what is also known as a decoder. Later, the layer is
trained, and the output of the layer is sent to the subsequent layer to achieve a deeply
non-linear dependencies model on the input. This method intends to decrease the
dimensions of the input data. The encoded layer in the center of the autoencoder is
used as a feature obtained for classification (Wang et al., 2016).

The following process is dimension reduction with an autoencoder model. In our
study, we used a simple autoencoder comprised of three layers that included one
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hidden layer. In the beginning, we encoded gene expression data and methylation
data independently using two individual encoders. Later, we connected the out-
puts of the two encoders, which go through another encoder to build the compact
representation of the output at the bottleneck layer. Ultimately, the decoder repro-
duces the input depending upon the bottleneck layer output. The dimensions of the
autoencoder inputs are 20 501 and 2422 for gene expression and methylation data,
respectively (see Figure 4.2). In the hidden layer, we transformed the input into 64
neurons to get the best accuracy (see Figure 4.4). The output of the hidden layer dis-
plays the features obtained according to the number of neurons. The extracted data
from the hidden layer has fewer dimensions or features.

4.4.3 Architecture of the Proposed Capsule Network Model

Capsule networks are an advanced model of neural networks that work on vectors
rather than scalars. Considering the capsules as their defining objects, CapNets
reflect the ordering of scalars (simple neurons) into vectors (the capsules). The
length of the output capsule vector represents the probability of an entity’s pres-
ence. CapNets consist of two layers of capsules: primary-capsules or lower-level
capsules that relate to the most fundamental entities of an object and are connected
to the digit-capsules or higher-level capsules, which integrate the input of primary
capsules into the information that classifies the object. This mirrors the scenario
that preliminary layers of neurons offer their output to enter the next layers
in widespread neural networks. The detailed architecture of the proposed capsule
model is shown in Figure 4.3.

In the original application, the capsule network is introduced to identify digits
in MNIST (Modified National Institute of Standards and Technology) images. Each
higher-level capsule (output capsule) represents the probability that one of ten dig-
its (0 to 9) is present. The primary-capsules that produced their output as input
to digit-capsules coded for adjustment, breadth, scale, depth, etc., whereas usual
neurons can only code for intensity and color. Behind the improvement of classifi-
cation itself, the user-friendly interpretation of primary capsules was distinguished

64 × 1 61 × 1
100

32

2

16

wij = [8 × 16]
Dynamic
Routing

32 capsules
each cap = 8, 4 × 1
convolution
filters (stride = 2)

No. of
filter = 100
of
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stride = 1

||L2||
29

8

Figure 4.3 Proposed capsule network architecture. The details of the multiple layers
in the proposed capsule model architecture.
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as a particular benefit of CapsNets. In our study, the higher-level capsules directly
correspond to a single omic. As shown in the results, we obtained primary cap-
sules to exhibit marker genes for each omics data where such marker genes were
associated. This implies that in classifying head and neck cancer samples versus
the controls, primary-capsules use a human-friendly presentation. Moreover, they
may infer probable sets of marker genes for each omics data set. As an essential the-
oretical truth, the ground invariance characteristic of CapsNets guarantees that ori-
entation and the corresponding position of objects can be obtained under the design
of CapsNets. While this property is advantageous for several reasons, a result of par-
ticular significance is that they need considerably fewer training data than other
methods. The interpretation is that alternative methods often require training data
to be presented with views from different angles, while CapsNets only need one
datum during training. This reveals why CapsNets need considerably less training
data to obtain excellent performance (Sabour et al., 2017), which are indicated in our
results as well.

4.4.4 Validation of Two Deep Learning Models

We have validated the models using two steps: we first split the data into train,
validation, and test sets with a ratio of 8:1:1. The validation set was used to deter-
mine the hyperparameters. We reported the accuracy value of the model in the
test set. Figure 4.4 shows the training and test accuracy of the CapsNets on HNSC
data. After eight epochs, the model achieves almost 99% accuracy (Figure 4.4). We
applied the trained model to the test data, which also resulted in a high accuracy
(test-accuracy= 0.99). This suggests that the autoencoder model perfectly extracts
informative features from the data, which drives the capsule model to accurately

0.99

accuracy

train_acc

validation_acc

0.98

0.97

0.96

0.95

0 2 4 6 8

Figure 4.4 The training and validation accuracy of the proposed model.
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Table 4.1 The performance (test-accuracy) of the proposed capsule and basic CNN models
in small sample subsets.

Sl No. Method 20% 40% 60% 80% 100%

1 proposed 0.924 0.968 0.969 0.985 0.987
2 CNN 0.871 0.875 0.889 0.945 0.958

learn the hidden features. Next, we compared our proposed model with a basic
CNN model to evaluate the efficacy of the capsule model in learning the features
compared to the CNN model. Knowing that the capsule model performed well with
a small number of samples, we validated the models with different cross-validation
steps. We first split the data into train, validation, and test using the same ratio as
before. For training, we did not use all the training data at once but started with
5% of the training sample and kept increasing the training sample by 5% for each
iteration. For each training sample, we performed a 10-fold cross-validation, in
which there were 150 epochs per fold and we stored the average validation accuracy
for the last 10 epochs. After each fold, the trained model was applied to the test data
to get the test accuracy. Thus, we got one training accuracy (average), one validation
accuracy (average), and one test accuracy value in each fold. Table 4.1 reports the
results of the comparisons.

4.4.5 Gene Signatures from Primary Capsules

To determine if the primary capsules of the model have the potential to extract
features with a biologically meaningful interpretation, we explored the weights of
the edges that connect primary-capsules and type-capsules. These coefficients are
generally known as “coupling coefficients”. Therefore, for each class, we picked 100
random samples from the test set. We considered all samples if the test sample of
one class had less than 100 samples. Next, we applied a trained model to each of the
selected samples.

We computed the values of all the coupling coefficients for each of the 100 random
samples. As the model has 32 primary-capsules that connect with two type-capsules,
we obtained 2 × 32 coupling coefficients matrix for one test cell sample. Thus, we
got an overall 100 × 2 × 32 dimension matrix of coupling coefficients. We com-
puted the average coupling coefficient across 100 samples and got 2 × 32 averaged
coupling coefficients for each test sample. These coefficients are collected in the form
of two matrices of dimension 2 × 32.

See Figure 4.5, for the corresponding box plots of the coupling coefficient values
of the 2 × 32 matrices. Each box of a specific class represents a set of coupling
coefficient values for all test samples. It can be seen from the figure that some
of the primary capsules have larger values of coupling coefficients. For example,
primary-capsule-19 and -23 have higher values for class-1 (cancer sample), while
primary-capsules-9 and -17 have larger coupling coefficients in class-2 (normal
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Figure 4.5 Box plots of coupling coefficient values between primary- and type-capsules.

sample). This suggests that primary-capsules-19 and 23 have prominent contribu-
tions toward extracting the features specific to cancer. A similar statement is true
for primary-capsule-9 and -17 for the normal class. These primary-capsules can
be treated as marker-capsules since these characterize the internal features of the
integrated data for discriminating normal and cancer samples.

4.5 Discussion

Heterogeneous data that come from several simultaneous measurements consist of
different biological signals. Leveraging these data resources brings up challenges
in methodological developments. Developing heterogeneous data from these dif-
ferent experiments is crucial and requires integrating measurements from two or
more experimental sources. The analysis of combined/integrated data could lead to
a biologically meaningful interpretation of these complex molecular systems. Such
integrated representations are most desirable in complex biological data analysis.
Methods that can track how individual genes or other epigenetic effects contribute
to the classification of a sample and indicate those that are beneficial, can provide
an extra level of biological insight.

Here, we presented a method based on the an advanced DL architecture to address
these points and provide novel and advanced solutions. Our proposed method uses
the two most advanced DL models, autoencoder and CapNets, side-by-side. CapNets
give full support to the automated discrimination of classes by establishing a super-
vised learning approach. Although the model does not establish any such approach,
it supplies the greatest recent progress in DL. Although the intended primary aim is
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a classification with high accuracy, CapNets also allowed interpreting the input that
contributed to classification. CapNets also needed training data than the methods
for classifying cancer samples.

Our experiments have demonstrated that we can to classify cancer samples with a
high accuracy, provided the proper CapNet settings. We have shown that our model
is capable of using integrated data in the classification of unknown cancer samples.
These results show that the model can outperform the conventional CNN model
with respect to accuracy. The cross-validation results showed that our model can
train with training samples than to a basic CNN model. In the cross-validation test,
the validation accuracy of the last 10 epochs is more stable for the capsule than the
CNN model. For a small number of training samples, the capsule model has a similar
performance to the CNN model that was trained with a greater number of samples.
The predictive performance of the capsule model trained with 40% of the samples is
similar to a CNN model trained with over 75% samples. For 40% of training data, a
capsule model can achieve the same accuracy as the CNN model trained with 80%
of the training sample.

To understand the biological meaning of the capsules, we can associate
primary-capsules with a specific class. The primary capsules are activated solely by
the expression of some genes or features of samples in the data sets. We observed
several primary capsules that were significantly (pval ≤ 0.001) activated for some
classes repeatedly. These primary capsules may be assumed to behave as markers
for the presence of those samples in the corresponding class. For thee unknown
samples for which we do not know the associated class in the input data, the
activated primary-capsules may indicate the predicted class in the data sets. For
example, in class-1 (cancer samples), the activated primary capsules (cap-18 and
cap-23) indicate the presence of cancer samples in the input data sets. Further
analyses of the activated primary-capsule may identify new markers in the gene
sets of the input data.

Taken together, the proposed CapNet-based model not only has a good per-
formance on small sample training but also has the ability to explore internal
lower-level features related to specific samples. Despite being applied in different
fields of computer vision, the CapNet shows great potential to classify unknown
cancer samples in tumor-normal, matched-pair data. It can be further explored in
other fields. We believe the CapNet may be an important tool for computational
biologists to explore and understand the complex patterns and features hidden
within biological data sets.
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5.1 Introduction

The latest advancements in high-throughput sequencing techniques are having a
great impact on biomedical challenges such as signature or biomarker detection,
signature classification, single/multi-objective gene clustering, multi-omics data
integration, dropout finding, predicting cancer drug response, reducing time
complexity in searching specific feature/cell, drug discovery, multi-bio-molecule
interaction network construction, and medical image classification that are associ-
ated with diseases such as cancer, Alzheimers, and COVID-19 (Bandyopadhyay and
Mallik, 2016). Many computational tools, especially machine learning and deep
learning are available to accomplish those biomedical objectives (Bandyopadhyay
and Mallik, 2016). Other computing strategies such as the internet of things
(IoT) are useful to health care systems in many ways. Furthermore, biomedical
research provides an important portion of big data that are related to the public
healthcare. There are many big biomedical data repositories (e.g. viz.ai, TCGA,
ICGC, CCLE) that contain multi-omics data (Bandyopadhyay and Mallik, 2016).
Analysis of high-throughput sequencing data sets (e.g. viz.ai, bulk RNA data, single
cell sequencing data) is a highly active topic of research. scRNA-seq technology can
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Edited by Sourav De, Rik Das, Siddhartha Bhattacharyya, and Ujjwal Maulik.
© 2022 John Wiley & Sons Ltd. Published 2022 by John Wiley & Sons Ltd.

mailto:sauravmtech2@gmail.com


�

� �

�

84 5 A Review of Computational Learning and IoT Applications

Learning and loT Applications to healthcare Systems

Methods of Multi-

ohmics data

integration

Drug discovery with

Al

Medical imaging data

analysis

application of loT in

biomedical research

Primary drug

screening

with Al

Secondary drug

screening with Al
Al in drug design

Planning

chemical

Synthesis with

Al

DATA

ANALYSIS

STRATEGIES

Physical

properties

predictions

Predictions of

Bioactivity

Prediction of

Toxicity

loT and loMT for health

and wellbeing

applications

Design

Analysis

Radiomic

Quantification

Analysis:

Biomarker

Identification

Retrosynthesis

Pathway

Prediction

Prediction of

reaction Yield and

Insights into

Reaction

Mechanism

SUPERVISEDUNSUPERVISED

Network-Based

Methods

Multiple Kernel

Learning
Multi-Step Analysis

jActiveModules

SVM
MCD

iPAC
PSDF CONEXIC

rMKL-LPP CNAmet

Matrix

Factorization

Methods

Bayesian

Methods
Multiple Kernel Learning and

Multi-Step Analysis 

JIVE Joint Bayees

Factor

PARADIGM

SNF

Lemon- 

Tree

Visualizing and

clustering of cells
   Inference and

Branching Analysis

of Cellular Trajectory

Identification of

highly variable

genes

Identification of

marker genes

and

iCluster+iClusterNMF

Network-Based

Methods

BCCMDI

Anduril

SEMISUPERVISED

Prediction of

Target Proteins 3D

Structure

Predicting Drug-Protein

Interactions

Sorting and

classification

of cells

using image

analysis

through Al

Approaches for

scRNA

Figure 5.1 Flowchart of chapter topics.

map genotype to phenotype and is important to study cellular variations. AI helps
in drug discovery. It takes around 12 years to develop a drug. With the help of
computational techniques like machine learning and deep learning, it is possible
to discover a drug within four years. AI helps with target selection and finding the
desired chemical and physical properties of the compound. We have illustrated our
chapter topics in the below flowchat (Figure 5.1).

5.2 Biological Terms

These are definitions of the biological terms that we will use throughout the chapter.

● Gene: A DNA or RNA nucleotide sequence that encodes for a protein, and it is
also called a functional inheritance unit.

● DNA methylation: DNA methylation is a heritable epigenetic marker. A methyl
group is covalently bound at the C-5 position of the DNA cytosine ring via DNA
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Table 5.1 Methods for cell clustering and visualization.

Method Description Input Reference

PCA Creates several uncorrelated
elements, reduces linear
dimensionality, clarifies
decreasing amounts of data
variation.

Expression matrix Pearson (1901)

t-SNE t-distributed Stochastic
Neighbour Embedding
(Nonlinear dimensionality
reduction).

Expression matrix van der Maaten and
Hinton (2008)

ZIFA Uses the factor analysis
technique, a method for
linear dimensionality
reduction that explicitly
models dropout features.

Logarithm-
transformed count
values

Pierson and Yau
(2015)

Destiny A quick deployment of
diffusion maps for R.

Expression data
table

Chari et al. (2010)

SNN-cliq Graph theory-based
algorithm uses shared nearest
neighbour (SNN) on a gene
subset.

Expression values
after normalization
and log scaling
(e.g. RPKM)

Xu and Su (2015)

RaceID K-means clustering that uses
an iterative method.

Raw table of gene
expression.

Grün et al. (2015)

SC3 K-means clustering is first
calculated, then SC3 blends
several clustering results and
outputs an average result (e.g.
distance metrics, matrix
transformation).

Expression values
after normalization

Kiselev et al. (2016)

SIMLR Learn a measure of similarity
from scRNA-seq data for
reduction, clustering, and
visualization of
dimensionality.

Estimates of raw
gene expression
and cell population
numbers

Wang et al. (2017)

methyltransferases (DNMTs). Methylation can alter DNA segment behavior with-
out altering the sequence.

● Gene signature: A gene signature is a single or group of genes in a cell with a partic-
ular gene expression pattern that is the result of an altered or unaltered biological
process or pathogenic medical condition.

● Multi-omics: Multi-omics is a new approach that combines data sets of different
omic groups during a study. Under multi-omics, the omic strategies employed are
the genome, proteome, transcriptome, epigenome, and microbiome.
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5.3 Single-Cell Sequencing (scRNA-seq) Data

With the launch of RNA sequencing (RNA-seq), it is now possible to measure RNA
levels on genome scale to gain insights into cellular processes and illuminate many
important molecular events such as alternative splicing, gene fusion, variation of
single nucleotide, and differential gene expression. RNA sequencing technologies
continue to advance and provide new ideas for understanding biological processes.

5.3.1 Computational Methods for Interpreting scRNA-seq Data

5.3.1.1 Visualizing and Clustering Cells
Cell classification is a significant biological issue. With the availability of genomics
data, the probability of transcriptome-dependent cell similarity analysis offers an
alternative cell type predictor. ZIFA (zero-inflated factor analysis) (Pierson and Yau,
2015) is a method that extends the paradigm of linear factor analysis along with con-
ventional methods like hierarchical clustering. SNN-Cliq (Xu and Su, 2015) RaceID
(Grün et al., 2015) are two important clustering methods. Others k-means clustering
methods are there, e.g, single-cell consensus clustering (SC3) (Kiselev et al., 2016).
SIMLR (Wang et al., 2017) is a computational method that uses multiple-kernel
learning to predict similarity with particular cell populations in the gene expression
matrix.

5.3.1.2 Inference and Branching Analysis of Cellular Trajectory
The trajectory analysis method is more simple than dimensionality reduction.
One significant method for the pseudo time analysis of single cells is Monocle
(Wang et al., 2017). It generally uses a minimum spanning tree strategy (MST)
to order the cells (Magwene et al., 2003). Recently, pseudo time diffusion (dpt)
was developed. This technique uses a diffusion map representation to approxi-
mate the geodesic pairwise distances between samples on the manifold of data.
The trajectory is then specified as the starting distance over these distances.
There are GPy and GPFlow programs for Python, and we use PSEUDOGP for R
(https://github.com/kieranrcampbell/pseudogp) and DELOREAN (https://github
.com/JohnReid/DeLorean).There are a few different approaches like the Ouija
method (Campbell and Yau, 2016c) and the SCATER package; cells are clus-
tered in Wishbone (Setty et al., 2016), another method by Haghverdi et al
(Haghverdi et al., 2016). Methods for the bifurcation/branch identification ordering
of cells are illustrated in Table 5.2.

5.3.1.3 Identifying Highly Variable Genes
Several methods identify highly variable genes (Table 5.3). A statistical approach
for decomposing the total and biological variance in the generative model-based
technique was suggested by Kim et al., which generally helps to classify genes with
variation. BASiCS is another method that uses Bayesian techniques to model com-
mon and endogenous genes for spike-ins and the subsequent biological variability
distributions (Vallejos et al., 2015).

https://github.com/kieranrcampbell/pseudogp
https://github.com/JohnReid/DeLorean
https://github.com/JohnReid/DeLorean


Table 5.2 Methods for the bifurcation/branch identification ordering of cells.

Method Description Input

PQ-trees Minimum spanning tree of data is ordered by samples, using a
PQ-tree construction.

Expression matrix

Monocle2 In the transcriptome space, a principal graph is embedded,
pseudo-time is depicted with distance along with the specified
graph from a initiating cell.

Gene list, batch effect formula,
expression matrix, options of
dimensionality reduction (method,
number of dimensions)

Reference

Magwene et al. (2003)

Qiu et al. (2017)

Wishbone Diffusion maps (using way points) on the reduced k-NN graph. Expression data table, initiating cell,
number of nearest k-neighbours

Setty et al. (2016)

Wanderlust Geodesic distance of the heuristic k-NN graph. Expression data table Bendall et al. (2014)

DPT Based on spectral embedding, diffusion components are
averaged for each sample and used as a gap between samples.

Expression data table, variance of
Gaussian kernel, initiating cell

Mo et al. (2013b)

GPLVM Assume certain smooth functions are followed by genes and
deduce time as the latent parameter.

Co-variance function, expression
matrix or dimensionality reduction,
optional priors, optional co-variance
function hyperparameters

Macaulay et al. (2016)
and Campbell and
Yau (2016a)

Ouija Time is treated as a latent variable provided a limited number of
sigmoidal genes around the trajectory.

Optional priors that switch time and
direction, assumed switch-like genes
list, expression matrix

Campbell and Yau
(2016c)

Branching
analysis
Wishbone

Clusters detours between cells relative to a beginning cell in
terms of the pseudo-time, two branches are detected.

Expression matrix Setty et al. (2016)

Anti-correlation
clustering

Branch points are defined and cells can either be segmented
from the two branches or from the trunk to belong to them.

GPfates/OMGP Model data as a mix of processes that are ongoing. Each cell has
a subsequent probability of generating each branch.

Monocle The definition of branches to which cells are assigned depicted
as a main graph directly attached to the expression data.

Expression data table

Expression matrix

Expression data table, gene list

Mpath Minimum spanning tree in the landmarks’ neighborhood graph. Expression matrix

Mo et al. (2013b)

Lönnberg et al. (2017)

Lock and Dunson
(2013)

McCarthy et al. (2016)



Table 5.3 Gene-level analysis tools (identifying differentially expressed genes).

Method Description Input Reference

SCDE Compares two groups of single cells with the
Bayesian technique, takes into account
heterogeneity in scRNAseq findings due to bias in
dropout and amplification.

Count values of gene expression data
profile

Kharchenko et al.
(2014);

MAST Uses a two-part generalized linear model adjusted
for the detection rate of cells.

Normalized gene expression values Andrews and Hemberg
(2016)

M3Drop To grasp differential expressions, a
Michaelis-Menten modeling of dropouts is used.

Count values of gene expression data
profile

Finak et al. (2015)

scDD A Bayesian modeling framework to identify genes
within modes that are expressed differently
and/or represent a different number of modes or a
different proportion of cells.

Gene expression values after
normalization and log-scaling

Korthauer et al. (2016)

SINCERA Recognizes DE genes, based on basic statistical
tests such as the Wilcoxon rank sum test and
t-tests.

Count values of gene expression data
profiles

Guo et al. (2015)

DESeq2 A Wald or LR significance test applied to a GLM
for each gene, uses a shrinkage estimation for
dispersion and fold modifications.

Count values of gene expression data
profiles

Love et al. (2014)

EdgeR A negative binomial distribution fit, estimates
dispersion by conditional maximum likelihood for
each gene, defines differential expression using an
appropriate test optimized for over-dispersed
results. Supports arbitrary linear models.

Count values of raw gene expression
data

Robinson et al. (2009)

Brennecke et al Biological heterogeneity of genes is inferred after
quantifying technical noise centered on the
square of variance coefficient (CV2) of spike-in
molecules.

Count values of raw gene expression
for both spike-ins and endogenous
genes

[115]



Kim et al. It provides a statistical method based on a
generative model to decompose the total variance
into the technological and biological variance.

Count values of raw gene expression
for both spike-ins and endogenous
genes

[116]

BASiCS A Bayesian strategy that jointly models spike-ins
and endogenous genes. In relation to high (or low)
variable genes, posterior probabilities are given.

Count values of raw gene expression
for both spike-ins and endogenous
genes

Vallejos et al. (2015)

scLVM Dissects observed heterogeneity into multiple
sources using a Gaussian Process Latent variable
model to remove confounding variance factors
such as cell cycle variatios.

Count values of gene expression data
profiles and a collection of genes
related to the latent factor

Buettner et al. (2015)

Combat Centered on an empirical Bayesian system, it
eliminates known batch effects.

Counts of gene expression from
batches after normalization and log
scaling

Leek et al. (2012)

OEFinder Identifies possible artifacts (ordering effects),
developed using orthogonal polynomial
regression by the Fluidigm C1 platform.

A number of genes (and P-values)
that the artifact is influenced by

Lin et al. (2013)

RUVSeq Adjustments performed on a set of control genes
(e.g. spike-ins) or samples (viz.ai, replication
libraries) to provide nuisance technological
impacts through factor analysis.

Count values of gene expression data
profiles and a collection of genes for
regulation, spike-ins, or replicate
libraries

Vallejos et al. (2015)

Monocle
SwitchDE

Spline regression using VGAM. Expression matrix, gene list Lock and Dunson
(2013)

SwitchDE Identify genes depicted as sigmoid curves over
pseudo time.

Expression matrix Campbell and Yau
(2016b)

ImpulseDE Determine genes that follow an impulse model. Expression data table Sander et al. (2016)

GP Regression Identify genes that follow any smooth non-linear
function.

Expression matrix GPy, GPFlow, others
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5.3.1.4 Identifying Marker and Differentially Expressed Genes
This is an important and significant analysis technique for scRNA-seq research.
DESeq2 (Love et al., 2014) and EdgeR (Robinson et al., 2009) methods are commonly
used in bulk RNA-seq experiments. By adjusting and fitting a GLM for each gene,
DESeq2 recognizes differentially expressed genes. M3Drop and Michaelis-Menten
modeling are other techniques that use dropouts for scRNA-seq, and this method is
used to classify genes that break up (Andrews and Hemberg, 2016). SCDE is a sig-
nificant Bayesian method for comparing two single cell groups, taking into account
the heterogeneity of the dropout and amplification bias scRNAseq results, and uses a
mixture of the two components to determine the difference in terms between condi-
tions (Kharchenko et al., 2014). Simple statistical tests such as the Wilcoxon test and
t-test (Guo et al., 2015) identify differently expressed genes. A newer method, scDD,
determines the genes that have modified the overall distribution of values between
conditions relative to the method.

5.4 Methods of Multi-Omic Data Integration

A new era is arriving, which proposes a model of health care and treatment for indi-
viduals, with objectives tailored to each individual patient. Under this scheme, a
patient’s clinical profile and molecular profiles are individually able to push for diag-
nosis. There is a tremendous effort to obtain genomics data in bio-specimen-based
multi-platforms. We are first going to talk about data integration calculations with-
out supervision focusing on the lattice factorization strategy, Bayesian strategies, and
strategies-based system. We are also going to survey the strategy of the mentioned
data integration in depth, including with network-based techniques. We have illus-
trated different tools or methods for multi-omics data analysis in Figure 5.2.

SDP/SVMFSMKL

iBAG

ATHENA

MCD

PSDF

Netwok propagation

supervised

JActiveModules Anduril

 tools/methods for

multiohmics data

integration

GeneticInterPred Semisupervised

CONEXIC

iCluster

SNPLS

Graph-based

learning

Jive

rMKL-

LPP
BCC CNAMet

joint Bayesian

factor

ssCCA

ProbGBM

MDI

sMBPLS

iPAC

Joint NMF

Lemon tree

CCA spares

group

PARADIGM

Unsupervised

Figure 5.2 Tools or methods for multi-omics data analysis.
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5.4.1 Unsupervised Data Integration Methods

This approach is called unsupervised data integration, which is inferred from input
data sets without labeled output variables. The distinct approaches are detailed in
Table 5.4.

5.4.1.1 Matrix Factorization Methods
Matrix factorization is a class of algorithms for collaborative filtering that are
used in recommendation systems. Matrix factorization algorithms operate by
decomposing the matrix of user-item interactions into two rectangular matrices of
lower dimensionality.

Joint Non-Negative Matrix Factorization (NMF) A simple and significant tool for
data integration that concentrates on projecting the variation between the
data-dimensional space to be reduced. Zhang et al. (2011) has given an NMF
method for multi-omics data integration. This NMF depends upon the decom-
position of a non-negative matrix into non-negative factors and a non-negative
load:

min||X − WH||2, W ≥ 0, H ≥ 0. (5.1)

Here, (X) is the matrix of an mRNA transcriptome or other omics. The data set
has M ×N dimensions. For the M ×K-dimensional matrix, W is a common factor,
and the coefficient matrix (H) has dimension K ×N.

iCluster iCluster (Shen et al., 2012) assumes regularized latent variables and is like
W in NMF (Equation 5.1) but without the constraints of non-negative. H refers to
a loading factor (coefficient), the sparsity paid for separate data types with different
types of punishment functions. To represent the term error, iCluster uses E and the
decomposition of the underlying equations is:

X = WH + E. (5.2)

iCluster+ The upgraded iCluster+ extends iCluster by hypothesizing modelling
methods inside of different data platforms for the (X) and W relationships
(Equation 5.2). It allows for various types of data, including continuous, binary,
categorical and sequential data with various models. Unlike NMF data, we don’t
need a non-negative input data for both iCluster and iCluster+.

Other important methods are Joint and Individual Variation Explained (JIVE)
(Lock and Dunson, 2013) and Joint Bayes Factor.

5.4.1.2 Bayesian Methods
Bayesian Methods are important methods for medical data computation.

Multiple Data Set Integration (MDI) It enables use of the Dirichlet-Multinomial
Allocation (DMA) mixture model (Kirk et al., 2012). In addition to bi-clustering
across multiple data sets, MDI generally obtains a single-dimensional cluster across
all input data sets after learning the similarity of clusters across the data sets.
Prob_GBM is a probabilistic model for constructing a network of patient similarities
where patients are represented by a node and the edge between patients (Cho and
Przytycka, 2013) corresponds to the phenotypic similarity.



Table 5.4 Unsupervised data integration methods.

Method Data type Output Stat method FS method Reference

Joint NMF Multi-data Subset of
genes(modules).

Matrix factorization NA Zhang et al. (2011)

iCluster Expression data (EXP),
Copy number data
(CNV)

Cluster matrix factorization L1 penalty Shen et al. (2012)

iCluster+ Multi-data Cluster Matrix factorization L1 penalty Mo et al. (2013a)

JIVE Multi-data Shared and unique
factors

Matrix factorization L1 penalty Lock and Dunson
(2013)

Joint Bayes Factor EXP, Methylation data
(MET), Copy number
data

Shared and unique
factors

Matrix factorization Prior student-t
sparseness promoting

Ray et al. (2014)

ssCCA Sequence data Operational taxonomic
units and clusters

Canonical Correlation
Analysis

L1 penalty Chen et al. (2012)

CCA sparse group Two types of data Group features with
weights

Canonical Correlation
Analysis

L1 penalty Lin et al. (2013)

sMBPLS Multi-data Group features as
modules

Partial Least Squares L1 penalty Li et al. (2012)

SNPLS EXP, drug response,
gene network info

Gene-drug co-module Partial Least Squares Network-based penalty Chen and Zhang
(2016)

MDI Multi-data Cluster Bayesian NA Kirk et al. (2012)

Prob_GBM Expression data, copy
number data, miRNA,
SNP

Cluster Bayesian NA Cho and Przytycka
(2013)

PSDF EXP, copy number data Cluster Bayesian Binary indicator− >

likelihood of feature
Yuan et al. (2011)



BCC Expression data,
methylation data,
miRNA, proteomics

Cluster Bayesian NA Lock and Dunson
(2013)

CONEXIC Expression data, CNV Group genes associated
with modulators

Bayesian NA Akavia et al. (2010)

PARADIGM Multi-data Gene score and
significance in each
pathway

Pathway networks NA Vaske et al. (2010)

SNF Expression data,
methylation data,
miRNA

Cluster Similarity network
fusion

NA Wang et al. (2014)

Lemon-Tree Expression data, one of
miRNA/CNV/methyl

Association network
graphics

Module network NA Bonnet et al. (2015)

rMKL-LPP Multi-data Cluster Multiple kernel
learning

Dimension reduction
metric, Locality
Preserving Projections
(LPP)

Speicher and
Pfeifer (2015)

CNAmet Expression data,
methylation data, copy
number data

Scores and p-values of
genes

Multi-step study NA Louhimo and
Hautaniemi (2011)

iPAC Expression data, copy
number data

Subset of genes Multi-step study Several filtering steps
including common
aberrant genes, in-cis
correlation and
in-trans functionality

Aure et al. (2013)
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Other Methods There are some Bayesian methods that are important, these are
(i) Patient-Specific Data Fusion (PSDF), which is dependent upon the Dirichlet
Process model’s two-level hierarchy (Yuan et al., 2011); (ii) Bayesian Consen-
sus Clustering (BCC), a clustering technique that models the dependency and
heterogeneity of multiple data sources at the same time (Lock and Dunson,
2013); and (iii) COpy Number and EXpression In Cancer (CONEXIC), which is a
network-based Bayesian technique for combining CNV and gene expression data
(Akavia et al., 2010).

5.4.1.3 Network-Based Methods
This method is used to identify the module, a symbolic representation of
disease-related techniques (Vaske et al., 2010; Wang et al., 2014; Bonnet et al.,
2015).

Pathway Representation and Analysis by Direct Reference on Graphical Models (PARADIGM)
This is a graphical model that uses a probabilistic framework for adding a specific
patient’s genetic variation to the conclusion. It incorporates a curated pathway inter-
action between genes (Vaske et al., 2010).

Similarity Network Fusion (SNF) This technique seeks to discover clusters of sub-
groups of patients. By building a network of samples (rather than genomics
features) for each data type, SNF integrates multiple data types and fuses the
resulting networks into a single comprehensive network (Wang et al., 2014).

Lemon-Tree This is an unsupervised approach that focuses on reconstruction of the
(Bonnet et al., 2015) network module. Lemon-Tree helps classify consensus mod-
ules and upstream regulatory programs using ensemble methods after identifying
co-expressed clusters from the expression data matrix.

5.4.1.4 Multi-Step Analysis and Multiple Kernel Learning
Usually, multi-step (or multi-stage) methods are used to find similarities between
data types and then between the different features or phenotypes.

Regularized Multiple Kernel Learning Locality Preserving Projections (rMKL-LPP) With
this approach, it is possible to explore multiple integration of omics data such as gene
expression, DNA methylation, and micro-RNA expression profiles (Speicher and
Pfeifer, 2015). This approach is an extension of Multiple Kernel Learning Dimen-
sional Reduction (MKL-DR).

CNAmet This is a multi-step integration platform for data on gene expression, DNA
methylation and CNV (Louhimo and Hautaniemi, 2011). CNAmet’s essential aim is
to identify characteristics that are either both amplified and up-regulated, or both
erased and down-regulated.

In-Trans Process Associated and Cis-Correlated (iPAC) This is a multi-step process by
which in-cis-related genes can be defined by combining CNV data, gene expression,
and genes associated with in-trans biological processes (Aure et al., 2013).
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5.4.2 Supervised Data Integration

To test the models, supervised methods (Table 5.5) consider the phenotype labels
of samples (disease or normal) and apply machine training approaches. Methods of
supervised data integration are constructed by the knowledge of available known
labels from training omics data.

5.4.2.1 Network-Based Methods
jActiveModules This is a network-based approach that integrates data from
protein-protein interaction, gene expression, and protein-DNA interaction into
the hot-spots (Ideker et al., 2002) underlying network. JActiveModules identifies
the highest-scoring sub-network in a complete network of molecular interactions
via a random sampling method and iterative simulations, which results in a more
biologically interesting performance.

5.4.2.2 Multiple Kernel Learning
Support Vector Machine (SVM) This is a kernel-based data integration framework,
Lanckriet et al. (2004). A particular kernel function that determines similarities
between pairs of entities defines each data set. The kernel functions are then directly
combined using SDP (Semi-definite Programming) techniques, derived from mul-
tiple omics data, to reduce the integration problem to a convex optimization
problem.

5.4.2.3 Multi-Step Analysis
Essentially, this multi-step analysis method is recognized as a two-stage model.
The first-stage model is a regression model designed to divide the data into smaller
segments for gene expression, including the component’s critical methylation,
the main CNV component. From the previous two, no other components are
identified.

Multiple Concerted Disruption (MCD) It allows the incorporation of the status of DNA
methylation, CNV and allelic (loss of heterozygosity) to identify genes that serve
primary pathway nodes as well as genes with prognostic significance (Chari et al.,
2010). As a pioneering work in the field of data integration, by integrating paral-
lel analysis into genomic and epigenomic layers, MCD offers a biologically accept-
able way of wisely choosing genes. It is a filtering stage to finalize a community
of genes.

Anduril This is a tool in bioinformatics designed to deliver integrative results in a
study for biologists to better understand data from different platforms (Ovaska et al.,
2010). It is a versatile analytical tool that helps integrate multiple data formats to
determine genes and loci with a high survival effect.

5.4.3 Semi-Supervised Data Integration

The semi-supervised integration method is situated between supervised and
unsupervised methods (Table 5.6). It takes two samples, labeled and unlabeled, to
develop learning algorithms.



Table 5.5 Supervised data integration tools.

Method Data type Output Stat method FS method Reference

ATHENA EXP, CNV, MET,
miRNA

Final model with patient
index

Grammatical
Evolution Neural
Networks(GENN)

Neural Networks (Kim et al., 2013b)

jActiveModules EXP, PPI, protein-DNA
interactions

Sub-network (network
hotspots)

Network simulated
annealing

NA (Ideker et al., 2002)

Network propagation Gene expression,
mutation, PPI

Propagated network
relative to differential
expression of genes

Network NA (Ruffalo et al., 2015)

SDP/SVM EXP, protein sequence,
protein interactions,
hydropathy profile

Linear classifier
depending upon on the
combination of kernels

SDP/SVM Recommends
CCA (canonical
correlation
analysis)

(Lanckriet et al., 2004)

FSMKL EXP, CNV, Clinic
features (ER status)

Linear classifier
depending upon on the
combination of kernels.

Multiple kernel
learning

SimpleMKL
(gradient descent
method)

(Seoane et al., 2013)

iBAG Multi-data Subset of genes Multi-step analysis Bayesian (Jennings et al., 2013)

MCD MET, CNV, LoH Subset of genes Multi-step analysis NA (Chari et al., 2010)

Anduril EXP, MET, miRNA,
exon, aCGH, SNP

Comprehensive report Multi-step analysis NA (Ovaska et al., 2010)
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Table 5.6 Semi-supervised data integration tools.

Method Data type Output
Stat
method

FS
method Reference

GeneticInterPred EXP, PPI,
protein
complex data

Genetic
interaction
labels

Graph
integration

NA You et al.
(2010)

Graph-based
learning

EXP, CNV,
MET,
miRNA

Patient
scores for
classification
purpose

Graph
integration

NA Kim et al.
(2013a)

5.4.3.1 GeneticInterPred
This is a method for predicting genetic interactions by integrating data interactions
between protein-protein, protein complexes, and gene expression (You et al., 2010).
Multi-level genomics data sources (including CNV, gene expression, methylation,
and miRNA expression) using graph-based SSL (Kim et al., 2013a) are used for the
molecular classification of clinical outcomes in another pilot process.

5.5 AI Drug Discovery

Drug discovery is a very lengthy process comprising of four major steps. (i) Selection
of proper target and validation; (ii) compound screening; (iii) preclinical studies;
(iv) clinical trials. Many pharma-companies are involved in discovering new drugs,
but 90% of all drug discovery programs are failing. Due to huge amount of data
available in medical and health care industry, AI plays a big role in data integra-
tion and interpretation. AI helps to determine drug targets, find expected molecules
from data libraries, provide suggestion for chemical and physical modifications, etc
(Table 5.7). The first drug (named DSP-1181) designed by Professor Andrew Hop-
kins of Exscientia using AI is in Phase I trials. This drug was developed for the
treatment of obsessive-compulsive disorder during a joint venture between Exsci-
entia and Sumitomo Dainippon Pharma. Usually, it takes about five years for drug
production to get to trials, but AI only required one year for the purpose. From this
example, and numerous other new initiatives, we can say that AI has huge potential
to be implemented successfully in health sectors.

5.5.1 AI Primary Drug Screening

5.5.1.1 Cell Sorting and Classification with Image Analysis
AI is good at image recognition. For the classification of target cells we can use
AI-based technology. We train AI models quickly, and then the model can recog-
nize the different features of cell types. As an example, the classification of cancer
cells. Least square support vector machine (LS-SVM) shows the highest accuracy
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Table 5.7 List of AI-based computational tools for drug discovery.

Tools Description Reference

AlphaFold Protein 3D structure prediction.
Chemputer A more structured format for documenting

chemical synthesis procedures.
Steiner et al. (2018)

DeepChem A Python-based AI platform for
predictions of drug discovery tasks.

Ramsundar et al.
(2019)

DeepNeuralNet-
QSAR

Molecular activity predictions. Xu et al. (2017)

DeepTox Toxicity predictions. Mayr et al. (2016)
DeltaVina A scoring feature for protein-ligand

binding affinity re-scoring.
Wang et al. (2017)

Hit Dexter ML models for molecule prediction that
could react to biochemical assays.

Stork et al. (2019)

Neural Graph
Fingerprints

Prediction of properties for novel
molecules.

Duvenaud et al.
(2015)

NNScore For protein-ligand interactions, a neural
network-based scoring mechanism.

Durrant and
McCammon (2011)

ODDT A robust chemoinformatics and molecular
modelling toolkit.

Wójcikowski et al.
(2015)

ORGANIC A powerful method for molecular
generation to build molecules with desired
characteristics.

Sanchez-Lengeling
et al. (2017)

PotentialNet Ligand-binding prediction of affinity on
the basis of a convolution Neural Network
(CNN).

Feinberg et al. (2018)

PPB2 Poly-pharmacology prediction. Awale and Reymond
(2018)

QML A Python toolkit for quantum ML.
REINVENT Utilizing RNN (recurrent neural network)

and RL (reinforcement learning),
molecular de novo architecture.

Olivecrona et al.
(2017)

SCScore A scoring feature for the assessment of a
molecule’s synthesis complexity.

Coley et al. (2018)

SIEVE-Score An improved method of structure-based
virtual screening via
interaction-energy-based learning.

Yasuo and Sekijima
(2019)

for regression and classification techniques. Image activated cell sorting (IACS) is
used to calculate the mechanical, optical and electrical properties of cells for flexi-
ble cell sorting. Recently, AI was used to interpret computerized electrocardiography
(ECG). Available digital ECG data and deep learning (DL) can significantly enhance
the accuracy and scalability of automated ECG analysis.
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5.5.2 AI Secondary Drug Screening

5.5.2.1 Physical Properties Predictions
A significant goal in drug design is selecting a drug candidate that displays multiple
desirable properties, particularly bio-availability, bio-activity, and appropriate toxic-
ity. Taking these characteristics into account, the molecular representations used in
an computational drug design algorithm include a molecular fingerprint, a simpli-
fied molecular input line-entry method (SMILES) series, possible energy measure-
ments (e.g. from ab initio calculations), varying weight molecular graphs, Coulomb
matrices, molecular fragments or bonds, and 3D atomic co-ordinates. These inputs
are generally used to train DNN. We use DNN in various stages, namely the gener-
ative and predictive stages. Reinforcement learning (RL) is a very effective method
to predict molecules. We use SMILES in the generative stage of DNN as the input
and train for chemically decent SMILES strings; the properties of the molecules are
trained in the predictive stage. Initially, we train two stages separately with a super-
vised learning algorithm; the bias can be used to predict the result when the two
phases are trained together with rewards or punishment for certain properties.

5.5.2.2 Predictions of Bio-Activity
Small local changes to a drug candidate and its effect on the molecular properties
and bio-activity of the molecule are investigated in the Matched Molecular Pair
(MMP) analysis technique. This method is generally used to study quantitative
structure-activity relationship (QSAR). Three machine learning methods, random
forest, gradient increases engine, and DNNs are used to do a new transformation
into fragments. It is noted that in predicting compound activity, DNN has a better
overall performance than RF or GBM. There are a few methods to predict the
bio-activity of the drug candidate. As an example, Tristan et al. predicted the ‘drug
target site’ signature using a network coding convolutional graph with discrete
chemicals into sustainable space latent vectors (LVS). LVS predicts the model’s
differential affinity and other binding properties.

5.5.2.3 Prediction of Toxicity
A significant parameter in drug production is the toxicological profile of compounds.
In the preclinical phase, toxicity optimization is a costly and timely task (Blomme
and Will, 2015; Deshmukh et al., 2012). DeepTox (ML algorithm) (Mayr et al., 2016)
(Table 5.1), is delivering good results in Tox21 Data Challenges (Krewski et al., 2010).
In a typical test case, the DeepTox algorithm showed excellent accuracy in predicting
compounds’ toxicology (Mayr et al., 2016).

5.5.3 AI in Drug Design

5.5.3.1 Prediction of Target Protein 3D Structures
Predicting 3D structures of target proteins is the most important thing for
structure-based drug discovery (Chan et al., 2019, 2018). Now, many researchers
are designing new drug molecules according to the 3D chemical environment and
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structure of a target protein’s ligand-binding site. The AI tool AlphaFold is used to
anticipate the 3D structure of a protein drug target and performed superbly well
in a recent Crucial Assessment of Protein Structure Prediction contest. AlphaFold
correctly predicts 25 out of 43 structures using only the primary protein sequence.
To find structures in line with the prediction, AlphaFold investigates the protein
structure landscape.

5.5.3.2 Predicting Drug-Protein Interactions
A hybrid method of molecular mechanics (MM) is useful in drug discovery for
predicting protein-ligand (drug) interactions. These methods take into account the
quantum effects at the atomic level of device simulation, thereby providing better
precision than classical MM methods. The application of QM calculations to AI
methods requires trade-offs between QM precision and MM’s time-cost model.

5.5.4 Planning Chemical Synthesis with AI

5.5.4.1 Retro-Synthesis Pathway Prediction
Retro-synthesis is a design method used for organic synthesis. AI has given us the
facility (Coley et al., 2018) to find an appropriate chemical synthesis pathway for the
drug candidate once it has been digitally screened for its possible bio-activity and
toxicology profile. It is now possible to use the trained ML method on empirical data
(i) to predict the transformation probability in a certain branching position and (ii)
help with the selection of random steps. For a molecules retro-synthesis that has
been submitted for analysis, this node is operated iteratively to find the transforma-
tion with the highest score and will eventually identify a possible precursor to full
reaction pathways.

5.5.4.2 Reaction Yield Predictions and Reaction Mechanism Insights
ML algorithms are very effective for predicting the outcome of a reaction on the
basis of the reactant molecule’s physical and chemical properties. Predicting the
outcome of a complex chemical reaction has been a major challenge. Quantum
chemistry techniques can theoretically solve this problem such as the Hartree-Fock
method, density functional theory, and semi-empirical approaches. Several studies
have recently been published in this field using AI algorithms to automate, boost,
and generalize yield prediction. Doyle and Dreher say that ML can be used to
predict the outcome of the BuchwaldHartwig coupling reaction.

5.6 Medical Imaging Data Analysis

Disease diagnostic imaging such as Magnetic Resonance Imaging (MRI), X-Ray,
Computed Tomography (CT), and Ultrasound plays an important role in health
care. Nowadays, ML and AI techniques are widely used in clinical practice (Allison
et al., 2006). AI/ML techniques help to detect and classify different kinds of disease.
Segmentation is an important image analysis task to detect abnormalities in organs
and body parts. Intelligent search techniques like Particle Swarm Optimization
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(PSO) and Glowworm Swarm Optimization (GSO) have been successfully applied
to the segmentation of medical images (Aerts, 2017). Recently, applications of DL in
image classification, segmentation, registration, and object detection have gained
in popularity because of higher success rates than traditional ML techniques.

Brain MRI segmentation is an significant medical image analysis technique
for brain lesion detection. Multi-level thresholding is a segmentation method in
which suitable threshold values are selected to separate the tumors from healthy
tissues in the brain. Allison et al. (2006) developed a segmentation method in which
Grammatical Swarm was used to search the threshold values through entropy
maximization for lesion and tumor detection. Unsupervised methods such as
clustering techniques are widely used in brain MRI segmentation. Aerts (2017)
developed a hard-clustering technique with generalized opposition-based GSO for
lesion segmentation in brain MRI. T. Si et al. developed artificial neural network
(ANN)-based supervised segmentation method using extracted statistical features
from brain MRIs. In this study, a classifier was developed using Grammatical Bee
Colony to segment the brain lesions in MRI; the stationary wavelet features of MR
images are used as inputs to the classifier. Breast cancer causes a huge number
of the deaths from cancers in women. Dynamic contrast-enhanced (DCE)-MRI
is used for detecting lesions and tumors in the breast and the characterization of
lesions as benign or malignant. In studies, the statistical learning model Markov
Random Field (MRF) is generally used to segment the breast lesions in DCE-MRI.
K.S. Sim et al. developed a computer-aided detection auto-probing (CADAP) system
to detect breast lesions using a spatial-dependent discrete Fourier transformation.
A. Gubern-Mérida et al. used an expectation-maximization (EM) method for
fibroglandular tissue segmentation in the breast area. H. Jiao et al. applied a deep
convolution neural network for automatic breast segmentation and mass detection
in DCE-MRI. Wang et al. suggested a way to identify the breast into fatty, glandular,
tumor and muscle in DCE-MRI using a SVM. Miotto et al. (2017) proposed a
hybrid intelligent system using a type-II fuzzy set, pulse coupled neural network
(PCNN), and SVM to classify breast MRIs into cancer or not cancer. Zhou. et al.
(2017) proposed a tumor classification method in breast DCE-MRI using textural,
wavelet features and a committee of SVM. A mask-guided hierarchical system was
developed using CNN for breast tumor segmentation in DCE-MRI by Wang (2016).

5.6.1 Analysis: Radio-Mic Quantification

In radiology, AI can perform a comprehensive quantification of a network’s
characteristics. This method can convert 3D radiology image descriptors to
high-dimensional phenotypes. This approach, called radio-mics, uses engineered
features and/or in-depth learning.

5.6.2 Analysis: Bio-Marker Identification

To classify highly predictive/prognostic bio-markers, quantitative analysis of medi-
cal image data requires the mining of vast numbers of imaging features. Biomarker
identification and analysis is important for diagnosis of complex diseases.
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5.7 Applying IoT (Internet of Things) to Biomedical
Research

5.7.1 IoT and IoMT Applications for Healthcare and Well-Being

5.7.1.1 Wireless Medical Devices
Wireless and sensor networks and devices are rapidly increasing. These types of
networks and devices provide automated, continuous, and real-time physiological
signal measurement and performs unrestricted data processing and functioning as
fundamental components of an intelligent health solution. Vital elements such as
blood pressure, skin conductance, heart rate variability, body temperature, breath-
ing rate, blood sugar, oxygen saturation, and related activities can be monitored
and measured using properly chosen sensors that can be placed on clothing or
directly on the body. Various sensor technologies can be used to calculate human
physiology at any given point (Jeong et al., 2019). It is easy to measure the pulse rate,
which has become a routine measure, from the PPG signal (photoplethysmography)
(Mendelson et al., 2013). IoT is playing a big role in the healthcare industry in
different ways.

5.8 Conclusions

Here, we provided a comprehensive review of the computational tools and online
resources for high-throughput biomedical data analysis. We have discussed com-
putational methods for ScRNA sequencing, multi-omics data integration, AI drug
discovery processes, medical imaging data analysis, and the application of IoT in
healthcare. We described the fundamental biological terms. Next, we provided
the categories of various research problems in health care systems. Third, we
demonstrated computational methods for different high-throughput sequencing
data (including traditional bulk sequencing profile, single cell sequencing data,
micro-array data, drug-cell line interaction data as well as medical imaging data).
Finally, we provided different categories of IoT methods/applications for the
aforementioned problems.
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6.1 Introduction

Cancer is one of the deadliest diseases worldwide. According to the World Health
Organization (WHO) (Ferlay et al., 2015), there are more than 10 million new cases
reported each year. Cancer affects nearly every household, although cancer types
are prevalent in varying geographical areas. One example is breast cancer, which is
the most prevalent type of cancer in women worldwide, with 1.7 million new cases
diagnosed in 2012 (Ferlay et al., 2015). Therefore, prevention strategies are needed
to address this issue. Identifying the risk factors of breast cancer is crucial, since it
allows physicians to consult with their patients about the associated risks. Accord-
ingly, physicians can recommend precautionary actions.

Data mining can be described as extracting implicit, concealed, and valuable
knowledge from a massive amount of data (Han et al., 2001). Data mining encom-
passes several different techniques. Rule mining is a method provides mining
knowledge in the form of rules, which are easily understood (Rahman et al., 2012).
Association rule mining (ARM) (Agrawal et al., 1993) is a particular category of rule
mining that was introduced in 1993 and widely used in industry as a “market-basket
analysis”. The goal is to discover knowledge in the form of rules that tracks customer
buying patterns. By applying this systemic method, some items can be inferred,
given the appearance of other items in a transaction (Aggarwal and Yu, 1998).
Such knowledge is beneficial for decisions such as buyer targeting, shelving, and
advertisements. In a market-basket analysis, one rule could be ((item = milk, item
= sugar, item = bread) =>(item = butter)). This rule indicates that if a customer
purchases milk, sugar, and bread, it is most probable that the customer will likewise
buy butter. The association rule technique has also been applied to several domains,

*Corresponding Author: Md Faisal Kabir; mpk5904@psu.edu
1Analysis of Breast Cancer Risk Factor Data.

Applied Smart Health Care Informatics: A Computational Intelligence Perspective, First Edition.
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in particular the medical domain (Kabir et al., 2018; Khalilian and Tabibi, 2015;
Ordonez et al., 2000; Stilou et al., 2001).

We will first discuss the discovery or significant rules for breast cancer patients
with a focus on ethnic groups. Foretelling the risk of breast cancer is an essential
issue for clinical oncologists. A reliable prediction will help oncologists and other
clinicians in their decision-making process and allow doctors to choose the most
reliable and evidence-based therapy. Moreover, the best prevention procedures for
patients can be identified.

Classification is a supervised learning technique that groups unknown or test data
into a finite set of classes by learning an objective function that maps independent
attributes into one of the target classes (Kabir and Ludwig, 2019; Agrawal et al.,
1992; Rahman et al., 2014). The objective function is referred to as the classification
model. Classification is applied to many different fields with the aim of generating
the best performing model by experimenting with different classification algorithms.
The usual procedure for achieving better performance of a data set is to use a single
classifier. However, a single classifier usually does not provide the best performance,
so researchers have looked at different techniques to address this. For example, mul-
tiple models could be used for the classification task. Researchers have been using
Bagging and Boosting ensemble methods in many areas to obtain a better perfor-
mance (Kaur and Batra, 2017; Gibbons et al., 2017; Silwattananusarn et al., 2016).
Lately, a technique called super-learning or stacking has been introduced that aggre-
gates several algorithms to obtain a better predictive model (Kabir and Ludwig, 2019;
Laan; Van der Laan and Rose, 2011).

Second, we will apply a super-learning technique to the data set. The super learner
uses three machine learning algorithms, namely gradient boosting machine (GBM),
random forest (RF), and deep neural network (DNN). The generalized linear model
(GLM) is used as the meta-learner (Vanerio and Casas, 2017; Aiello et al., 2016).
Performances of the super learner and the individual base learners were compared.

After the introduction 6.1, we will describe the background or related work for this
study in 6.2. The motivation and contribution of our work are outlined in 6.3. The
description of the data used for this research is stated in 6.4 and the methodology in
6.5, where we demonstrate our proposed approaches. In 6.6, we describe our experi-
ments. In particular, the evaluation criteria of the classification model and the super
learner’s results are shown and presented along with a discussion 6.6.3, where we
summarize our studies and limitations. In 6.7 is a summary to conclude our findings
and present future work directions.

6.2 Background

Researchers have investigated breast cancer risk factors to find relationships among
them; they have also developed various breast cancer risk prediction models
(Hou et al., 2013; Gail et al., 1989; Barlow et al., 2006; Gauthier et al., 2011).
Hou et al. (2013), used statistical methods to examine the relationship between
hormone replacement therapy (HRT) and breast cancer risk, and they found that
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HRT increased the risk of breast cancer. Gail et al. (1989) used the Gali model to
assess the number of breast cancer cases for white women examined annually.
Barlow et al. (2006) used identified breast cancer risk factors to describe the model.
Furthermore, a data mining approach named k-nearest-neighbor (KNN) is applied
to determine the breast cancer risk score that ultimately improves the readability
for physicians and patients (Gauthier et al., 2011).

A data mining technique called association rule mining (ARM) has been applied to
the medical field to extract knowledge in the form of rules from the data. Khalilian
and Tabibi (2015) used the ARM-based technique to find co-occurrences of infec-
tions carried by a sufferer from a healthcare database. The method collected data
from a patients’ healthcare repository from which association rules were discovered.
The researcher also investigated class ARM, a variation of the ARM technique, to
discover the characteristic features (Li et al., 2001). By definition, an ARM is a sub-
set of association rules with the particular classes as their consequences (Paul et al.,
2014a). If we assign a very low support value in traditional ARM, then the class ARM
will generate overfitting rules for a frequent class. On the other hand, if we specify a
very high support value, then an insufficient number of rules for an infrequent class
will be generated. This issue can be avoided in the class ARM as mining is performed
based on the target class, and thus, the algorithm is not affected by the unbalanced
proportion between the classes. As an example, Kabir et al. (2018) produced valuable
rules from risk factor data for both breast cancer and non-breast cancer patients.

There are ethnic and/or racial inequalities in cancer occurrence and survival.
Racial differences in cancer can include socioeconomic standing and health care
access. Ethnicity concerns the different cultural, socioeconomic, and religious
properties including customs, language, diet, and cultural identity (abu), all of
which are linked to lifestyle and behavioral factors that can lead to cancer dispari-
ties by ethnic status (Gupta et al., 2012). As physically similar ethicities are often
socially grouped into races, genetic differences due to ancestry may appear to be
racially linked. Cancer survival can also be affected at the epigenetic level due to
the distinct phenotypic features, drug metabolism, and disease susceptibility (Heyn
et al., 2013). For example, triple-negative breast cancer (ER-, PR-, HER2-), one
of the most disruptive forms of breast cancer, is significantly more prevalent in
Black women (20 to 50%) than other races and/or ethnicities (9 to 15%) (Agboola
et al., 2012; Clarke et al., 2012). Genetic factors also contribute to differences in the
cancer susceptibility of the Black population compared to white people in the US
(Yao et al., 2013).

In the first part of this chapter, we discovered hidden but significant rules for peo-
ple with breast cancer based on their ethnic group. Rules of breast cancer patients
from different ethnic groups can help physicians decide and familiarize patients
about risk factors. Also, physicians can warn patients regarding the possible hazards
of developing breast cancer. In this way, a prevention plan for particular ethnicities
can start in the initial disease progression step.

Machine Learning (ML) techniques have been applied in the medical field to
inform decision-making processes. For instance, to predict cancer risk. Kabir
and Ludwig (2018) applied classification methods. The authors also used various
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resampling approaches on the training data as risk factor data often have an unequal
proportion of cancer and non-cancer cases.

Ensemble techniques have been applied in different fields, including the medical
field, to obtain more reliable predictive performance (Kaur and Batra, 2017; Gibbons
et al., 2017; Silwattananusarn et al., 2016). Researchers also use a super learning
method that aggregates a group of learning algorithms (Laan; Van der Laan and
Rose, 2011). Kabir and Ludwig (2019) used two different forms of super learner (SL);
the first SL consisted of two base learners, and the other of three algorithms. The
authors showed that the SL with three base learners performed better than the one
with two base learners and all individual ML algorithms that they applied for their
research. The authors used four popular data sets to assess the performance of their
techniques.

In the second part of this chapter, we present a SL technique with three ML algo-
rithms, specifically GBM, RF, and DNN; GLM was selected as a meta-learner (Vane-
rio and Casas, 2017; Aiello et al., 2016). We compare the performance of the SL
with the individual base learners; it showed that our SL method provides satisfactory
results over the individual algorithms considered.

6.3 Motivation and Contribution

Breast cancer is the most deadly type of cancer in women worldwide; 1.7 million new
cases were diagnosed in 2012 (Ferlay et al., 2015). Preventing breast cancer through
a quantified risk assessment is of significant concern to lessen its impact on society.
Identifying breast cancer risk factors to reduce ethnicity- or race-based disparities
is essential. Physicians can then familiarize patients with the relevant risk factors
and suggest preventive measures. It is also crucial to extract meaningful knowledge
from these risk factors in a concise form like rules. The obtained rules can be benefi-
cial for better healthcare as medical specialists or other health-related organizations
can develop policies to identify and prevent its impact early. For that reason, this
research applied class ARM and discovered hidden but significant rules for breast
cancer patients of different ethnic groups.

Classification is a common task in the machine learning domain and has been
widely applied to diverse application domains including healthcare. However,
learning algorithms’ performance heavily depends on sufficient qualitative training
data to build an accurate model and predict future or unseen data. Nonetheless, in
real-life settings, especially in the healthcare area, obtaining useful training data
has been a significant challenge in making efficient prediction models that can be
applied in practice. It is more important to understand each problem and select
the appropriate technique carefully to overcome these issues. Researchers are also
using multiple models for a particular problem to obtain better performance. Super
learning is an ML technique that finds the optimal weighted average of diverse
learning models and usually provides a better performance than the individual
base learners. For this purpose, enhancing the performance of classification with
super learning was developed.
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This chapter makes a few contributions towards better healthcare using data min-
ing and machine learning methods. Useful knowledge in the form of rules using
DM techniques have been discovered as breast cancer risk factors of ethnic groups.
These rules will be useful to understand and compare the characteristics of ethnici-
ties as it relates to breast cancer. Moreover, building predictive models utilizing the
SL technique has been investigated to enhance classification models’ accuracy. The
performance of the proposed technique was compared to the individual machine
learning algorithms.

6.4 Data Analysis

6.4.1 Data Description

The data set comprises information from 6 318 638 mammography examinations
that were collected from the Breast Cancer Surveillance Consortium (BCSC)
database. The data-gathering period ran from January 2000 to December 2009.
More information about BCSC data resources can be found at bcsc-research.org.

6.4.2 Data Preprocessing

In the BCSC risk factor data set, the total number of cases is 1 144 565, with
13 attributes or features. For simplicity, we dismissed records having at least one
missing value, which was denoted by 9 in the data set. We also removed the calendar
year of the observation. After discarding these instances and column, there are
219 524 usable records with 12 features. Detailed preprocess steps of the BCSC risk
factor data set are illustrated in Kabir et al. (2018). After further preprocessing, there
were 11 attributes with 1 015 583 instances. Among these, the number of breast
cancer patients and non-breast cancer patients are 60 800 and 954 783, respectively.
Attribute distributions for the risk factor data can be found in Kabir et al. (2018).

6.4.3 Further Preprocessing for Ethnic Group Rule Discovery
with Multiple Consequences

Our goal is to extract hidden, but useful, information in the form of rules for breast
cancer occurrence across ethnic groups from the risk factor data set. For that,
we merged two attributes named breast cancer history (where the value is Yes
- meaning we are considering breast cancer patients) and patient race/ethnicity
attribute (race-cancer-history). The distribution for this combined attribute group is
shown in Table 6.1. For instance, the Non-Hispanic-White-Yes value of the attribute
race/ethnicity represents breast cancer patients in the non-Hispanic white group.

6.4.3.1 Transaction-Like Database for Association Rule
For association and class ARM, the data set is changed into a transaction-like
database. For example, for a feature such as BMI_group there were a total of four

bcsc-research.org
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Table 6.1 Distribution of breast cancer patients
based on race or ethnicity.

Race or ethnicity
Number of
individuals

Non-Hispanic-White-Yes 54869
Asian_or_Pacific Islander-Yes 1867
Hispanic-Yes 2028
Other_or_Mixed-Yes 1055
Non-Hispanic-Black-Yes 736
Native-American-Yes 245

values, namely 10 to 24, 25 to 29, 30 to 34, and 35+. These four attributes were
produced subsequently with values “Yes” or “No”. For example, if an individual’s
BMI_group (say 22.58) lies within the range of 10 to 24, then the value of the
corresponding column (10 to 24) would be “Yes”; the values in the rest of the BMI
columns would be “No”. The process continues for other attributes, and in sum,
44 columns are produced. So, after converting the data set into a transaction-like
database, there were 44 items and 60 800 instances for class association rule mining.

6.4.4 Classification Data Set

For the classification model, we considered both breast cancer and non-breast can-
cer patients. As discussed in the preprocessing data section, there are 60 800 breast
cancer and 954 783 non-breast cancer patients with 11 attributes. Amidst those 11
columns, a “prior breast cancer” value of “Yes” or “No” is considered a response, or
class attribute; the remaining 10 features are recognized as predictors. For classifica-
tion, 80% of the data was selected for the training, and the remaining 20% kept as a
test set (Kabir and Ludwig, 2018). The stratified shuffle split method from (sklearn)
was applied as it conserves the proportion of samples for each group, which is vital
for imbalanced data. It is worth mentioning that sci-kit-learn is a machine learning
library for the Python programming language.

The total number of training examples were 812 466 with 48 640 breast cancer and
763 826 non-breast cancer patients. The total number of test instances were 203 117
having 12 160 breast cancer patients and 190 957 non-breast cancer individuals.

The risk factor data have imbalanced characteristics, which indicate that the data
have an uneven distribution between the cancer and non-cancer patients; for that
reason, the training data has been modified with multiple resampling techniques
(Kabir and Ludwig, 2018). Resampling techniques change the data to adjust class
distributions before using it to train the classifier. The process is usually performed
by eliminating some instances from the majority class or adding more to the minor-
ity class. For the classification task in this study, we selected training data that has
been modified using the synthetic minority over-sampling technique (SMOTE) and
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Table 6.2 Training data obtained by applying SMOTE and ENN.

Resampling technique Class= yes Class= no Total instances

SMOTE + ENN 437 256 658 167 1 095 423

then reduced using the nearest neighbor (ENN) method. SMOTE generates synthetic
minority examples by linear interpolation between neighbors in the input space to
adjust the class distribution. ENN is a procedure of under-sampling the majority
class. It eliminates examples whose class labels deviate from most of its k nearest
neighbors (More, 2016). The distribution of the training data that were obtained by
applying SMOTE followed by ENN is shown in Table 6.2.

6.5 Methodology

In this section, we first used class ARM on modified risk factor data, discussed in
6.4.3 and 6.4.3.1 to extract useful rules for breast cancer from across ethnic groups.
After that, we applied the ensemble technique (SL) to the BCSC risk factor data as
discussed in 6.4.4.

6.5.1 Association Rule Mining

ARM is an important technique for generating and discovering knowledge from
a large database. Detailed information on generating association rules along with
important measures can be found in Han et al. (2001) and Kabir et al. (2018).
Rules can be discovered from data sets by specifying particular classes as their
consequence, which is a class association rule technique.

The purpose of a class ARM is to apply exhaustive exploration procedures to
attaining rules with the target variable as their outcomes that satisfy minimum
support and confidence (Paul et al., 2014b). The appropriate value of minimum
support and confidence is essential for producing rules; having a value that is too
low can generate many rules; using a very high value, however, we may miss rare
but valuable rules. More information about class association rule techniques and
their usage is available in Kabir et al. (2018) and Paul et al. (2014b). In this research,
we applied class ARM and discovered significant rules for breast cancer patients
belonging to different ethnic groups. Note that here we have extracted rules with
two attributes/items in the consequent at the same time. We merged two attributes
into one, namely race-cancer-history, that indicates breast cancer patients of a
particular ethnic group; discussed in 6.4.3. As we consider non-Hispanic white,
Hispanic, and Asian/Pacific Islander in the class association rule mining process,
we ran the algorithm with the consequent value as any of these three values along
with specified support and confidence values. For instance, during rules generation
for the non-Hispanic white group, we set the consequent as “race-cancer-history =
non-Hispanic-White” along with other important measures.
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Rules for breast cancer patients from different ethnic groups can be useful for
physicians or primary care providers to make decisions. An ethnicity-based preven-
tion plan or process can begin in the initial stage of disease progression.

6.5.2 Super Learning

SL or stacked ensemble generally consists of two or more machine learning (ML)
techniques. It is a cross-validation-based technique for incorporating ML methods
that generally provide better performance than those of the base algorithm (Laan;
Van der Laan and Rose, 2011). The first step of the SL technique is to specify base
learners or ML algorithms (say L base learners) and a meta-learning algorithm. The
next step is to train the ensemble, which has the following main functions:

● Train all of the defined ML algorithms, also called base learners (L), on the training
data.

● Perform K-fold cross-validation (CV) on each of these base learners or classifica-
tion algorithms and collect the cross-validated predicted values from the K-fold
CV conducted on each of the L learners.

● From each L, the M cross-validated predicted values are collected and merged to
form a new M X L matrix. The matrix and the real class vector are called the level-1
data. Here, M indicates the number of samples or examples in the training data.

● Train the meta-learning algorithm on the level-1 data. The ensemble-model
includes the L classification algorithms and a meta-learning model, which can
then be used to generate predictions on a test set or new samples.

The third and final step is to predict new or unknown data. For that, predictions
from all base learners are produced and fed into the meta-learner.

Detailed information and applications of SLs can be found in Laan, Kabir and
Ludwig (2019), Nykodym et al. (2016), and LeDell (2016). A concept diagram of the
SL approach for this research is shown in Figure 6.1.

6.5.2.1 Ensemble or Super Learner Set-Up
For this research, first of all, three well-known machine learning algorithms were
specified as base learners: gradient boosting machine (GBM), random forest (RF),

Meta-learner

Generalized Linear
Model (GLM)

Base learner - 3

Deep Neural Network (DNN)

Base learner - 2

Random Forest (RF)

Base learner - 1

Gradient Boosting Machine (GBM)

Level 0 Level 1

Output value

Training data

Training data

Training data

Figure 6.1 Super learner concept diagram (Kabir and Ludwig, 2019).
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Table 6.3 Default parameter values for corresponding
base learners.

Base learner Hyper-parameter default values

GBM learn_rate: [ 0.1 ]
sample_rate: [ 1.0 ]
col_sample_rate_per_tree: [ 1.0 ]
max_depth: [ 5 ]

RF sample_rate: [ 0.63 ]
col_sample_rate_per_tree: [ 1.0 ]
max_depth: [ 20 ]

DNN activation: [ rectifier ]
hidden: [ 200 200 ]
l1: [ 0.0 ]
l2: [ 0.0 ]

and deep neural network (DNN) (Vanerio and Casas, 2017). The generalized linear
model (GLM) was selected as a meta-learner (Vanerio and Casas, 2017; Aiello et al.,
2016). After that, we trained all individual ML techniques, namely GBM, RF, and
DNN. On each of these learning algorithms, the default parameters available in H2O
were used (Aiello et al., 2016). A 10-fold CV was done on each of these algorithms;
the CV prediction parameter was defined as “True”. The target column or the class
value for risk factor data was binary so the Bernoulli distribution was selected. From
the above three base learners, the cross-validated predicted values were collected
from 1 015 583 training samples to form a 1 015 583× 3 matrix. This matrix and the
real class vector of the training data are referred to as level-1 data for our research.

Following that, we trained the meta-learning algorithm named GLM on the
level-1 data. The ensemble-model included the three classification algorithms and
the meta-learner to produce estimates on a test set or new samples.

In Table 6.3 the important parameters (default values) for each base learner are
listed.

6.6 Experiments and Results

Results obtained using a class association rule are presented in this section. Crucial
rules for breast cancer patients according to ethnicity are produced by selecting a
suitable value of support and confidence. The interpretations of a few crucial rules
are explained in this section – as are the evaluation measures for the classification
model and the results obtained from SL. vc For data preprocessing, we applied Java
and Python programming languages. For class association rule mining, we used the
“arules” package available in R programming. For the classification task, we used
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H2O, which is considered the leading open-source ML and AI platform (Aiello et al.,
2016). The Python programming language was used for the implementation in H2O.

6.6.1 Rules Discovery

Our objective is to generate characteristics of patients as a form of rules from a
particular race/ethnic background with prior breast cancer. For this, we discovered
rules applying the class ARM technique with the specified support and confidence.
We also marked the consequence of a rule (Race:cancer_history) to get our target
rules that depict the individual who has breast cancer and a particular race/ethnic
background. From the distribution of breast cancer patients in the race/ethnic
groups shown in Table 6.1, we can see that there are very few breast cancer patients
of native-American, non-Hispanic-Black, and other-or-mixed race/ethnicity in
the BCSC risk factor data set; these groups were eliminated from the rule mining
process. In the rule mining process, we consider breast cancer patients for the
non-Hispanic white group as well as Hispanic and Asian/Pacific islander.

6.6.1.1 Rules of Breast Cancer Patients Based on Ethnic Groups
After several experiments, the support and confidence values were assigned to
0.005% and 80%, respectively, and we obtained five rules. Here, we specified the
consequent value “Asian_or_pacific_Islander_Yes”, to obtain the rules of breast
cancer patients having Asian_or_pacific_Islander ethnic group. These rules are
shown in Table 6.4 while the scatter plot of these rules sorted by lift value is shown
in Figure 6.2.

For breast cancer patients in the Hispanic group, after several experiments, the
support and confidence values were specified to 0.005% and 85%, respectively, and
we obtained five rules. Here, we assign the consequent “Hispanic_Yes” to obtain
breast cancer patients’ rules belonging to the Hispanic ethnic group. These rules are
displayed in Table 6.5, while the scatter plot of those rules is illustrated in Figure 6.3.

For breast cancer patients of the non-Hispanic white group, the assigned support
and confidence values were 30% and 90%, respectively; we obtained 23 rules. Here,
we specified the consequent or class value as “Non-Hispanic-White-Yes” to obtain
the rules of breast cancer patients in the non-Hispanic white group. The scatter plot
of these 23 rules are shown in Figure 6.4, while the top five rules sorted by the lift
value are shown in Table 6.6.

6.6.1.2 Interpreting Rules
We can interpret rule 1 in Table 6.4 as “If a person’s age is between 30 and 34 with no
breast cancer in first degree relatives, their first menstrual cycle occurred before the
age of 12 years, they have not had children, their breast tissue is heterogeneously
dense, and their BMI is between 10 and 25, then an individual belonging to the
Asian/Pacific islander race/ethnicity group may be a breast cancer patient”.

Rule 1 in Table 6.5 can be interpreted as “If a person’s age is between 18 and 29,
they had their first child between 20 and 24 years old, and their BMI is between 25
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Table 6.4 Discovered rules using the class association rule method (consequent =
Asian-or-pacific-Islander-Yes) with corresponding support and confidence.

SL Rules Supp. (%) Conf. (%) Lift

1 {Age_group=age_30_34, First_degree_relative=No,
Age_menarche=Age_less_12, Age_first_birth=Nulliparous,
BIRADS_breast_density=Heterogeneously_dense,
BMI_group=10-to-lessThan_25} 0.005 100 32.57
=>{Race_cancer_history=Asian_or_pacific_Islander_Yes}

2 {Age_group=age_40_44, First_degree_relative=No,
Age_first_birth=Age_greater_equal_30,
biopsy=No} 0.005 80 26.05
=>{Race_cancer_history=Asian_or_pacific_Islander_Yes}

3 {Age_group=age_30_34, Age_menarche=Age_less_12,
Age_first_birth=Nulliparous,
BIRADS_breast_density=Heterogeneously_dense,
BMI_group=10-to-lessThan_25} 0.005 80 26.05
=>{Race_cancer_history=Asian_or_pacific_Islander_Yes}

4 {Age_group=age_30_34, Age_menarche=Age_less_12,
First_degree_relative=No, Age_first_birth=Nulliparous,
BIRADS_breast_density=Heterogeneously_dense} 0.005 80 26.05
=>{Race_cancer_history=Asian_or_pacific_Islander_Yes}

5 {First_degree_relative=No, HRT=No,
Age_menarche=Age_greaterEqual_14,
Age_first_birth=Age_greater_equal_30,
Menopaus=post_menopausal, biopsy=No,
BMI_group=10-to-lessThan_25} 0.005 80 26.05
=>{Race_cancer_history=Asian_or_pacific_Islander_Yes}

and 30, then there is a very high chance that a Hispanic person could have breast
cancer”.

Similarly, we can describe rule 1 in Table 6.6 as “If a individual’s breast density
is scattered fibroglandular dense, post-menopausal with no records of hormone
replacement therapy, and no previous breast cancer biopsy, then a non-Hispanic
white person may be a breast cancer patient”.

6.6.2 Evaluation Criteria of Classification Model

Several evaluation metrics were considered, like accuracy, precision, sensi-
tivity/recall, and specificity (Fawcett, 2006) to measure the super learner’s
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Figure 6.2 Scatter plot of the five rules for breast cancer patients in the Asian/Pacific
islander group with specified support, confidence, and lift values.

Table 6.5 Extracted rules using the class association rule technique (consequent =
Hispanic-Yes) with corresponding support and confidence value.

SL Rules Supp. (%) Conf. (%) Lift

1 {Age_group=age_18_29, Age_first_birth=Age_20_24,
BMI_group=25-to-lessThan_30} 0.005 100 29.98
=>{Race_cancer_history=Hispanic_Yes}

2 {Age_group=age_30_34, Age_first_birth=Age_20_24,
BIRADS_breast_density=Extremly_dense} 0.005 100 29.98
=>{Race_cancer_history=Hispanic_Yes}

3 {Age_group=age_18_29, Age_menarche=Age_less_12,
BMI_group=10-to-lessThan_25,
BIRADS_breast_density=Heterogeneously_dense} 0.005 100 29.98
=>{Race_cancer_history=Hispanic_Yes}

4 {Age_group=age_45_49, First_degree_relative=No,
Age_first_birth=Age_less_20, HRT=Yes,
BMI_group=10-to-lessThan_25,
BIRADS_breast_density=Heterogeneously_dense} 0.005 87.5 26.23
=>{Race_cancer_history=Hispanic_Yes}

5 {Age_group=age_65_69, First_degree_relative=Yes,
Age_menarche=Age_greaterEqual_14,
Age_first_birth=Age_less_20, HRT=No,
biopsy=Yes, BMI_group=10-to-lessThan_25,
BIRADS_breast_density=scattered_fibroglandular_densities} 0.005 87.5 26.23
=>{Race_cancer_history=Hispanic_Yes}
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Figure 6.3 Scatter plot of five rules for individuals with breast cancer from the Hispanic
group with corresponding support, confidence, and lift values.
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Figure 6.4 Scatter plot of 23 rules for breast cancer patients in the non-Hispanic white
group with specified support, confidence, and lift values.

performance. These metrics can be computed with a confusion matrix and
employed to assess the model; see Equations 6.1 through 6.4.

Accuracy = TP + TN
TP + FP + TN + FN

(6.1)

Sensitivity∕Recall = TP
TP + FN

(6.2)

Specificity = TN
TN + FP

(6.3)

Precision = TP
TP + FP

(6.4)

Here, TP is the number of positive instances that are classified as positive, TN is
the number of negative samples accurately classified as negative, FN is the number
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Table 6.6 Rules generated using the class association rule technique (consequent set to
“Non-Hispanic-White-Yes”) with corresponding support, confidence, and lift value. Top 5
rules sort by lift values are shown.

SL Rules Supp. (%) Conf. (%) Lift

1 {BIRADS_breast_density=scattered_fibroglandular_densities,
HRT=No, Menopaus=post_menopausal, biopsy=Yes } 37 92 1.02
=>{Race_cancer_history=Non-Hispanic-White_Yes}

2 {BIRADS_breast_density=scattered_fibroglandular_densities,
Menopaus=post_menopausal, biopsy=Yes } 38 92 1.02
=>{Race_cancer_history=Non-Hispanic-White_Yes}

3 {BIRADS_breast_density=scattered_fibroglandular_densities,
HRT=No, Menopaus=post_menopausal } 38 92 1.02
=>{Race_cancer_history=Non-Hispanic-White_Yes}

4 {BIRADS_breast_density=scattered_fibroglandular_densities,
Menopaus=post_menopausal } 39 92 1.02
=>{Race_cancer_history=Non-Hispanic-White_Yes}

5 {BIRADS_breast_density=scattered_fibroglandular_densities,
HRT=No, biopsy=Yes } 40 92 1.01
=>{Race_cancer_history=Non-Hispanic-White_Yes}

of positive observations that were classified incorrectly, and FP is the number of
negative samples that were not classified correctly.

The Area under the Receiver Operating Characteristic curve (ROC) was also con-
sidered (Fawcett, 2006), and a detailed description of this metric can be found in
Kabir and Ludwig (2019). The F1 measure is another popular performance metric
for evaluating classification techniques, which is defined in Equation (6.5)

F1 measure = 2
(

precision × recall
precision + recall

)
(6.5)

The G-mean, which shows the balance between classification performance on
the majority and minority classes, was also considered. This metric consists of both
positive and negative examples. G-mean can be described as the square root of the
product of sensitivity and specificity as shown in Equation (6.6).

G mean =
√

Sensitivity × Specificity (6.6)

6.6.2.1 Super Learner Results
We also conducted a comparison of the SL performance to the individual ML
algorithms (base learners). We applied the SL techniques to the training data
discussed earlier and shown in Table 6.2. To evaluate the model, we applied the test
data set as discussed in 6.4.1. Table 6.7 shows the performance (accuracy, precision,
recall/sensitivity, specificity) of SL and three different ML methods on the test data.
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Table 6.7 Performance (accuracy, precision, recall/sensitivity, specificity) of SL and three
ML techniques on the test data (Bold indicates the best value for each metric).

Algorithms Accuracy (%) Precision (%) Recall/Sensitivity (%) Specificity (%)

GBM 88.92 98.14 89.923 73.20
RF 88.88 98.12 89.12 73.02
DNN 89.50 97.67 91.00 65.95
SL 88.81 98.17 89.77 73.72

Table 6.8 Performance (AUC, F1, and G-mean) of the SL
and three ML algorithms on the test data (Bold indicates
the best value for each metric).

Algorithms AUC F1 G-mean

GBM 0.9234 0.9385 0.8113
RF 0.9198 0.9383 0.8102
DNN 0.7877 0.9422 0.7747
SL 0.9247 0.9378 0.8135

Table 6.8 shows the performance (AUC, F1, and G-mean) of the SL alongside three
ML algorithms on the test data.

Comparing Tables 6.7 and 6.8, if we consider the predictive performance based
on the test data, we noticed that DNN and SL provide the best results. In Table 6.7,
for accuracy and recall, the best values were obtained with DNN. However, the best
values for precision and specificity were obtained using the SL method.

In Table 6.8, the performance measures AUC, F1, and G-means were listed. They
are considered essential metrics for imbalanced data. In the case of F1, DNN pro-
vided the best value, which was slightly higher than the value for SL. However, the
best AUC and G-means values were provided by SL, which were slightly greater than
for the GBM and RF methods and considerably more significant than for the DNN
model.

6.6.3 Discussion

The data mining approach rule discovery, is advantageous as rules can provide
meaningful information in a human-readable manner. The class association
technique used in Kabir et al. (2018) uncovered knowledge in the form of rules for
both breast cancer and non-breast cancer patients from the BCSC risk factor data.
From this information, risk factors associated with breast cancer can be learned.
However, the data can also be disaggregated by race/ethnicity to generate similar
information based on our knowledge of ethnic/racial variations in cancer incidence.
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This paper discussed this issue by identifying relevant information in the form of
rules for three breast cancer patient race/ethnicity groups.

In ML, supervised learning is used to classify the unknown or target class as accu-
rately as possible for each instance in the data. Various classification algorithms have
been applied to breast cancer risk factor data (Kabir and Ludwig, 2018). In this paper,
we attempted to enhance the model’s performance by applying the super learning
model.

The study that we conducted has a few shortcomings. First, the BCSC risk factor
data that we investigated for this research is robust, however, we did not know the
data’s overall quality. Second, there were very few records for breast cancer patients
belonging to native American, non-Hispanic Black, or Other/Mixed race/ethnicity
groups; these groups had to be removed from the rule mining process. In the
rule exploration process, we considered the non-Hispanic white, Hispanic, and
Asian/Pacific islander groups. Among these three groups, the number of records
for Hispanic and Asian/Pacific islander breast cancer patients was insufficient,
compared to records for the non-Hispanic white group.

To address this issue in, we specified multiple support values for the Hispanic and
Asian/Pacific islander groups. We also specified a low minimum support due to the
low record counts for these two groups. Kabir et al. (2018), Liu et al. (1999) applied
the same concept by specifying multiple support values for rare item problems. By
applying the same concept, such as setting a low support value, we were able to
extract rules for both Hispanic and Asian/Pacific islander groups despite their low
number of records in the risk factor data. Although minimum support values were
very low for breast cancer patients of the specified race/ethnicity groups, the con-
fidence value that indicates the rules’ predictive strength was high. Third, we used
resampled training data for a classification model that was obtained using SMOTE
and ENN techniques to correct for the highly imbalanced data set – that is, the
unequal distributions between cancer and non-cancer individuals. Our SL approach
achieved a satisfactory performance.

6.7 Conclusion and Future Work

In this chapter, the class association rule discovery data mining technique and a
ML method called SL were studied on breast cancer risk factors. In the first part of
this study, rules were extracted from distinct race/ethnicity groups of breast can-
cer patients, as it is well-known that there are racial/ethnic disparities in cancer
prevalence. The experimental results revealed that the produced rules held to the
highest confidence level. We also interpreted some crucial rules, showing that they
can be easily understood. Physicians or primary care providers can improve their
decision-making by analyzing these rules. Targeted prevention plans or processes
are also possible for the primary stage of disease or cancer progression. This research
can be improved by discovering additional rules for breast cancer patients belong-
ing to other race/ethnicity groups and for patients with no breast cancer according
to their race/ethnicity.
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Classification is a significant ML task for correctly classifying the target class for
each instance in the data. The second part of this discussion concentrated on enhanc-
ing the classification model’s performance with the SL technique. For a classifica-
tion task, we applied resampling training data that was obtained using SMOTE and
ENN techniques. These resampling methods were performed as the data set used
for this study was highly imbalanced, meaning that there was an unequal distri-
bution between cancer and non-cancer patients. The results showed that applying
SL to the risk factor data provided a satisfactory predictive performance compared
to the individual ML algorithms that were employed as the base learners for this
study. To further improve the SL technique’s performance, appropriate resampling
techniques for this particular data set must be found or developed. This work can
also be extended with more diverse methods and optimal parameters to enhance its
accuracy. Moreover, as SL usually provides better performance than the individual
learners, the technique can be applied to other research problems.
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Neuro-Rough Hybridization for Recognition of Virus
Particles from TEM Images1

Debamita Kumar and Pradipta Maji*

Biomedical Imaging and Bioinformatics Lab, Machine Intelligence Unit, Indian Statistical Institute, Kolkata,
India

7.1 Introduction

Negative stain transmission electron microscopy (TEM) has long been considered
for the detection and description of virus particles. The development of TEM not
only facilitates the visualization process of virus structures, but also allows extensive
examination of viruses, which makes it an indispensable method for virus recogni-
tion. One of the main benefits of using TEM for viral diagnosis is that it does not
require organism-specific reagents for identifying the pathogenic agent (Goldsmith
and Miller, 2009). In microscopy, negative staining is usually practised to contrast
the background of TEM images with an optically opaque fluid for better imagery.
However, the level of proficiency, maintenance costs, and time involved in manual
investigation and development of automated image acquisition process entail the
study of TEM images for virus recognition.

The morphological properties of virus particles, obtained from the TEM images,
can be utilized to group particles into different virus classes. For example, Astro-,
Rota-, and Adenoviruses exhibit an icosahedral structure, viruses like Dengue,
Lassa, and Cowpox are regular in shape, whereas Influenza, Ebola, and Mar-
burg viruses reflect significant amount of irregularity in their structures. Early
approaches involve fundamental knowledge regarding the shape and size of the par-
ticles for virus identification (Almeida, 1963; Almeida and Waterson, 1970). Besides
morphological properties, surface textures play a significant role for categorizing
viruses into multiple classes. Different surface textures can be observed for different
viruses, when imaged through TEM. Various texture analysis techniques have been
developed based on this information for automatic identification of viruses from
TEM images (Wen et al., 2016).

*Corresponding Author: Pradipta Maji; debamita_r,pmaji@isical.ac.in
1This publication is an outcome of the R&D work undertaken in the project under the Visvesvaraya
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Since the surface of the virus TEM images contains much of the discriminative
information, proper representation of surface textures of the images needs to
be obtained, so that the intrinsic properties of each of the virus classes can be
highlighted. There are several texture descriptors that encapsulate different textural
properties of the images. Certain virus classes can be efficiently represented by
some texture descriptors, whereas other descriptors may describe different virus
classes accurately. Hence, proper identification of the descriptors is essential for
efficient representation of the virus images. However, the inter-class structural
similarities, intra-class variations, overlapping class characteristics, and presence
of noise enhance the difficulty of virus identification. So, it is required to transform
the texture feature representation of the virus images into an output feature space
where the images of different classes can be discriminated accurately. Although the
discriminative features are automatically learned in deep architectures, but training
of the models is computationally very expensive, and also the performance of the
architecture depends on the size of training data, parameter optimization, and so
on. With a limited training data set, the parameters can not be efficiently learned to
reflect the hidden distribution of the given input space.

In this regard, a new architecture is presented in the chapter for automatic iden-
tification of the virus particles from negative TEM images. The proposed method
judiciously integrates the merits of local texture descriptors, rough hypercuboid
approach of rough sets, and restricted Boltzmann machine (RBM). Since local
texture descriptors encode intensity variations of pixels within a small neighbor-
hood, different local descriptors are considered in the proposed method to extract
textural properties of the TEM images. In order to obtain an efficient representation
for each of the virus classes, important features are identified from the class-pair
relevant descriptors. The concept of rough hypercuboid approach (Maji, 2014)
is used to evaluate the relevance of a descriptor in classifying samples from a
particular pair of classes. The theory of rough sets (Pawlak, 1991) is an effective
paradigm that provides a mathematical framework to deal with the uncertainties
associated with incompleteness in class definitions. The discriminative features
are then learned from the input class-pair specific representation of the virus
images using the contrastive divergence algorithm of discriminative RBM. Finally,
support vector machine (SVM) with linear kernel is employed to classify the latent
representation of the TEM images into multiple virus classes. The effectiveness of
the proposed architecture, along with a comparison with state-of-the-art methods,
is demonstrated on a benchmark database.

7.2 Existing Approaches for Virus Particle Classification

Different surface textures are exhibited by different virus particles when imaged
using TEM. So far, various texture analysis techniques have been developed for the
automatic identification of virus particles from TEM images. In order to distinguish
the four icosahedral structured viruses, namely, Astro, Adeno, Calici, and Rota,
an automated method has been proposed in Matuszewski and Shark (2001), that
transforms the spatial information of the TEM images into frequency domain with
the help of discrete Fourier transform, and thereafter extracts efficient features
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from the several spectral rings from the magnitude spectrum of images. In Ong
(2006), the texture and contour information have been captured from the same
four icosahedral virus images using higher order spectral features for propoer
identification of the virus structures. Sintorn et al. (2004) have developed a circular
template matching method based on radial density profile (RDP) for describing the
three maturation stages of human cytomegalovirus capsids present in TEM images.
In Kylberg et al. (2011), a concept of RDP, termed as FRDP, has also been used
for virus identification, but here instead of spatial domain, it has been computed
on Fourier domain. Moreover, Harandi et al. (2014) have introduced an approach
to compute and compare covariance descriptors (CovDs) in infinite-dimensional
spaces, which are derived by mapping the original data to Hilbert space. The
differences between the obtained CovDs in Hilbert space are captured by several
Bregman divergences, out of which Jeffreys and Stein divergences based on the
SVM have the achieved best performance. The concept of local binary pattern (LBP)
(Ojala et al., 1996) has been incorporated with that of RDP in Kylberg et al. (2011)
to recognize various virus structures from TEM images based on random forest
classifier. Two methods, namely, Fusion and NewH, have been presented by Nanni
et al. (2013). While the former method is an ensemble of local phase quantization
variants with ternary encoding, the latter concentrates to extract descriptors from
the co-occurrence matrix with the objective of improving the efficacy of Haralick’s
descriptors (Haralick et al., 1973). In Ito et al. (2018), a new architecture has been
developed that uses a convolutional neural network to simultaneously learn both
features and classifier for indicating where virus particles exist in the TEM image.

In recent years, there has been a growing interest in the field of discriminative
learning based approaches for the classification of virus TEM images. Wen et al.
(2016) proposed a three-stage architecture to recognize virus particles from negative
TEM images. At first, multi-scale principal component analysis filters (MP) are
learned from the virus images, then multi-scale completed LBP (MC) features are
extracted from the filtered images. Finally, SVM is adopted to classify the images
based on the concatenated features, denoted as MPMC. Combining information
divergence and dictionary learning (IDDL), a method has been proposed by Cherian
et al. (2017) for virus particle identification. It not only learns application specific
measures on symmetric positive definite matrices automatically, but also embeds
them as vectors using a learned dictionary. A novel distance metric learning
algorithm, denoted as threshold auto-tuning metric learning (TATML), has been
developed by Onuma et al. (2018), based on the Dykstra algorithm for determining
the parameters of distance function. In KGW-SVM (Zhang et al., 2019) method, the
distance between two images is measured in terms of the kernel Gauss-Wasserstein
(KGW) distance between the corresponding feature representations, which can be
low-level features or learned features extracted from deep convolutional neural
networks. Approx LogHS and Qapprox LogHS (Minh et al., 2016) provide random
Fourier and Quasi-random Fourier approximation methods to formulate the
Log-Hilbert-Schmidt distance between covariance operators corresponding to
both handcrafted as well as convolutional features, which are efficiently used to
classify virus images into multiple classes. Faraki et al. (2015) introduced a novel
covariance discriminant learning (CDL) method to provide finite-dimensional
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approximations of the infinite-dimensional region covariance descriptors for virus
image classification by exploiting two feature mappings, namely, random Fourier
features and the Nyström method. The heterogeneous auto-similarities of charac-
teristics (HASC) method, introduced by San Biagio et al. (2013), has been applied to
heterogeneous dense features maps, encoding linear relations by covariances and
non-linear associations through information measures such as mutual information
and entropy. Wang et al. (2012) proposed a novel discriminative learning approach,
termed as COV, has been proposed where the problem of virus image classification
is formulated as the problem of classifying points lying on a Riemannian manifold
spanned by the non-singular covariance matrices.

7.3 Proposed Algorithm

In this section, the proposed architecture for the identification of virus particles from
negative TEM images is described. The block diagram of the proposed algorithm is
demonstrated in Figure 7.1. From Figure 7.1, it can be seen that the proposed method
consists of four different stages, namely,

1. Extraction of local textural features from TEM images;
2. Selection of class-pair relevant features using rough hypercuboid approach;
3. Extraction of discriminative features using RBM; and
4. Classification of virus particles using SVM.

In the following subsections, significance of each of the four steps is discussed in
details.

Figure 7.1 Block diagram of the proposed method for the automatic identification of virus
particles from TEM images.
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7.3.1 Extraction of Local Textural Features

Several texture descriptors are generally considered to characterize the inherent tex-
tural properties of the virus TEM images. These descriptors are applied on the input
images to extract features that signify the surface texture of the image. However,
there are various descriptors that encapsulate different textural properties of the
images. Certain textural features may found to be useful in describing the significant
properties of a particular virus class, while another set of features may be efficient
in depicting the important characteristics of a different virus class. So, in the current
study, each virus image is described in terms of the feature values corresponding to
several sets of local descriptors, computed at a particular scale.

Let, 𝕌 = {x1, · · · , xl, · · · , xn} be the training set of n virus TEM images, where
xl ∈ ℜm, and ℂ = {F1, · · · ,Fi, · · · ,Fm} represents a set of m features. It is assumed
that each xl of 𝕌 corresponds to one of the c virus classes 𝕌∕𝔻 = {𝛿1, · · · , 𝛿k, · · · , 𝛿c},
where the set 𝔻 contains the image category information. Now, each of the
virus TEM images xl ∈ 𝕌 can be characterized by a set of m feature values
Sl = {Sl1, · · · , Sli, · · · , Slm}, where Sli = xl(Fi) denotes the value of the i-th feature Fi
for l-th image xl. In the current study, four local texture descriptors, namely, LBP:
local binary pattern (Ojala et al., 1996); LBPri: rotation-invariant LBP (Ojala et al.,
2002); LBPriu2: rotation-invariant uniform LBP (Ojala et al., 2002); and CoALBP:
co-occurrence of adjacent LBP (Nosaka et al., 2012) are considered at four different
scales: 1, 2, 3 and 4. So, Sl represents the normalized histogram for the image
xl obtained from either of the four local descriptors, obtained at a given scale.

Given the input feature set, containing all the features corresponding to each of
the descriptors, a feature selection algorithm is introduced in the next step for the
identification of class-pair relevant features.

7.3.2 Selection of Class-Pair Relevant Features

The objective of this step is to obtain a compact representation of the input virus
images, in terms of the textural features extracted from the images. In general, the
number of training samples is limited, while the cardinality of the input feature set is
much larger as compared to the number of input samples. So, appropriate learning
of the RBM in third stage may become difficult, which may result into inaccurate
non-linear feature representation of the virus particles. Hence, it is required to iden-
tify relevant features from the input feature space that can properly define each of
the virus classes. The proposed method is based on the assumption that a particu-
lar descriptor at a given scale may be relevant in classifying a specific pair of virus
classes, but may not be able to encapsulate the inherent characteristics of another
pair of classes. Therefore, the class-pair relevant feature selection method is pro-
posed in the current study. It first identifies important features from the relevant
texture descriptors, selected for each of the virus classes and then obtains the final
feature set corresponding to all the classes.

Generally, the fundamental properties of xl are described in terms of the feature
values of the corresponding normalized histogram Sl. However, in the proposed
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method, it is assumed that all the feature values of Sl do not participate uniformly
in illustrating the properties of the TEM image xl. Indeed, important properties of
xl can be efficiently described with only a subset of features of ℂ, which is referred
to as the important feature set Il of xl, where Il ⊆ ℂ. Since the inherent properties of
each of the virus images is different from one another, the important feature set is
considered to be image specific. Let Sl be sorted in descending order and represented
by S̃l = {S̃l1, · · · , S̃li, · · · , S̃lm} such that S̃l1 ≥ S̃l2 ≥ · · · ≥ S̃lm, and the corresponding
feature indices of S̃l are preserved in the set Jl = {Jl1, · · · , Jli, · · · , Jlm}.

In order to identify the important features of xl, the cumulative sum 𝜓(xl, f ) of
the first f features of the sorted normalized histogram S̃l is determined, which is
termed as the energy function in the proposed algorithm. It denotes the faction of
total energy, contained in S̃l, which is preserved by its’ first f features. Hence, impor-
tant information about xl can be efficiently described in terms of the energy of xl
computed from S̃l. The average number of important features d is computed from
the individual dls, which corresponding to the entire set 𝕌. The first d features of the
sorted histogram S̃l forms the important feature set Il of the sample xl, as defined by
Liao et al. (2009), which can be expressed as follows:

Il = {Fi|Jlf = i and f ≤ d}. (7.1)

Thus, the inherent properties of the image xl can be efficiently described by the fea-
tures present in the important feature set Il ⊆ ℂ of xl.

Now, the samples of same class are expected to have similar important features,
while the samples of different classes are assumed to have different important fea-
ture sets. Hence, the probability of occurrence P(Fi|𝛿k) of feature Fi in the important
feature sets of samples corresponding to a specific class 𝛿k is computed at first, and
then, noisy features are identified and discarded by applying a threshold 𝜖 on the set.
The features Fi having P(Fi|𝛿k) ≥ 𝜖 constitute a set (𝛿k), which signifies important
characteristics of the class 𝛿k. So, the features Fi present in (𝛿k) not only charac-
terize the intrinsic properties of images belonging to the class 𝛿k but also illustrate
the inherent characteristics of the class 𝛿k. Let us assume that the set ({𝛿k, 𝛿s}) rep-
resents the significant properties of the class-pair {𝛿k, 𝛿s}. Then, it should include
features that are able to depict the characteristics of both the virus classes 𝛿k and 𝛿s.
So, ({𝛿k, 𝛿s}) contains only those features Fi which are present in both the sets (𝛿k)
and (𝛿s).

Let  = {1, · · · ,p, · · · ,t} be the set of modalities considered. In the pro-
posed method, a modality denotes a particular local texture descriptor computed at
a specific scale. The relevance Γp({𝛿k, 𝛿s}) of the set p({𝛿k, 𝛿s}), corresponding to
the modality p ∈ , is defined to quantify the performance of the feature set in
demonstrating the inherent characteristics of the pair of classes {𝛿k, 𝛿s}.

The concept of a hypercuboid equivalence partition matrix of the rough hyper-
cuboid approach (Maji, 2014) is employed to quantify the relevance of a feature
set. The relevance Γp({𝛿k, 𝛿s}) of the feature set p({𝛿k, 𝛿s}) with reference to the
class-pair {𝛿k, 𝛿s} is obtained as follows (Maji, 2014):

Γp({𝛿k, 𝛿s}) = 1 − 1
nks

nks∑
l=1
𝜈l(p({𝛿k, 𝛿s})) (7.2)
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where nks is the number of training images corresponding to the pair of virus classes
{𝛿k, 𝛿s} and

𝜈l(p({𝛿k, 𝛿s})) =
{

1 if 𝜇kl(p) = 1 and 𝜇sl(p) = 1
0 otherwise,

(7.3)

where 𝜇k(p) = [𝜇kl(p)]1×nks
=

⋂
Fi∈p

𝜇k(Fi). (7.4)

Here, 𝜇kl(Fi) ∈ {0, 1} signifies the belongingness of sample xl in the k-th rough
hypercuboid equivalence partition formed by the i-th feature Fi and is obtained as
follows:

𝜇kl(Fi) =
{

1 if L(𝛿k) ≤ xl(Fi) ≤ U(𝛿k)
0 otherwise.

(7.5)

The interval [L(𝛿k),U(𝛿k)] corresponds to the range of values that the feature Fi
attains for samples belonging to the class 𝛿k. Clearly, ∀Fi ∈ p({𝛿k, 𝛿s}), xl(Fi) ∈
[L(𝛿k),U(𝛿k)] if xl ∈ 𝛿k. In other words, the k-th equivalence partition induced by
the feature set p({𝛿k, 𝛿s}) should atleast contain the samples belonging to the class
𝛿k, which makes an equivalence partition non-empty. An implicit hypercuboid,
depicted by the shaded rectangle in Figure 7.2, is formed at the overlapping region
of hypercuboids, induced by the features of the set p({𝛿k, 𝛿s}). It encompasses all
the samples that are misclassified by the set p({𝛿k, 𝛿s}), where each of the samples
is present in more than one equivalence partition. Based on the cardinality of the
implicit hypercuboid, the relevance Γp({𝛿k, 𝛿s}) of p({𝛿k, 𝛿s}), with reference to the
class-pair {𝛿k, 𝛿s} is determined.

So, it is evident from Equation 7.2 that as the number of samples in the implicit
hypercuboid increases, the relevance decreases. If Γp({𝛿k, 𝛿s}) = 1, then no overlap-
ping region exists between equivalence partitions. In other words, the classes 𝛿k
and 𝛿s can be precisely described in terms of the set p({𝛿k, 𝛿s}). If Γp({𝛿k, 𝛿s}) = 0,
then the classes cannot be described using the knowledge of p({𝛿k, 𝛿s}). However, if
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Figure 7.2 An illustration of two class rough hypercuboids, considering the upper
approximations of Dengue and Influenza virus classes, presented in two dimensions.
The implicit hypercuboid is depicted by the shaded region.
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Γp({𝛿k, 𝛿s}) ∈ (0, 1), then 𝛿k and 𝛿s can be approximated with reference to the infor-
mation of the feature set p({𝛿k, 𝛿s}). Based on the relevance of p({𝛿k, 𝛿s}), which
considers each of the t modalities, the class-pair relevant feature set ̃ks that corre-
sponds to the pair of classes {𝛿k, 𝛿s} is formed, which is given by

̃ks = arg max
p({𝛿k , 𝛿s})

{Γp({𝛿k, 𝛿s})}. (7.6)

Eventually, the final feature set  is achieved as the union of class-pair relevant fea-
ture sets ̃ks for all given pair of virus classes:

 =
⋃

̃ks. (7.7)

So, the feature set  provides an effective representation of the virus particles, corre-
sponding to all the classes. This reduced set of features is then applied to the visible
units of discriminative RBM to learn non-linear discriminative features for each of
the training virus images.

7.3.3 Extraction of Discriminating Features

In this step, the latent distribution of the training virus samples is learned with
the help of an RBM, where the samples are described using the feature set  of
(7.7). The basic objective of training an RBM is to apply a non-linear transforma-
tion to the input feature space such that the samples belonging to different classes
are well separated in the mapped feature space, leading to an accurate classification
of the virus samples. Primarily, RBM is an unsupervised network, but the proposed
method avails the class label information for virus identification. So, if the class label
information can be incorporated into the extracted features, then the discriminative
performance of the model can be improved. Hence, in the proposed method, dis-
criminative RBM (Larochelle and Bengio, 2008) is employed, where the observed
variables are partitioned between visible units and class units.

Let the cardinality of input feature set be r, that is, || = r. So, the RBM in the
current study consists of r visible units V = (V1, · · · ,Vg, · · · ,Vr), c class units Y =
(Y1, · · · ,Yk, · · · ,Yc) and q hidden units H = (H1, · · · ,Hj, · · · ,Hq), where q is assumed
to be the dimension of target distribution. The random variables (V,Y,H) can take
any value (v, y,h) ∈ {0, 1}r+c+q which define the state of the model at that instance.
The visible units are initialized with the input feature values corresponding to each
virus images. Therefore, for a training sample xl ∈ 𝕌, vg = xl(Fi),∀Fi ∈ , where
g ∈ {1, 2, · · · r} and yk = 1 if xl ∈ 𝛿k, otherwise the state of all other class units
remains at zero. The energy function of the model is given by

E(v, y,h) = −
r∑

g=1

q∑
j=1

vgwgjhj −
c∑

k=1

q∑
j=1

ykukjhj −
r∑

g=1
agvg −

q∑
j=1

bjhj −
c∑

k=1
okyk.

(7.8)

The bidirectional weight parameters wgj and ukj connect the visible unit Vg and hid-
den unit Hj, and class unit Yk and Hj, respectively. The bias parameters ag, bj, and ok
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are associated with Vg, Hj, and Yk, respectively. Given the states of visible and class
units, the probability of hidden units being on is given by

p(hj = 1|v, y) = 𝜎

( r∑
g=1

vgwgj +
c∑

k=1
ykukj + bj

)
; (7.9)

where 𝜎(z) = 1
1 + exp(−z)

(7.10)

is the sigmoid function. So, the hidden representation of the model is obtained by
applying a non-linear transformation to the input units. Hence, upon proper learn-
ing, the RBM can be considered a non-linear feature detector.

Now, learning of the RBM refers to updating the parameters of the model in such
a way that the latent distribution fits the given observations as much as possible.
In the proposed method, contrasting divergence (Hinton, 2002) learning, based on
gradient ascent, is performed to estimate the given parameters of the model. Once
the parameters are properly learned, given the input feature set, the output feature
representation l = {1, · · · ,j, · · · ,q} for the virus sample xl can be obtained
using (7.9), where j = p(hj = 1|v, y),∀j. Thus, discriminative features are extracted
using the RBM, which are then used to classify the virus images into multiple classes.

7.3.4 Classification

The SVM (Vapnik, 1995), which is based on supervised statistical learning theory,
is considered in the proposed method for classification purpose. Given the discrim-
inative feature representation  corresponding to the training virus samples, the
SVM attempts to obtain a hyperplane or decision boundary in the specified feature
space that maximizes the difference between the hyperplane and support vect well
as minimizes the classification error between the given classes. The expression for
q-dimensional hyperplane ̃ is given by

𝝎 ⋅ ̃ − 𝛽 = 0, (7.11)

where 𝝎 is the vector normal to the hyperplane, and the parameter 𝛽

∥𝝎∥
denotes the

offset of the hyperplane ̃ from the origin along the normal vector 𝝎. So, the objec-
tive of SVM classifier is to minimize the following function:

𝜑(𝝎, 𝛽) = 1
n

( n∑
l=1
𝜉l +

𝜆

2
||𝝎||2

)
, (7.12)

subject to

𝛾l(𝝎 ⋅l) > 1 − 𝜉l and 𝜉l > 0,∀l.

Here, the term𝜆 accounts for the trade-off between margin width and rate of misclas-
sification and 𝛾l ∈ {+1,−1} indicating the class to which the sample xl belongs, con-
sidering a two-class problem. In the case of test samples, the feature set , obtained
in Equation 7.7, is applied to the input of RBM and the corresponding discrimina-
tive feature representation  is obtained in Equation 7.9. Finally, the class label
of test virus sample is predicted based on the decision boundary obtained using
Equation 7.11.
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7.4 Experimental Results and Discussion

The proficiency of the proposed method in recognizing the virus structures from
the negative stain TEM images is analyzed extensively on Virus image data set and
the corresponding results are reported in this section, along with a comparison with
related methods.

7.4.1 Experimental Setup

In order to validate the efficacy of the proposed method, four local texture descrip-
tors, namely, LBP (Ojala et al., 1996), LBPri (Ojala et al., 2002), LBPriu2 (Ojala et al.,
2002) and CoALBP (Nosaka et al., 2012), evaluated at scales 1: scale 1; 2: scale 2;
3: scale 3; 4: scale 4; 123: concatenation of 1, 2, and 3; and 124: concatenation
of 1, 2, and 4 are considered. It is to be noted here that the descriptors and the
corresponding scales are considered arbitrarily in the current study, and therefore,
the proposed descriptor selection method is equally compatible to be applied on any
other sets of descriptors or scales. Also, for the computation of CoALBP, 4 neighbor-
ing pixels are considered, whereas 8-neighborhood is considered for the rest. In the
proposed algorithm, the optimal values of parameters 𝜓0 and 𝜖 for the Virus image
database are considered to be 0.95 and 0.30, respectively, as obtained in (Kumar and
Maji, 2019). The number of hidden units q of the RBM is fixed at 1000, and one-step
contrasting divergence learning is considered to approximate the parameters of the
given model. The SVM with linear kernel is employed in the proposed architecture
for the identification of virus particles from TEM images.

The 10-fold cross-validation (CV) is employed to analyse the performance of the
proposed method as well as related approaches. The comparative performance of
the algorithms is studied through box-and-whisker plots, tables of means, medians,
standard deviations, and p-values computed through both paired-t and Wilcoxon
signed-rank tests, with 95% confidence level. In box-and-whisker plots, the median
is represented by the central line of the box; upper and lower boundaries depict the
upper and lower quartiles, respectively. Whiskers are drawn from the mean to three
standard deviations, so that extreme points can also be included. The outliers are
plotted with ‘+’, individually.

7.4.2 Methods Compared

The performance of the proposed method is studied with reference to various
deep architectures, which include discriminative deep belief network (disDBN)
(Liu et al., 2011), deep Boltzmann machine with SVM as classifier (DBM+SVM)
(Salakhutdinov and Hinton, 2009), deep convolutional neural network (deepCNN)
(Krizhevsky et al., 2012), and deep convolutional auto-encoder (DCAE) (Geng
et al., 2015). Also, several state-of-the-art methods are considered for comparative
performance analysis, which are Haralick textural features (Haralick et al., 1973),
discriminative features for texture description (DFTD) (Guo et al., 2012), dominant
local binary pattern (DLBP) (Liao et al., 2009), Fourier radial density profile (FRDP)
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(Kylberg et al., 2011), MPMC (Wen et al., 2016), NewH (Nanni et al., 2013), Fusion
(Nanni et al., 2013), NewF (Nanni et al., 2014), LBP+RDP (Kylberg et al., 2011),
Jeffreys/Stein (Harandi et al., 2014), CDL (Faraki et al., 2015), HASC (San Biagio
et al., 2013), TATML (Onuma et al., 2018), IDDL (Cherian et al., 2017), COV+SVM
(Wang et al., 2012), Approx LogHS (Minh et al., 2016), Qapprox LogHS (Minh et al.,
2016), and KGW-SVM (Zhang et al., 2019).

7.4.3 Database Considered

The effectiveness of the proposed method as well as existing approaches is evalu-
ated on the real-life Virus data set (Kylberg et al., 2012). The database contains 1500
samples which are imaged through negative stain TEM and the entire set is parti-
tioned into ten different folds. Each of the samples in the set belongs to one of the
fifteen different virus classes. Although, different viruses are characterized by dif-
ferent structural properties, the cross-section or diameter remains almost constant
within a particular virus class. Generally, the diameter varies from 25 nm to 270 nm
based on the morphology of the virus particles. The virus classes, considered in the
data set include Adenovirus, Astrovirus, Rotavirus, Norovirus, Dengue, Cowpox,
Ebola, Influenza, Lassa, Marburg, Orf, Papilloma, Crimean-Congo Haemorrhagic
Fever, Rift Valley, and West Nile.

7.4.4 Effectiveness of Proposed Approach

In order to establish the significance of each of the steps employed in the proposed
approach, extensive experimentation is carried out on the Virus image data set and
the obtained results are reported in Figure 7.3 and Table 7.1. The performance of the
proposed method is compared with that of Method_1, Method_2, and Method_3.
Here, Method_1 corresponds to the proposed method where the virus TEM images
are classified using the SVM based on the input set of local textural features,
extracted from the images. The cardinality of the input feature set is 4280. In
Method_2, the proposed class-pair relevant feature selection method is considered,
that is, the SVM is used to predict the class label of test virus samples based on the
feature set , formed with only 2327 features using Equation 7.7. Finally, Method_3
refers to the proposed method where the feature selection algorithm is not used and
the latent distribution of the virus TEM images is estimated directly from the input
feature representation of the images. It means the 4280 dimensional input feature
space is transformed into a feature space with only 1000 dimensions using the
given model.

It can be noticed from Figure 7.3 and Table 7.1 that the classification accuracy
has improved for Method_2 from that of Method_1. It signifies that the proposed
descriptor selection method can effectively recognize class-pair relevant features to
represent each of the virus class pairs with significantly lesser number of features.
In the case of Method_3, the performance deteriorated due to inefficient representa-
tion of the virus images, resulting into insufficient learning of the model. However,
in the proposed method, the latent distribution of the virus samples is appropri-
ately approximated with only 1000 hidden units of RBM; and therefore, considerable
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Figure 7.3 Comparative
performance analysis of the
proposed method and its
variants.

Table 7.1 Classification accuracy (%) obtained by the proposed method and its different
variants.

Different Folds Method_1 Method_2 Method_3 Proposed

Fold1 76.00 82.00 75.33 86.67
Fold2 82.67 84.00 72.67 86.67
Fold3 78.00 80.00 76.67 88.00
Fold4 80.67 82.00 75.33 82.67
Fold5 75.33 77.33 79.33 85.33
Fold6 80.00 81.33 82.00 83.33
Fold7 78.67 80.00 78.67 86.00
Fold8 86.67 84.00 77.33 88.67
Fold9 80.67 86.67 79.33 87.33
Fold10 81.33 83.33 77.33 88.67
Mean 80.00 82.07 77.40 86.33
StdDev 3.30 2.62 2.62 2.07
Median 80.33 82.00 77.33 86.67
Wilcoxon:p 2.52E-03 2.52E-03 2.47E-03 –
Paired-t:p 9.94E-05 3.78E-04 1.50E-05 –

improvement in the classification accuracy can be noted, irrespective of the folds
considered. Also, from the statistical significance analysis, it can be observed that
significantly lower p-values are attained by the proposed approach in all the 6 cases,
considering 95% confidence interval.

Generally, a particular descriptor, evaluated at a specific scale, is used to capture
the inherent characteristics of all the TEM images present in the Virus data set.
However, in the proposed approach, the class-pair relevant features are identified
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Figure 7.4 Comparative performance analysis between the proposed method and different
local texture descriptors.

at first to represent the textural properties of each of the virus classes as well as
the intrinsic properties of the TEM images. Thereafter, non-linear transformation
is applied to the input feature space and discriminative features are learned using
RBM which are then used to classify the virus TEM images into multiple classes.
In order to validate the effectiveness of the proposed approach over existing texture
analysis approaches, extensive investigation is conducted on the Virus data set,
given an input set of 15 modalities corresponding to four local texture descriptors
LBP, LBPri, LBPriu2 and CoALBP, evaluated at both the individual and concatenated
scales. Figure 7.4 and Table 7.2 depict the classification accuracy achieved by the
proposed method as well as various local texture descriptors on the samples of Virus
data set. The results presented in Figure 7.4 and Table 7.2 reveal that the proposed
algorithm achieves significantly better classification accuracy in all the 44 cases.

7.4.5 Comparative Performance Analysis

This section compares the performance of the proposed method with that of several
deep learning methods and existing state-of-the-art virus particle classification
approaches.
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Table 7.2 Performance analysis of different local descriptors and proposed method.

Descriptors Scales Mean StdDev Median Wilcoxon:p Paired-t:p

LBP 1 42.00 2.70 42.33 2.53E-003 4.12E-012
2 44.60 4.10 44.33 2.52E-003 1.89E-010
3 41.20 3.91 40.00 2.53E-003 1.61E-011
4 45.73 1.78 46.00 2.53E-003 2.52E-013
123 55.00 4.21 55.00 2.52E-003 2.93E-009
124 60.53 3.20 59.33 2.53E-003 1.10E-008

LBPri 1 37.87 3.45 38.33 2.53E-003 1.05E-011
2 42.33 1.87 42.33 2.50E-003 2.16E-012
3 40.00 2.04 40.67 2.50E-003 2.86E-014
4 44.53 2.96 44.33 2.47E-003 1.83E-011
123 48.87 3.19 49.67 2.52E-003 2.95E-010
124 55.67 4.36 55.67 2.53E-003 4.97E-009

LBPriu2 1 37.53 3.06 37.33 2.53E-003 4.70E-012
2 41.13 3.61 40.33 2.53E-003 8.62E-011
3 36.47 3.19 36.00 2.53E-003 2.80E-012
4 42.40 4.67 44.00 2.53E-003 1.18E-010
123 51.20 3.73 51.67 2.52E-003 3.85E-010
124 52.93 3.03 52.00 2.52E-003 1.28E-011

CoALBP 1 73.20 3.14 74.00 2.52E-003 6.08E-007
2 67.47 2.81 67.67 2.53E-003 2.51E-008
4 46.73 2.64 47.33 2.50E-003 5.05E-012
124 78.87 2.92 78.00 2.52E-003 2.03E-005

Proposed 86.33 2.07 86.67

7.4.5.1 Comparison with Deep Architectures
In this section, the performance of the proposed approach is compared with that of
several existing deep architectures, namely, disDBN (Liu et al., 2011), DBM+SVM
(Salakhutdinov and Hinton, 2009), deepCNN (Krizhevsky et al., 2012), and DCAE
(Geng et al., 2015). The corresponding results for 10-fold CV are presented in
Figure 7.5 and Table 7.3. It is evident from the results that the proposed method
performs better than the existing deep architectures in classifying TEM images
into different virus classes. It is also found to be statistically significant in all the
cases.

This is due to the fact that deep learning models usually require a large training
set of samples for identifying latent distribution of the given data. In case of Virus
database, the number of training images is limited. Also, poor illumination and
lighting problems increase the difficulty of virus particles identification. However,
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Figure 7.5 Comparative performance
analysis between the proposed method
and various deep architectures on the
Virus image database.
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Table 7.3 Performance analysis of the proposed method and several deep architectures.

Algorithms Mean StdDev Median Wilcoxon:p Paired-t:p

disDBN 51.13 2.25 51.33 2.53E-003 2.28E-010
DBM+SVM 56.40 2.31 56.33 2.46E-003 2.20E-016
deepCNN 72.20 2.18 72.33 2.53E-003 2.66E-007
DCAE 46.27 2.83 46.33 2.52E-003 4.61E-012
Proposed 86.33 2.07 86.67

in case of proposed approach, efficient representation of the virus images are
obtained at first, then latent distribution of the samples is estimated, and thus,
considerable performance is achieved on the test set of virus samples.

7.4.5.2 Comparison with Existing Approaches
Finally, the performance of the proposed method is studied with reference to sev-
eral state-of-the-art methods for virus classification and the corresponding results
are reported in Figure 7.6. The existing approaches include various texture analysis
methods: MPMC (Wen et al., 2016), NewH (Nanni et al., 2013), Fusion (Nanni et al.,
2013), NewF (Nanni et al., 2014), Haralick textural features (Haralick et al., 1973),
LBP+RDP (Kylberg et al., 2011), DLBP (Liao et al., 2009), DFTD (Guo et al., 2012),
and FRDP (Kylberg et al., 2011); different discriminative learning methods based on
covariance descriptors: COV+SVM (Wang et al., 2012), CDL (Faraki et al., 2015), and
Jeffreys/Stein (Harandi et al., 2014); and several distance based learning methods:
HASC (San Biagio et al., 2013), Approx LogHS (1) and Approx LogHS (2) (Minh et al.,
2016), Qapprox LogHS (1) and Qapprox LogHS (2) (Minh et al., 2016), KGW-SVM
(1) and KGW-SVM (2) (Zhang et al., 2019), where (1) indicates low-level features and
(2) denotes deep features, TATML (Onuma et al., 2018), and IDDL (Cherian et al.,
2017).
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Figure 7.6 Comparative performance analysis of the proposed and existing approaches.

From the results presented in Figure 7.6, it can be seen that the approaches cor-
responding to the Haralick features, DFTD, DLBP, FRDP, COV+SVM, and TATML
achieve poor accuracy in categorizing virus particles from TEM images, whereas
the methods like LBP+RDP, Fusion, NewH, Jeffreys/Stein, Approx LogHS (1), Qap-
prox LogHS (1), Qapprox LogHS (2), IDDL, CDL, and KGW-SVM (1) demonstrate
satisfactory results. Although the methods associated with HASC, NewF, MPMC,
Approx LogHS (2), and KGW-SVM (2) exhibit improvement in the performance, yet
the proposed method achieves highest classification accuracy on the Virus data set
with respect to all the existing methods.

7.5 Conclusion

The objective of the current research work is to develop an efficient method for
automatic recognition of different virus particles from negative TEM images. In this
regard, a novel method has been developed, integrating judiciously the merits of
local texture descriptors, rough hypercuboid approach of rough sets, discriminative
restricted Boltzmann machine (RBM), and the support vector machine (SVM). In the
proposed approach, the intrinsic properties of the TEM images were described by a
set of local texture features that are obtained by applying various texture descriptors
at different scales. The effective representation of the virus images is then achieved
by identifying the important features from the class-pair relevant descriptors corre-
sponding to all the pairs of virus classes. The rough hypercuboid approach helps to
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identify relevant features for the virus samples belonging to overlapping and incom-
plete classes. Given the reduced feature set as input, the discriminative features are
learned with the help of RBM using contrastive divergence method. Finally, the
SVM is adopted to classify the latent representation of the virus images into multiple
classes. The efficiency of the proposed method, along with a comparison with several
related approaches, has been demonstrated on a real-life Virus image data set.
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Neural Network Optimizers for Brain Tumor Image
Detection
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8.1 Introduction

Brain tumors are caused by the unnecessary development of abnormal cells within
the brain. The brain tumor may be benign or malignant. Benign tumors are
noncancerous, whereas malignant tumors are cancerous (Thiruvenkadam and
Perumal, 2016). The significance of brain tumors in India ranges from 5 to 10
per 100 000 people (for Health Informatics, 2016). It is essential to detect brain
tumors at an early stage. In the proposed work, we classified abnormal slices from
MRI images of human head scans. MRIs are more advantageous than CT or x-Ray
imaging technologies (Sriramakrishnan et al., 2019). There are four types of MRI
images: T1-weighted, T2-Weighted, T1C, and FLAIR (Kalaiselvi et al., 2016). They
produce voluminous 3D images, which help identify the exact location of the
tumor. The orientations of brain MRIs are axial, coronal, and sagittal. We used
T2-weighted images in the axial view to train and test the neural network model in
the proposed work.

The human brain mimic is an artificial neural network (ANN). According to a
specific architecture, a neuron in ANN is a mathematical function that collects and
classifies information. It is a combination of the input, hidden, and output layers.
CNN is a deep neural network model used for computer vision tasks (Abd-Ellah
et al., 2018). CNN consists of input, convolutional, pooling, fully connected, and out-
put layers. We have used both a simple neural network model and a convolutional
neural network model for the proposed work experiment.

Optimizers play a vital role in neural networks. Optimizers can be defined as algo-
rithms or methods that intend to modify the neural network’s attributes to minimize
the losses (Duchi et al., 2011). The characteristics of neural networks include weights
and learning rate. There are different types of optimizers in neural networks. They
are stochastic gradient descendant (SGD), adaptive moment estimation (adam),
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adaptive gradient algorithm (adagrad), root mean square propagation (rmsprop),
adamax, adadelta, and Nesterov momentum (nadam). The optimizers define the
modification of weights and learning rates in the neural network to reduce losses.

8.2 Related Works

Mohsen et al. (2018) developed a classification methodology for brain tumor classi-
fication from brain MRI volumes. The discrete wavelet transform (DWT) technique
was used to extract features. They employed the Fuzzy c means algorithm for image
segmentation. These extracted features were trained to the system and classified
using deep neural networks (DNN). The authors concluded that CNN is the new
methodology for classification, but it takes more time to process than large scale
images.

Hwang et al. (2019) used batch normalization (BN) in a convolution block for
faster convergence. The process of normalizing the activation function or the out-
put of the convolution layer is known as BN. To avoid overfitting, dropout is used in
the final layer. Dropout is a regularization technique. The authors also mentioned
that their model complies with the training data but not the testing data. Kamnitsas
et al. (2017) developed an 11-layered, 3D CNN for the segmentation of brain lesions.
In the proposed models, we used different optimizers in simple artificial neural net-
work models and the CNN model for brain tumor classification. Kamnitsas et al.
(2017) used the BraTS and ISLES data sets for their proposed work. We also used the
BraTS data set for our classification task.

Kleesiek et al. (2016) proposed a 3D CNN, a deep learning architecture for brain
portion extraction from MRI images. They used T1-weighted images for their
experiments and clinical data sets from brain tumor patients. In the proposed work,
T2-weighted images were used for the classification of brain tumors. We also used
both the BraTS and clinical data sets for our research. Pereira et al. (2016) developed
a segmentation method that is based on CNN. They used 3 x 3 kernels for convolu-
tion. In the proposed work, we also used 3 x 3 kernels. If small kernels are used in
convolution, it is possible to design a deeper architecture, which reduces overfitting.

Zhao and Jia (2016) proposed an automatic segmentation method to detect brain
tumors. This segmentation method is based on CNNs. They described exploring
several CNN architectures to utilize the self-learning property further in their future
work. In our proposed work, we have proposed several CNN models and analyzed
which model is best suitable for brain tumor classification. Kavitha et al. (2016)
developed a method for brain tumor segmentation. They used a genetic algorithm
with a support vector machine classifier. SVM classifiers are am ML classification
technique. Here, every image feature should be extracted and trained to the system,
a hectic process. In our proposed method, we used CNN for image classification,
where the system trains itself. (Suhag and Saini, 2015) proposed brain tumor
detection and classification using an SVM classifier. In our proposed method, we
used CNN to classify and detect brain tumor slices from a set of MRI volumes. SVM
classifier is an ML algorithm, whereas CNN is a deep learning algorithm. CNN
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is a self-learning algorithm in which the system trains itself using filters during
convolution.

8.3 Background

8.3.1 Types of Neural Networks

There are different types of neural networks that are differentiated by their outcome
and architecture. Some major types include perceptron, CNN, recurrent neural net-
work, long short term memory, gated recurrent units, Hopfield network, Boltzmann
machine, deep belief networks, autoencoders, and generative adversarial networks.
Perceptron belongs to ANN’s. It can handle binary inputs and outputs using sig-
moid activation. In perceptron, if the weighted sum is lower or equal to the threshold
value, then it produces “0” as output, whereas if the weighted sum is larger than the
threshold value, then “1” is the output. CNNs are exclusively designed and devel-
oped for computer vision. These neural networks are used for comprehensive image
recognition and classification. Some of the primary operations performed in CNN
are convolution operation, nonlinearity, pooling or subsampling, and classification
using fully connected layers. Recurrent neural networks (RNNs) are more suitable
for dealing with time-series data. They are capable of recognizing the sequential
characteristics of data. Feedback loops are used in RNNs to loop information back
to the network. This quality allows RNNs to deal with sequential, time series, and
temporal data. Some of the significant applications of RNNs are natural language
processing and speech recognition.

Long short term memory (LSTM) is an enhancement of RNNs. RNNs suffers
from the vanishing gradient problem. LSTM networks are designed with a memory
cell that can hold the memory for long periods and are capable of dealing with long
term dependencies. LSTM uses inputs and forgets gates, which allow the gradient
to flow better, thus decreasing the vanishing gradient problems. Gated recurrent
units (GRU) can reduce the vanishing and exploding gradient problem caused by
RNN. GRU does not maintain an internal cell state. Instead of the inner cell state
(used for internal storage) in LSTM, GRU incorporates the hidden state. The infor-
mation stored in a hidden condition is transferred to the next gated recurrent unit.
A Hopfield network is the collection of perceptron that can get rid of Exclusive OR
(XOR) problems. Here, the neurons will transmit the signals back and forth in a
closed feedback loop. Initially, Hopfield networks were designed to store different
patterns and memories. But it can recognize any of the learned patterns by uncov-
ering the corrupted data about that pattern. It is capable of restoring the closest
pattern of the corrupted data. Networks of neurons connected symmetrically to
make technical decisions in a neural network are known as the Boltzmann machine.
It includes visible units (i.e. input and output) and hidden units in various layers.
The Boltzmann machine enables faster learning using one layer of feature detectors
at a time. The deep belief network (DBN) varies from other deep neural networks.
In deep neural networks, there are connections between all neurons across layers,
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whereas DBNs have connections from one layer to another. The neurons will not
have any connections between them. A DBN can reconstruct its inputs. The layers in
a DBN act as feature detectors. DBNs are employed for classification tasks. Autoen-
coders are used for dimensionality reduction. They are capable of learning efficient
data in an unsupervised method. After dimensionality reduction, autoencoders
reconstruct from the encoding representation an output very close to its original
input. Autoencoders are also used for denoising. An approach being used for
generative modeling is known as generative adversarial networks (GANs). This is a
supervised learning method with two sub-models named the generator and discrim-
inator models. The generator model creates new examples similar to the training
data. The discriminator model is employed to classify the samples as either real or
spurious. The generator and discriminator models are trained together in an adver-
sarial manner until the discriminator model fails to identify the fake examples. This
shows that the generator model can produce standards closer to the original input.

8.3.2 Tunable Elements of Neural Networks

Tunable neural networks are characterized by the necessary parameters and
hyperparameters of neural networks, regularization techniques, and optimization
techniques used in neural networks. The basic parameters, hyperparameters,
regularization, and optimization techniques are discussed in detail below.

8.3.2.1 Basic Parameters
Parameters can be defined as the training data properties that learn on their own dur-
ing the training process. In a neural network, the basic parameters are the weights
and the bias. The basic units of a neural network are the neurons, which are con-
nected from layer to layer. The importance and bias are added to the inputs during
the transmission of information between the neurons. The output of hidden layers
in neural networks can be defined as a summation of weights and input, which are
finally added to bias. Weights determine the amount of influence that inputs have
on the outputs. Biases will be a constant added as a unit in each layer. Typically,
the value of bias will be set to “1”. Bias will not have any incoming connections, but
it will have outgoing links. They will have their weights, and they will not have any
influence from the previous layers.

8.3.2.2 Hyperparameters
Hyperparameters of neural networks can be defined as the neural network’s proper-
ties that administer the entire training process. Some of the model hyperparameters
are described below. Hyperparameters have direct control over the training algo-
rithm’s behavior as well as the model’s performance during training. To build a
successful architecture of the neural network, it is necessary to choose appropriate
hyperparameters. For example, if we choose a learning rate that is too low, the model
will not learn the basic patterns of the data. If the learning rate is set high, then it
will have some collisions.
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The learning rate must be chosen as an optimal value. If the learning rate is too
low compared to the optimal value, then the training time will be longer (i.e. it needs
hundreds or thousands of epochs to train the model). If the learning rate is more
significant than the optimal value, then the model will not converge. The optimal
value of the learning rate is 0.001.

Mini batch size is advantageous in preventing the training process from halting
at its local minima. An optimal value for the mini-batch size is 32. If the chosen
mini-batch size is more extensive, then it requires more memory for the training
process.

The number of epochs plays a more significant role in training the neural net-
work models. The right number of epochs can be decided based on the validation
error metric. Here, early stopping criteria can be applied to determine the number of
epochs needed to train the model. If early stopping criteria are defined, it will stop the
training process if the validation error does not decrease for the last 10 to 20 epochs.

The number of hidden units measures the model’s learning capacity. To make a
neural network learn a simple function, only a few hidden units are needed. If the
complexity of the function increases, the model will require more learning capacity.

8.3.2.3 Regularization Techniques
Regularization techniques are used to generalize the models by applying minimal
modifications to the learning algorithms. By using regularization techniques, the
performances of the models are increased. The types of regularization techniques
used in deep neural networks are L2 and L1 regularization, dropout, data augmen-
tation, and early stopping.

The most common types of regularization are L1 and L2 regularization. These
techniques tend to make an update process, and there will be a decrease in the values
of weight matrices, which reduces the overfitting of the model. Dropout is also one
of the most commonly used regularization techniques. Dropouts can be applied both
in the input and hidden layers. This process involves the selection of some random
neurons and removes them. It means that all incoming and outgoing connections
of the neuron are also removed. Dropout is used as a hyperparameter in neural net-
works. The probability of deciding the number of nodes dropped from the network
can be defined as the dropout function’s hyperparameter. It also avoids overfitting of
the model.

Data augmentation is another popular hyperparameters of neural networks. Data
augmentation is defined as the shearing, rotation, and flipping of images. Data aug-
mentation is a process that depends on the data. Data augmentation can be used as
a hyperparameter in the case of inadequate training data samples.

One of the most popular regularization techniques to avoid overfitting is the
early stopping criteria. This method performs the process of learner updating to fit
the training data in each iteration. An early stopping criterion is defined based on
the value of loss or the value of accuracy. This method stops the training process
if the accuracy does not improve over the prescribed iterations. It can also be stated
for early stopping if the value of loss increases.
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8.3.2.4 Neural Network Optimizers
Optimization algorithms are used for maximizing or minimizing an objective
function. In the case of neural networks, optimization algorithms are used to reduce
the error function (Kingma and Ba, 2014; Tieleman and Hinton, 2012; Wilson
et al., 2018). To train a neural network model efficiently, the internal parameters
of a model are used. These internal parameters are modified using optimization
strategies and algorithms to produce optimum values and accurate results. The
optimization algorithm can be classified into two major categories: first-order and
second-order optimization algorithms.

First-order optimization algorithms are intended to maximize or minimize a loss
function. This is accomplished by using the value of its gradients for the parameters.
An example of a first-order optimization algorithm is the gradient descent algorithm.
The first-order derivative shows the increasing or decreasing function at a particular
point. Second-order methods (Hessian) are also used to maximize or minimize the
loss function. The matrix of second-order partial derivatives is known as Hessian.
The second-order partial derivative provides a quadratic surface that touches the
curvature of the error surface.

SGD is one of the fastest techniques that performs a parameter update for each
training example. Due to frequent updates, the parameter updates will have a high
variance. It leads to fluctuations in the loss function to different intensities. The dis-
advantage of SGD is that it produces complications in the convergence to the exact
minimum due to frequent updates and changes. The variance in parameter updates
is reduced by a Mini batch gradient descent, which lead to stable convergence.

Adagrad is well suited for sparse data since it allows the learning rate to adapt
according to the parameters. It creates significant updates for infrequent parame-
ters and smaller updates for frequent parameters. The advantage of adagrad is not
needing to tune the learning rate manually. The main disadvantage of adagrad is
that the learning rate tends to decrease or decay.

Adadelta is an extension of adagrad, which overcomes the problem of learning rate
decay. In adadelta, there is no need to set a default learning rate. Adam manipulates
adaptive learning rates for each parameter; it consists of an exponentially decaying
average of past gradients that are similar to momentum. When compared to other
optimizers, adam performs well due to its faster convergence, efficiency, etc. It also
rectifies the vanishing learning rate problem, high variance in parameter updates,
and fluctuating loss functions.

Rmsprop optimizer is very similar to SGD with momentum. It restricts the oscilla-
tions in the vertical direction, which increases the learning rate and larger steps for
faster convergence. Adamax uses the normalization values. If infinity norm is used,
adamax performs well and becomes stable. Nesterov momentum (Nadam) makes
a big jump based on the previous momentum, and then the gradient is calculated.
After that, a parameter update is done.
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8.4 Case Study - Brain Tumor Detection

8.4.1 Methodology

A simple neural network and CNN model were used in our proposed work to con-
ducting our experiments. The architecture of the neural network and CNN models
are shown in Figures 8.1 and 8.2, respectively. The simple neural network model
consists of an input layer, a hidden layer, and an output layer. The CNN model
is designed with five layers, and each contains convolution and a pooling layer.
We have used batch normalization to improve the speed, performance, and stability
of the neural networks. Batch normalization adjusts and scales the activation
functions for normalizing the input layer. Here the default value of epochs is set to
30. We used an early stopping criterion to minimize the training time of the neural
network model. In the proposed work, various optimizers were used to check
the accuracy of neural network models. We conducted an analytical study on the
optimizers and chosen the best among them.

8.4.2 Data Sets and Metrics

The BraTS 2013 data set (BraTS2013 Challenge, MRI brain tumor database)
(BR) and a sample clinical data set from the Whole Brain Atlas (WBA) (Johnson
and Becker, 1999) were used to train and test the proposed models. Tensorflow
is an open-source software library developed by the Google Brain Team. The
second-generation system of Google is used to implement and deploy several
machine learning models. Dataflow graphs are used to represent the computations
of Tensorflow. Keras is an open-source library written in Python. It runs as front-end
software for Tensorflow and Theano. Francois Chollet, a Google engineer, developed
keras. It provides a higher-level programming interface wrapper for the lower-level
application programming interface. It handles designing models, defining the
layers, and setting up multiple input and output models. Some of the popular
evaluation metrics used for image classification tasks are accuracy, false alarm, and
missed alarm. We used the below equations to evaluate our experiments.

Figure 8.1 Architecture of a simple neural
network.

Input OutputHidden

Tumor

 New Tumor



(150 × 150)

Input image Convl BN1 Pool1 Conv2 BN2 Pool2 Conv3 BN3 Pool3 Conv4 BN4 Pool4 Conv5 BN5 Pool5 Fully connected Output
Layers

(32, 3 × 3) (32, 3 × 3) (64, 3 × 3) (64, 3 × 3) (64, 3 × 3)(2 × 2) (2 × 2)0.99 0.99 (2 × 2)0.99 (2 × 2)0.99 (2 × 2) ReLu Sigmoid Prediction0.99

Figure 8.2 Architecture of a convoluted neural network model.



�

� �

�

8.4 Case Study - Brain Tumor Detection 159

% Missed Alarm (MA) = ( FP
Total number of slices

) × 100 (8.1)

% False Alarm (FA) = ( FN
Total number of slices

) × 100 (8.2)

Accuracy = (TP + TN)
(TP + TN + FP + FN)

(8.3)

8.4.3 Results and Discussion

We conducted our experiments on both simple neural network and convolutional
neural network models. The architectures of these models are depicted in Figures 8.1
and 8.2. Initially, we experimented on a simple neural network model by varying the
optimizers. In the beginning, the model was trained for 10 epochs. When we used a
stochastic gradient descent optimizer, the accuracy of the model was 79%. Similarly,
the rmsprop optimizer accuracy was 84.38%. For the adagrad optimizer, the accuracy
was 77.82%. For adadelta, the accuracy was 86.08%. For adamax, the accuracy was
96.76%. For nadam, the accuracy was 87.97%. Finally, the adam optimizer got an
accuracy of 97.4%.

Later, the simple neural network was trained for 20 epochs, and the accuracy was
recorded as the optimizers were varied. The SGD optimizer produced an accuracy
of 83.52%. Rmsprop had an accuracy of 84.38%. Adagrad produced an accuracy of
77.82%. Adadelta produced an accuracy of 86.08%. Adamax produced an accuracy
of 96.76%. Nadam had an accuracy of 87.97%. Finally, as specified earlier, the adam
optimizer outperformed all other optimizers, and it produced a 98.94% accuracy. In
simple neural network models, the adam optimizer outperforms all other optimizers
because of its sparsity. Adam also combines the advantages of rmsprop and ada-
grad, which are the two extensions of stochastic gradient descent optimizers. The
performances of all the optimizers in the simple neural network model are shown
in Figure 8.3. The accuracy of all optimizers is listed in Table 8.1.

The architecture of the CNN model is shown in Figure 8.2. In this model, we
used the early stopping criterion, which reduced the model’s training time. The total
number of assigned epochs is 30. The performance of all optimizers using the early
stopping criterion is shown in Table 8.2.

When we used the SGD optimizer, it produced an 82% accuracy, and the model
stopped training at the fourteenth epoch. While using the rmsprop optimizer
produced an 89.25% accuracy, and the training process stopped at the sixteenth
epoch. The adagrad optimizer produced an accuracy of 79.61%, and the model
stopped training at the twentieth epoch. When we used the adadelta optimizer,
it produced an 88.12% accuracy, and the model stopped training during the
thirteenth epoch. While using the adamax optimizer, the accuracy obtained was
97.8%, and the model stopped training after the thirteenth epoch. The nadam
optimizer gave an accuracy of 89.10%, and the training process stopped after the
twenty-first epoch. Finally, we used the adam optimizer and obtained a 98.7%
accuracy; the training process stopped after the thirteenth epoch. The performance
of optimizers in the CNN model is depicted in Figure 8.4. The number of training



�

� �

�

160 8 Neural Network Optimizers for Brain Tumor Image Detection

SGD

100

10 Epochs

20 Epochs

90

80

70

60

50

40

30

20

10

0
ADAM RMSPROP ADAGRAD ADADELTA ADAMAX

Figure 8.3 Performance of implemented networks with varying optimizers.

Table 8.1 Accuracy of artificial neural network models for differing
optimizers.

S Number Optimizer
Accuracy
(%, 10 Epochs)

Accuracy
(%, 20 Epochs)

1 SGD 79 83.52
2 Adam 97.4 98.94
3 Rmsprop 84.38 97.5
4 Adagrad 77.82 97.8
5 Adadelta 86.08 87.6
6 Adamax 96.76 97.71
7 Nadam 87.97 97.4

Table 8.2 Performance analysis of neural network optimizers
using early stopping criterion.

S Number Optimizer Accuracy (%) Number of Epochs

1 SGD 82 14
2 Adam 98.7 13
3 Rmsprop 89.25 16
4 Adagrad 79.61 20
5 Adadelta 88.12 13
6 Adamax 97.8 13
7 Nadam 89.10 21
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Figure 8.4 Accuracy obtained by optimizers in a convolutional neural network.
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Figure 8.5 Number of epochs required for training by CNN optimizers with early stopping
criterion.

epochs taken by all optimizers is shown in Figure 8.5. Compared with the simple
neural network model, the training time was gradually reduced using the early
stopping criterion in CNN. The performance of the proposed method was compared
with other state-of-the-art methods (Kalaiselvi et al., 2020) and are described
in Table 8.3.
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Table 8.3 Comparison of the proposed method with state-of-the-art methods.

S number Method Accuracy (%)

1 PCB (2011) 58.9
2 Kalaiselvi’s method (2012) 90
3 Statisical method (2014) 85.8
4 Hybrid method (2015) 88.3
5 Avinash’s method (2015) 87.3
6 Wavelet method (2015) 89.6
7 FLSCBN method (2020) 88.91
8 Proposed method (using Adam optimizer) 98.94

8.5 Conclusion

In the proposed work, we conducted an analytical study of optimizers in a simple
neural network and CNN models. From these results, we concluded that the adam
optimizer performed well compared to SGD, rmsprop, adagrad, adamax, adadelta,
and nadam optimizers. The adam optimizer model achieved an accuracy of 98% in
tumor image detection from the MRI of human brain scans. In the future, we pursue
developing a novel optimizer for the neural network model to be tested on abnormal
slice classification of human MRI head scans.

References

BRATS 2015 challenge, MRI brain tumor database. URL https://www.smir.ch/BRATS/
Start2015. (accessed on 23.8.2020).

M.K. Abd-Ellah, A.I. Awad, A.A.M. Khalaf, and H.F.A. Hamed. Two-phase multi-model
automatic brain tumour diagnosis system from magnetic resonance images using
convolutional neural networks. EURASIP Journal on Image and Video Processing
volume, 2018(1), September 2018. doi: 10.1186/s13640-018-0332-4.

J. Duchi, E. Hazan, and Y. Singer. Adaptive subgradient methods for online learning
and stochastic optimization. Journal of Machine Learning Research,
12(null):2121–2159, July 2011. ISSN 1532-4435.

Centre for Health Informatics, 2016. URL www.nhp.gov.in. (accessed on 02 May 2020).
H. Hwang, H.Z.U. Rehman, and S. Lee. 3D U-Net for skull stripping in brain MRI.

Applied Sciences, 9(3):569, February 2019. doi: 10.3390/app9030569.
K.A. Johnson and J.A. Becker. The whole brain atlas (WBA), 1999. URL https://www

.med.harvard.edu/aanlib/. (accessed on 20.8.2020).
T. Kalaiselvi, P. Sriramakrishnan, and K. Somasundaram. Brain abnormality detection

from MRI of human head scans using the bilateral symmetry property and histogram
similarity measures. IEEE, December 2016. doi: 10.1109/icsec.2016.7859867.

https://www.smir.ch/BRATS/Start2015
https://www.smir.ch/BRATS/Start2015
www.nhp.gov.in
https://www.med.harvard.edu/aanlib/
https://www.med.harvard.edu/aanlib/


�

� �

�

References 163

T. Kalaiselvi, S.T. Padmapriya, P. Sriramakrishnan, and K. Somasundaram. Deriving
tumor detection models using convolutional neural networks from MRI of human
brain scans. International Journal of Information Technology, 12(2):403–408,
February 2020. doi: 10.1007/s41870-020-00438-4.

K. Kamnitsas, C. Ledig, V.F.J. Newcombe, J.P. Simpson, A.D. Kane, and et al. Efficient
multi-scale 3d CNN with fully connected CRF for accurate brain lesion segmentation.
Medical Image Analysis, 36:61–78, February 2017. doi: 10.1016/j.media.2016.10.004.

A.R. Kavitha, L. Chitra, and R. Kanaga. Brain tumor segmentation using genetic
algorithm with SVM classifier. International Journal of Advanced Research in
Electrical and Electronics Engineering, 5(3):1468–1471, March 2016. doi:
10.15662/IJAREEIE.2016.0503043.

D.P. Kingma and J. Ba. Adam: A method for stochastic optimization. 2014.
J. Kleesiek, G. Urban, A. Hubert, D. Schwarz, K. Maier-Hein, and et al. Deep MRI brain

extraction: A 3D convolutional neural network for skull stripping. Neuroimage,
129:460–469, April 2016. doi: 10.1016/j.neuroimage.2016.01.024.

H. Mohsen, E.S.A. El-Dahshan, E.S.M. El-Horbaty, and A.B.M. Salem. Classification
using deep learning neural networks for brain tumors. Future Computing and
Informatics Journal, 3(1):68–71, June 2018. doi: 10.1016/j.fcij.2017.12.001.

S. Pereira, A. Pinto, V. Alves, and C.A. Silva. Brain tumor segmentation using
convolutional neural networks in mri images. IEEE Transactions on Medical
Imaging, 35(5):1240–1251, 2016. doi: 10.1109/TMI.2016.2538465.

P. Sriramakrishnan, T.m Kalaiselvi, K. Somasundaram, and R. Rajeswaran. A rapid
knowledge-based partial supervision fuzzy c-means for brain tissue segmentation
with CUDA-enabled GPU machine. International Journal of Imaging Systems and
Technology, 29(4):547–560, May 2019. doi: 10.1002/ima.22335.

S. Suhag and L.M. Saini. Automatic brain tumor detection and classification using SVM
classifier. International Journal of Advances in Science, Engineering and Technology
(IJASEAT), 3(4):119–123, 2015.

K. Thiruvenkadam and N. Perumal. Fully automatic method for segmentation of brain
tumor from multimodal magnetic resonance images using wavelet transformation
and clustering technique. International Journal of Imaging Systems and Technology,
26(4):305–314, December 2016. doi: 10.1002/ima.22202.

T. Tieleman and G. Hinton. Lecture 6.5-rmsprop: Divide the gradient by a running
average of its recent magnitude., 2012.

A.C. Wilson, R. Roelofs, M. Stern, N. Srebro, and B. Recht. The marginal value of
adaptive gradient methods in machine learning. 2018.

L. Zhao and K. Jia. Multiscale CNNs for brain tumor segmentation and diagnosis.
Computational and Mathematical Methods in Medicine, 2016:1–7, 2016. doi:
10.1155/2016/8356294.



�

� �

�

165

9

Abnormal Slice Classification from MRI Volumes using
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Department of Computer Science and Applications, The Gandhigram Rural Institute- Deemed to be
University, Tamilnadu, India

9.1 Introduction

9.1.1 MRIs of the Human Brain

Among all vertebrates, the human brain is the largest relative to the size of the body.
It weighs about 2% of a human’s body and is kept highly protected by the scalp,
skull and three layered meninges. It is surrounded by a liquid called cerebrospinal
fluid (CSF), which acts as a cushion to provide basic protection to brain inside the
skull. The three major regions are the cerebrum, cerebellum, and the brainstem. The
cerebrum occupies 85% of the brain portion. It contains about 86 billion nerve cells
called neurons in the gray matter (GM) and billions of nerve fibres called axons and
dentrites in the white matter (WM). These neurons are connected by synapses with
trillions of connections. The cerebrum is divided into two halves called the left hemi-
sphere (LHS) and right hemisphere (RHS), which are separated by a longitudinal
fissure called the inter hemispheric fissure (IHF). The hemispheres are symmetric
in nature, based on the IHF in a normal brain as shown in Figure 9.1. These hemi-
spheres have control over the opposite side of the body; the LHS is responsible for
the functioning of the right side of the body and vice versa.

Of the available brain imaging techniques, magnetic resonance imaging (MRI) is
considered non-invasive since it uses radio waves and a high magnetic field instead
of radiation to produce more informative 3-dimensional (3D) images of the cere-
brum, cerebellum and brain stem. The device contains a large doughnut-shaped
tunnel with a built-in magnet. A rotating table slides into the magnetic tunnel to
carry the patient to be scanned. During imaging, radio waves are used to accelerate
the body atoms. The energy released by these atoms are captured by a sensor and sent
to the computer-aided imaging system that produces 3D images of the scanned area.
The MRI produces three orientations: axial, coronal, and sagittal. The axial images
are taken with a bird’s eye-view from top to bottom. The sagittal images are taken

*kalaiselvi.gri@gmail.com, chelvi.kalai7@gmail.com, ka.somasundaram@gmail.com
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Figure 9.1 Anatomy of the human brain.

from left ear to right ear, and the coronal images are taken from front to back. Thus,
the MRI can be used to detect or diagnose brain abnormalities like cysts, tumors,
hemorrhage, swelling, inflammation or clots in blood vessels, developmental and
structural abnormalities, infections and damage to the brain by an injury or stroke,
trauma, etc. MRIs can provide detailed pictures of parts of the brain to diagnose
problems in areas that can’t be seen well in other scans like CTs or ultrasounds.
These are the T1-weighted (T1), T1-contrast enhanced (T1c), T2-weighted (T2) and
fluid-attenuated inversion recovery (FLAIR) images. The combination of all these
sequences is called a multimodal MRI (MMMRI). To analyse healthy tissues, T1
images are used. It contains a high intensity region for WM, low intensity regions
for GM, and a dark region for CSF. To analyse pathological tissues, T2 images are
used. The intensity arrangements of T2 images are that CSF remains a high inten-
sity region, GM as a low intensity, and WM as a dark region. T1c images are taken by
injecting a contrasting agent into the patient, which creates a fluorescent signal on
the tumor region, if present. In a FLAIR sequence (similar to the T2 sequence), the
signals from the fluid are suppressed into a void, thus tumors have brighter regions
for tumors than other tissue regions. It is mainly used to extract the tumor portion
(Thiruvenkadam, 2011; Kalaiselvi and Selvi, 2017). Sample multimodal MRI images
with tumor regions are shown in Figure 9.2.

9.1.2 Normal and Abnormal Slices

A normal brain is symmetric in nature about the vertical line passing through, the
inter hemispheric fissure (IHF). The IHF bisects the human body passes along the
mid-sagittal plane (MSP). Thus, the bisected pieces of brain, based on the MSP,
are called cerebral hemispheres. Brain abnormalities are any atypical feature in
its structure or functioning. Certain brain abnormalities such as dementia, stroke,
hematomas, blood clots, cerebral edema, brain tumor, etc. cause damage, swelling,



�

� �

�

9.1 Introduction 167

T1 T1c T2 FLAIR

Figure 9.2 MRI of a brain tumor.

or displacement of the brain. This affects the bilateral symmetric nature of the brain.
Brain tumors majorly disturb the bilateral symmetry since they grow abnormally
inside brain or arose in another organ and metastasized to the brain. Since they are
a higher intensity, they are explicitly visible in MRI images, especially in T2, T1c,
and FLAIR sequences (Stegmann et al., 2005).

Abnormal slices are identified by experienced clinicians. However, to identify the
abnormal slices from hundreds of slices is a time-consuming process. Computers
aid in abnormality identification that further leads to treatment planning. In recent
years, researchers have developed many algorithms for detecting brain abnormali-
ties. In particular, machine learning models play a big role in abnormal slice classi-
fication (Karuppanagounder and Thiruvenkadam, 2009).

9.1.3 Background

Classification is the process of categorizing a pixel or an object in an image into
one or more classes. It analyses various numerical and categorical features of the
image and organizes them into classes based on those values. Classification models
are available to work in a machine learning environment. Predictive models approxi-
mate a mapping function (f) from an input feature vector (x) to a discrete output class
vector (y). Numerous classification models are used in machine learning practice
such as decision trees, k-nearest neighbour (KNN), support vector machine (SVM),
probabilistic-naïve Bayes, artificial neural network (ANN), back-propagation neural
network (BPN), and random forest (RF).

9.1.3.1 Decision Tree Classifiers
This is a supervised learning model that is non-parametric; it aims to predict the
query element by learning simple decision-based rules from the feature data. It can
capture descriptive decision-making knowledge from the supplied data and learns
from the data with a set of rules like if-then-else at each node. The deeper the tree,
the more complex the decision rules are. There are two types of nodes: decision and
leaf. Decision nodes are where decisions are made to with multiple branches. For
example, a simple yes or no question may be asked at each decision node based on
how the branches are split. Leaf nodes are the output nodes without any branches.
Since the nodes form a tree-like structure in making decisions, these classifiers were
called decision trees. Based on their application, decision trees are classification or
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regression trees. If the tree produces an output from a set of discrete, categorical, or
predefined classes, it is a classification tree. If it produces an output as a continuous
value, then it is a regression tree (Yang et al., 2003). It works based on the divide and
conquer algorithm, which works as described below.

1. Select a test for root node. Create branch for each possible answer of the test.
2. Split the tree into subsets based on the instances of the test.
3. Repeat steps one and two recursively until all instances of a branch have the same

class.

9.1.3.2 K-Nearest Neighbours (KNN) Classifiers
KNN is a supervised learning algorithm that performs based on the assumption that
similar things exist in close proximity. It predicts the test data according to the K
training data that are nearer to the test data with a greater class probability. There
are six steps involved in KNN classification algorithms:

1. Initialize K as the count of nearest neighbours.
2. Calculate query data and the training samples distance.
3. Sort the training samples according to the calculated distance.
4. Determine K nearest neighbours from the sorted list.
5. Label the neighbours with their class values y.
6. Assign the majority category y of neighbours to the query data.

9.1.3.3 Support Vector Machine (SVM)
An SVM is a supervised classification and prediction algorithm in machine learning.
It is mostly used for classification problems. Each and every data item is plotted in
an n-dimensional space where n is the number of independent variables or features
(x). The classification is performed by fixing a hyper-plane that differentiates the
classes. It aims to maximize the distance between data points of distinct classes to
allow confident classification of future data (Kim et al., 2012).

The dimension of hyperplanes may vary based on the number of features. The
data points closer to the hyperplanes are called support vectors, shown in Figure 9.3.
These support vectors fix the orientation and position of the hyperplane. To optimize

Small Margin Large Margin

Support Vectors

Figure 9.3 Support vector machine.



�

� �

�

9.1 Introduction 169

the SVM, a loss function (hinge loss) is used to maximize the margin:

c(x, y, f (x)) =

⎧⎪⎪⎨⎪⎪⎩

0,

if y ∗ f (x) ≥ 1

1 − y ∗ f (x),

else

⎫⎪⎪⎬⎪⎪⎭

(9.1)

When the predicted and actual values have the same sign, the loss is 0. In other
cases, the loss value is calculated as described in Equation 9.1.

9.1.3.4 Naive Bayes
Naive Bayes’ is a binary and multi-class classification algorithm. Based on the Bayes
theorem and a prior knowledge obtained from the given data, it provides a way to
calculate the probability of a hypothesis. The Bayes’ theorem is

Pr (A|B) = Pr (B|A) × Pr (A)
Pr (B)

. (9.2)

It finds the probability (Pr) of A happening, given that B has occurred. The assump-
tion is that predictors and features are independent of each other (Zhou et al., 2015).

9.1.3.5 Artificial Neural Network (ANN)
An ANN tries to imitate the human brain by following its internal scheme of oper-
ations in decision-making processes. It is a network of connected inputs (xi) and
outputs (𝜽j) with weight (wij) associated to each connection. It contains an input and
output layer along with multiple intermediate layers as shown in Figure 9.4. Learn-
ing is done by adjusting the weights of the connections iteratively, which improves
the classifier’s performance. The input layer carries raw information into the net-
work. The data are not changed in this layer. Inside the network, raw inputs are
transformed by the hidden intermediate layers. The values entering the hidden lay-
ers are multiplied by their predetermined weights. The sum of these weighted inputs
yields a number sent to the next layer. The output layer corresponds to the predic-
tion of the class variable. The active nodes in the output layer produce output values.

...
...

weights

transfer
function

activation
functionnet input

netj oj
activation

θj
threshold

w1j

inputs
x1

w2jx2

w3jx3

wnjxn

φΣ

Figure 9.4 Artificial neurons.
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Figure 9.5 Back-propagation neural network.

The performance of the ANN model depends on the proper selection of weights
(Le et al., 2012).

9.1.3.6 Back-Propagation Neural Network (BPN)
Back-propagation is a basic neural network training model. It fine tunes the weights
of the inputs based on the rate of error in the previous epoch or iteration. This weight
tuning reduces error and increases the reliability of the neural network model. This
method helps to assess the gradient of loss function based on the weights of neurons
in the network. The BPN network is shown in Figure 9.5.

1. Input neurons (X) enter through the network path.
2. Randomly selected real weights (W) are assigned to the input.
3. The output for every neuron from input layer to the hidden and output layers are

calculated.
4. Error is calculated as

Error = ActualOutput − DesiredOutput (9.3)

5. Traverse backwards from output layer to the hidden layer to adjust the weights
(W), so that the error is reduced.

6. Repeat the above steps iteratively until the desired output is obtained.

9.1.3.7 Random Forest Classifiers
The random Forest classifier is a popular and simple machine learning classifier that
uses the concept of ensemble learning and bagging to improve the prediction perfor-
mance. Ensemble learning is the process of combining multiple classifiers for learn-
ing. Bagging is a technique that combines multiple classifier models to improve the
quality of prediction. A schematic of a random forest classifier is shown in Figure 9.6.

1. The input data set is split into n number of training samples.
2. Decision trees are built for each training sample. These decision trees result in

predictions for the test data.
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Figure 9.6 Random forest classifier.

3. Perform averaging or majority voting on the decision tree predictions for the test
data set.

4. Select the most voted prediction as the final prediction for the test data.

9.2 Literature Review

Thiruvenkadam et al. (2016) proposed an ANN-based classification method to pre-
dict the abnormal slices in a volume. They bisected the image into the LCH and RCH.
The histograms were taken for both images and compared with each other using 15
histogram similarity measures. A threshold value was calculated for each similarity
measure with the fuzzy c means (FCM) algorithm. Based on these threshold val-
ues, the ANN was trained and tested. This model gave an accuracy of 94% for WBA,
86.4% for BraTS13, and 100% for IBSR data sets. Ramteke and Khachane (2012) pro-
posed a four phase method starting with preprocessing the input CT image using
a median filter, followed by a statistical feature extraction phase, a KNN classifier,
and the extraction of the abnormal region at the postprocessing step. The accuracy
of the model was compared with a kernel-based SVM classifier and produced better
results.

Nader et al. (2015) proposed a technique that included sigma filtering, adaptive
threshold, and tumor region detection. They combined decision tree and multi-layer
perceptron classification algorithms for the learning process. T. et al. (2015) pro-
posed a novel statistical feature to identify abnormal slices in a T2 volume. Instead
of computing the mean intensity of the entire image, they removed the mean of the
higher intensity pixels from the image since abnormal tissues have higher intensi-
ties. This statistical feature was used for training the model for further prediction of
the abnormal slices present in a volume.
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Goswami and Bhaiya (2013) proposed a method called the hybrid neuro-fuzzy
system, a combination of ANN and fuzzy logic techniques. The system followed
data collection, feature extraction from GLCM, and the classification of normal
and abnormal images through the neuro-fuzzy system of brain images. Renjith
et al. (2015) proposed an improved neuro-fuzzy technique that followed image
preprocessing, wavelet decomposition, texture feature extraction from GLCM,
neuro-fuzzy-based classification of normal and tumor images, and the Otsu
thresholding-based tumor location identification. Megha and Sushma (2019)
proposed a machine learning-based approach that skull stripped in preprocessing,
segmented the tissues with thresholding and morphological operations, extracted
features with GLCM, and used SVM classification to identify normal or abnormal
tissues.

Jayachandran and Dhanasekaran (2013) proposed a four-stage hybrid algorithm
that used statistical features and a fuzzy support vector machine (FSVM) classifier.
The stages are noise reduction, feature extraction, feature reduction and classifica-
tion. They achieved an accuracy of 95.80% for the normal and abnormal MRI data
collected from south Indian area severity analysis and Government Medical College
Hospital. Deepa and Devi (2012) proposed an abnormal slice classification algorithm
using optimal texture features extracted from normal and abnormal images as well
as a BPN and radial function neural network for abnormal slice classification and
tumor portion segmentation to reach an accuracy of 85.7%. Soltaninejad et al. (2016)
proposed a fully automatic method for abnormal slice identification in FLAIR MRI
images. Novel features were calculated from intensity, Gabor textons, fractals, and
curvatures of brain portions. The extremely randomized trees (ERT) classifier was
used for abnormal slice identification in comparison with an SVM classifier and pro-
duced an 88% accuracy in the BRATS data set.

9.3 Methodology

In the proposed method, the input image was preprocessed by applying the
bounding box technique, then split into two cerebral hemispheres (LHS and RHS)
based on the MSP. Then features were extracted from each hemisphere using
the histogram-based first-order, a gray level co-occurrence matrix (GLCM)-based
second-order, and a gray level run length matrix (GLRLM)-based third-order
(ChandraPrabha, 2019; Albregtsen, 2008). The absolute difference between the
hemispheric features was taken for consideration because the greater the differ-
ence, the more likely that the image is abnormal. The feature set with 763 × 39
dimensions was taken into the machine learning model. The relevant features
for prediction were selected using Pearson’s correlation coefficient (features with
correlation > 0.3). The selected features with 763 × 16 dimensions were obtained
from the feature selection for further training and testing phases of the classifica-
tion model. The KNN classifier was used in the current work to classify the MRI
images into normal or abnormal. Figure 9.7 depicts the flowchart of the current
method.
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Figure 9.7 Flow chart of the proposed method.

9.3.1 Preprocessing

The background of MRI images is treated as zero. Thus, the unwanted background
is cropped using a bounding box technique, which eases further processing. Here,
it extracts only the brain portion as the area of interest (AOI). There are four steps
involved in the bounding box technique (Thiruvenkadam et al., 2017).

1. Traverse row-wise from top to bottom in the image until non-zero data are
reached. Assign the row value in variable rowmin.

2. Traverse row-wise from bottom to top in the image until non-zero data are
reached. Assign the row value in variable rowmax.
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Bounding

Box

Figure 9.8 Original and resulting images with the bounding box.

3. Traverse column-wise through the input image from left to right until it reaches
non-zero data. Assign the column value in colmin.

4. Traverse column-wise through the input image from right to left until it reaches
non-zero data. Assign the column value in colmax.

This effectively crops the zero background and yields the AOI image within the
rowmin, rowmax, colmin and colmax coordinates. A sample image of an MRI brain
following AOI extraction is shown in Figure 9.8.

9.3.2 Feature Extraction

The input MRI image was split into two halves along the central bisecting line. As a
result, the two left and right cerebral hemispheres (LHS and RHS, respectively) were
obtained. Each hemisphere was treated as an individual image for feature extraction.
The LHS and RHS images are shown in Figure 9.9. First-order, second-order, and
third-order image features were computed using the image histogram, GLCM, and
GLRLM, respectively. The Mean, Variance, Skewness, Kurtosis, and Energy were
the features extracted from the histogram; they are tabulated in Table 9.1. Upto 20
features similar to Autocorrelation, Contrast, Correlation, and Cluster Prominence

Splitting

Figure 9.9 Splitting the whole image into LHS and RHS along the middle sagittal plane.
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Table 9.1 Histogram-based image features.

Sl. No Feature Name Formula

1 Mean P1 =
lmax∑

x=lmin
x h(x)

2 Variance P2 =
lmax∑

x=lmin

(
x − P1

)2 h(x)

3 Skewness P3 =
lmax∑

x=lmin

(
x − P1

)3 h(x)
(
P1

)3∕2

4 Kurtosis P4 =
lmax∑

x=lmin

(
x − P1

)4 h(x)
(
P1

)4∕2

5 Entropy Ps =
lmax∑

x=lmin
h(x) log2

[
h(x)

]

were extracted from the GLCM (see Table 9.2). Upto 11 features like Short Run
Emphasis and Long Run Emphasis were extracted from the GLRLM (see Table 9.3).
Additionally, the minimum, maximum, and mean intensity were extracted from the
hemispheric images. The difference between the feature values were taken into con-
sideration for the training and testing phase.

Normal images have smaller differences, whereas the tumor images will create
larger differences between the LHS and RHS images. Finally, a feature set along
with the class label was created with 763 × 39 dimensions for a collection of normal
and abnormal images. The class values were labeled “1” for abnormal images and
“0” for normal images.

The histogram-based features are listed in the Table 9.1. The value x denotes the
intensity of a pixel; lmin and lmax are the minimum and maximum gray levels of
the image, respectively. Function h(x) is the probability of x in the image.

The GLCM-based features are listed in Table 9.2. The CM(i,j) denotes the
co-occurrence matrix, and N denotes the number of gray levels (eight in this
study). (CMx, )−, (CMy, )−, Sx, and Sy are the mean and standard deviations of
CMx and CMy, respectively. The GLRLM features are listed along with their
formulas in Table 9.3. The run length matrix is RM(i,j). The number of runs is
nr; N− is the number of gray levels; M− is the size of pixels in the region of interest
(Harshavardhan et al., 2017).

9.3.3 Feature Selection

Selecting the relevant features from the large feature set was important to improve
the efficiency in terms of both computational cost and performance of the predic-
tive model. The proposed method use the Pearson Correlation Coefficient, which
is a filter-type feature selection method used for feature selection process.It is a
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Table 9.2 GLCM-based image features.

Sl. No Feature Name Formula

1 Auto Correlation
N∑

i=1

N∑
j=1

(i.j) CM (i, j)

2 Contrast
N∑

i=1

N∑
j=1

CM (i, j) .(i − j)2

3 Correlation
N∑

i=1

N∑
j=1

(i, j) .CM (i, j) − CMxCMy

SxSy

4 Cluster Prominence
N∑

i=1

N∑
j=1

(
i + j − 2CM

)3
CM (i, j)

5 Cluster Shade
N∑

i=1

N∑
j=1

(
i + j − 2CM

)4
CM (i, j)

6 Dissimilarity
N∑

i=1

N∑
j=1

|i − j| ⋅ CM (i, j)

7 Energy
N∑

i=1

N∑
j=1

CM(i, j)2

8 Entropy −
N∑

i=1

N∑
j=1

CM (i, j) log CM (i, j)

9 Homogeneity
N∑

i=1

N∑
j=1

CM (i, j)
1 + (i − j)2

10 Maximum Probability maxi, jCM(i, j)

11 Variance (sum of squares)
N∑

i=1

N∑
j=1

(
i − CM

)2
CM (i, j)

12 Sum average (Sa)
2N∑
i=2

i CMx+y (i)

13 Sum Variance (SV)
2N∑
i=2

(
i − CMx+y

)2CMx+y (i)

14 Sum Entropy (SE) −
2N∑
i=2

CMx+y (i) log
{

CMx+y (i)
}

15 Difference Variance
N∑

i=1

(
i − CMx−y

)2
CMx−y (i)

16 Difference Entropy −
N∑

i=1
CMx−y (i) log CMx−y (i)
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Table 9.2 (Continued)

Sl. No Feature Name Formula

17 Information measure of
Correlation

HXY − HXY1

max (HX, HY)
HXY = −

∑
i

∑
j

CM(i, j)log2CM(i, j)

HX-entropy of CMx , HY- entropy of CMy

18 Inverse Difference (INV)
N∑

i=1

N∑
j=1

CM (i, j)
1 + |i − j|

19 Inverse Difference Normalized
(INN)

N∑
i=1

N∑
j=1

CM (i, j)

1 +
( |i − j|

N

)

20 Inverse Difference Moment
Normalized

N∑
i=1

N∑
j=1

CM (i, j)

1 +
( |i − j|2

N2

)

measure of the linear relationship between two attributes. It ranges from negative
one to one. Negative one refers to a perfect negative correlation, and one refers to a
perfect positive correlation. The formula for Pearson’s correlation coefficient is given
in Equation 9.4.

r =
∑

i(xi − x−)(yi − y−)√∑
i(xi − x−)2

√∑
i(yi − y−)2

. (9.4)

Here, x and y are the two attributes involved in the correlation calculation
(Biesiada and Duch, 2007).

9.3.4 Classification

Classification is the process of identifying the class of a data after being trained by
voluminous data. The performance of the classification model improves when it is
trained using a large data set. There are two main types of classification techniques:
binary (only two classes) and multi-class (more than two classes). The classifier used
in this study was KNN.

9.3.5 Cross-Validation

Cross-validation is a way to estimate the accuracy of the predictive models by split-
ting the available data into training and testing data. It is also used to improve the
accuracy or select the predictive model for the current scenario. Among various
cross-validation techniques, the stratified k-fold cross-validation technique is used
in the current work. Stratified k-fold cross-validation initially allows the training
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Table 9.3 GLRLM-based image features.

Sl. No Feature Name Formula

1 Short Run Emphasis (SRE) 1
nr

N∑
i=1

M∑
j=1

RM (i, j)
j2

2 Long Run Emphasis (LRE) 1
nr

N∑
i=1

M∑
j=1

RM (i, j) .j2

3 Gray level Non- Uniformity (GLNU) 1
nr

N∑
i=1

( M∑
j=1

RM (i, j)

)2

4 Run length Non-Uniformity (RLNU) 1
nr

M∑
j=1

( N∑
i=1

RM (i, j)

)2

5 Run Percentage (RP)
nr∑N

i=1
∑M

j=1 RM (i, j) .j

6 Low Gray Level Run Emphasis (LGRE) 1
nr

N∑
i=1

M∑
j=1

RM (i, j)
i2

7 High Gray Level Run Emphasis (HGRE) 1
nr

N∑
i=1

M∑
j=1

RM (i, j) i2

8 Short Run Low Gray Level Emphasis (SRLGE) 1
nr

N∑
i=1

M∑
j=1

RM (i, j)
i2.j2

9 Short Run High Gray Level Emphasis (SRHGE) 1
nr

N∑
i=1

M∑
j=1

RM (i, j) .i2

j2

10 Long Run Low Gray Level Emphasis (LRLGE) 1
nr

N∑
i=1

M∑
j=1

RM (i, j) .j2

i2

11 Long Run High Gray Level Emphasis (LRHGE) 1
nr

N∑
i=1

M∑
j=1

RM (i, j) .i2.j2

data to be shuffled based on the class variable. It ensures that each fold has the
same proportion of observations with a given class value. The training and valida-
tion are performed for k iterations by splitting the entire data into k-folds in each
iteration. Each time, a different combination of training and testing data are formed
such that one fold is allotted as validation data and the remaining are used as train-
ing data. Figure 9.10 shows a representation of stratified k-fold cross-validation for
k = 5 (Kohavi, 1995; Rodriguez et al., 2010).

9.3.6 Training Validation and Testing

For training the model, six abnormal volumes from the BraTS 2013 data set and two
normal volumes from the IBSR-18 data set were taken. In total, 763 images were used
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Test data

Iteration 1

Iteration 2

Iteration 3

Iteration 4

Iteration 5

Training data

All data

Figure 9.10 Stratified k-fold cross validation.

as training data. In validation, the training data was split into k folds for k iterations.
In each iteration, one fold of data was used for validation and the remaining used
as training data. To test the model, 11 tumor volumes from the BraTS 2013 and two
normal volumes from the IBSR-18 data sets were used.

9.4 Materials and Metrics

The data used for the current experiment was taken from FLAIR sequences of the
BraTS2013 data set (Menze et al., 2015; Kistler et al., 2013). The FLAIR images were
chosen since the CSF is suppressed and tumor regions enhanced. A combination of
normal and abnormal images were taken for training and testing. The model was
implemented in a Python environment in a system with 2.6 GHz, 4 GB RAM and
an Intel i5 processor. There were 763 images taken to train the model. The data set
contained 256 normal and 507 abnormal images. The metrics used to examine the
performance of the model were false alarm (FA), missed alarm (MS), and accuracy,
which were computed from a confusion matrix.

9.4.1 Confusion Matrix

A confusion matrix summarizes the prediction results of the classification problems.
The count of correct and incorrect predictions is placed in four classes as shown in
Figure 9.11.

The formulas for false alarm, missed alarm, and accuracy are computed from the
confusion matrix and as shown in Equations 9.5, 9.6, and 9.7 (Visa et al., 2011;
Powers, 2011).

● False alarm: Normal slices are wrongly identified as tumor slices.

% False Alarm (FA) =
(

FN
Totalnumberofslices

)
100 (9.5)
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Positive (1)

Positive (1)
True Positive

(TP)

True Negative

(TN)

False Negative

(FN)

False Positive

(FP)

Prediction

Class

Negative (0)

Negative (0)

Confusion Matrix Actual Class

Figure 9.11 Structure of a confusion matrix.

● Missed alarm: Tumor slices are wrongly identified as normal slices.

% Missed Alarm (MA) =
(

FP
Totalnumberofslices

)
100 (9.6)

● Accuracy: The percentage of positive and negative results that were correctly
detected.

Accuracy = TP + TN
TP + TN + FP + FN

(9.7)

9.5 Results and Discussion

The first-, second-, and third-order features were collected from the images and fed
as input to the model. The feature set contains a collection of 39 attributes com-
puted from the image histogram, GLCM, and GLRLM. Among the 39 features, 16
were selected by the Pearson’s correlation coefficient with a correlation value greater
than 0.3. This value was fixed by experimental study. The selected features and their
correlation values are listed in Table 9.4. For training the KNN model, feature data
with 763 × 16 dimensions were used. The KNN classifier was used as the learning
algorithm in this model with a k value of 9. Stratified k-fold cross-validation was
used to validate the classification model in k = 5 iterations. This phase resulted in
a 98% accuracy of the model in an average of k iterations. The model was tested
using 11 tumor volumes from the BraTS 2013 and two normal volumes from the
IBSR-18 data sets. The slices in the middle of the tumor volumes were well pre-
dicted as abnormal, whereas the slices at the beginning and end of the volume were
misclassified as abnormal because of the lack of symmetry between the LHS and
RHS. The predictions made by the current model for the testing volumes are given in
Table 9.5.

From Table 9.5, the normal volumes do not have any wrong predictions as all
the slides show the LHS and RHS symmetry. Only selected slices from the tumor
volumes were considered for testing. Slices with major tumor regions were pre-
dicted correctly. Slices at the beginning and end of the volumes may lack symmetry
between the LHS and RHS and be predicted as abnormal, which categorizes them
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Table 9.4 Correlation of the selected features with the class label.

Feature Name Correlation with Class Label

Hist_Mean 0.3622
Histo_ Energy 0.368566
GLCM_Autocorrelation 0.344718
GLCM_Correlation 0.416017
GLCM_Cluster Prominence 0.335945
GLCM_Energy 0.373379
GLCM_Max_probability 0.459
GLCM_Sum of sqaures 0.334856
GLCM_Sum average 0.336314
GLCM_Sum entropy 0.393762
GLCM_Inforcorr 0.562027
GLCM_Informcorrelation 0.575247
GLRLM_SRE 0.357658
GLRLM_GLN 0.527891
GLRLM_RLN 0.610582
GLRLM_RunPercentage 0.442014
Class Label 1

Proposed method 95.6

Accuracy
Accuracy of proposed and existing methods

88.09

83

86.4

78.2

94.5

85.71

Mohammadreza et al. [2017]

Chadha et al. [2019]

Kalaiselvi et al. [2016]

Suchita et al. [2013]

Deepa et al. [2012]

Jayachandran et al. [2013]

Figure 9.12 Accuracy of proposed and existing methods.

as false alarms (FA). Similarly, some abnormal slices with smaller tumors may fail
to produce greater feature differences between the LHS and RHS and be predicted
as normal, which categorizes them as missed alarms (MA). Based on the values of
FA and MA, the accuracy of the current KNN model reached 96%. The comparison
between the proposed and existing methods is shown in Figure 9.12 as the percent
accuracy.
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Table 9.5 Test phase predictions for the selected volumes from the IBSR-18 and BraTS
2013 data sets.

Abnormal Slices

S. No
Volume
Name

Total
Slices Actual Detected FA (%) MA (%) Accuracy (%)

1 IBSR_10 125 – – 0 0 100
2 IBSR_15 152 – – 0 0 100
3 BHG7 126 54–113 57–111 0 4 96
4 BHG8 127 24–102 28–98 0 6.3 94
5 BHG9 118 34–106 39–105 0 4.2 96
6 BHG10 139 58–98 62–98 0 3.6 96
7 BHG11 93 28–95 32–96 1.1 4.3 94
8 BHG12 91 44–86 46–82 3.3 6.6 90
9 BHG13 78 49–79 50–77 0 6.4 94
10 BHG14 85 10–82 11–80 0 3.5 97
11 BHG15 95 16–95 18–94 0 3.2 97
12 BHG22 69 6–62 4–59 3 4.4 93
13 BLG6 48 6–44 5–45 4.1 0 96

Average – .96 3.6 95.6

9.6 Conclusion

In the present study, we proposed a KNN model to predict whether MRI brain images
are normal or abnormal. It used the bilateral symmetric nature of the human brain
to split the input image into two halves, the LHS and RHS, based on the middle
sagittal line. The first-order, second-order and third-order image features of the his-
togram, GLCM, and GLRLM, respectively, were extracted from both the LHS and
RHS images. The difference between the LHS and RHS features were used to make
the prediction, since greater differences indicate the presence of an abnormality in
either of the hemispheres. There were 39 features extracted, from which 16 fea-
tures were selected by the Pearson’s correlation coefficient to have correlation values
greater than 0.3. The selected feature set for 763 images from the BraTS2013 and
IBSR-18 data sets were used for training. The features of two normal volumes from
the IBSR-18 and 11 abnormal volumes from the BraTS2013 data sets were used
for testing. The model reached an accuracy of 95.6%, which is competitive with
state-of-the-art methods.
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Conclusion
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With the sudden passage of deadly diseases across the world, medical practitioners
have come under tremendous pressure to curb the casualties due to the inherent lim-
itations of healthcare resources at their disposal. Even though high-income nations
are better equipped with the latest medical infrastructure, they often feel helpless
with the suddenness of disease influx. Thus, the precarious situation in middle- and
low-income nations is a matter of grave concern.

Given the limited healthcare resources and infrastructure, added to the ever-
increasing population of low-income nations, a well-framed policy on the optimized
use of the scarce healthcare resources is the need of the hour. The necessity of an
optimized allocation of healthcare resources has been well substantiated with the
emergence of several deadly and infectious diseases. In addition, the requirement
for non-contact testing facilities and effective patient care systems have also
assumed paramount importance.

The field of healthcare informatics (Sami, 2021; Shortliffe and Cimino, 2014; Patel
and Kannampallil, 2015) have evolved of late, thanks to computational scientists
across the globe. Healthcare informatics refers to an effective way of managing
healthcare information with the objective of efficiently catering patient healthcare
information toward equitable healthcare opportunities. The primary aim of such
an informatics system is to optimize the ethical acquisition, storage, retrieval, and
use of information in health and bio-medicine to derive a justified fail-safe solution
to the supply-demand paradigm. It is quite clear that the management of such huge
amounts of patient-specific data and information, often to the tune of terabytes, is
often an unfathomable task. The extraction and use of relevant diagnostic data pose
serious challenges to computational scientist. Moreover, redundancy in the data is
also a matter of concern that not only introduces complexity, but also uncertainty
and imprecision.

Intelligent healthcare informatics (also referred to as smart healthcare infor-
matics) augments the purview of the existing health care amenities by enveloping

*dr.siddhartha.bhattacharyya@gmail.com

Applied Smart Health Care Informatics: A Computational Intelligence Perspective, First Edition.
Edited by Sourav De, Rik Das, Siddhartha Bhattacharyya, and Ujjwal Maulik.
© 2022 John Wiley & Sons Ltd. Published 2022 by John Wiley & Sons Ltd.
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intelligent technologies toward information engineering aspects. Intelligent
analysis of the information therein enhances the overall management, as far as the
use of resources is concerned. By means of a multidisciplinary approach, it uses
health information technology, while resorting to computational intelligence, to
improve health care by resorting to newer and higher quality opportunities.

Thus, the advent of intelligent healthcare informatics (Quan and Sanderson, 2018;
Huser and Shmueli-Blumberg, 2018) has unfurled a new era of equitable healthcare
opportunities while doing away with waste and under-use of healthcare resources.
The touch of computational intelligence has revolutionized this field with the evo-
lution of intelligent early prediction, diagnostic, and prognostic procedures, thereby
reducing the effective downtime. Use of computational intelligence has also ushered
in time-efficient, accurate, and fail-safe techniques compared to analog, manual pro-
cesses. Even testing facilities have become more agile and non-destructive in nature,
thanks to the use of intelligent tools and methods.

Another far reaching effect of smart healthcare informatics is the evolution of
telemedicine facilities, where the main aim is accurate diagnosis, instead of hov-
ering, and investing time and effort to explore means of distributing information.
Development in communication has eased the data transmission process to such
an extent that considerable time can be saved before critical healthcare support is
needed. Intelligent healthcare informatics have also facilitated the processing and
analysis of huge patient-specific data in almost no time, thereby reducing the threat
of higher casualty rates.

With the advent of Big Data analysis, intelligent health care informatics has been
calling for efficient and effective use of healthcare data and the diagnosis thereof.
During the next few years, there must be a sea change in the approaches to health
care management. Smart pills may come to the foray as Bio-MEMS or intelligent
drug delivery systems. Wearable medical devices could be attached to the patient’s
body to allow real-time monitoring by physicians (Huser and Shmueli-Blumberg,
2018). Nano-bots may be introduced into the body to collect specimens or look for
early signs of diseases. Content management might also become more intelligent
and intricate.

This volume is, thus, a novel initiative to report the latest innovations in health-
care informatics with reference to computational intelligence-assisted modalities
and techniques. The contributory chapters focus on the innovative perspectives in
smart healthcare management and information analysis. Thus, this volume will
surely come in good stead as a handy treatise for medical practitioners and related
professionals.
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Classification 27, 112, 114

Cloud Computing 6
CNN 10, 75
Convolutional Neural Networks 153
Co-Registration 9
CP attacks 32, 33
Cyber-physical systems 31

d
Data Augmentation 19
data integration 90
DDD Mode Pacemaker 36
decision-making knowledge 167
Deep Belief Networks 153
Deep Learning 15, 67
differentially expressed genes 90
Discrete timed automata 55
DNA methylation 84, 85
drug design 99
Drug discovery 97
Drug Screening 97–98
Drug-Protein Interactions 100

e
Early Detection 10
Electrocardiograms 38, 39
Electrograms 38

f
False Alarm 159, 179
Formal Methods 32, 34, 39, 40, 42
Formal specification 40, 41, 42
Formal verification 39, 40, 41
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g
Gated Recurrent Units 153
Gene Signature 76, 85
Gene 84
Generative Adversarial Networks 154
gray level co-occurrence matrix 172
gray level run length matrix 170

h
health care 2–4
Health care informatics 2
highly variable genes 86
hinge loss 169
Hopfield Network 153
hyper-plane 168

i
Implantable medical devices 31, 32
Internet of Things 7, 102
IoT 7, 8

k
k-fold cross-validation 177

l
Lemon-Tree 94
Lesion 12
local texture descriptor 135
Localization 12
Long Short Term Memory 153
Lung Cancer 11
Lung Carcinoma 17
Lymph Node 18

m
Malignant Tumors 12
Marker Capsules 68
Matrix factorization 91
Medical Devices 31, 32, 33
Medical Imaging 14
Medical Imaging Data 100–101
Metastasis 18
Missed Alarm 159, 180
Model Checking 41
Monitor Synthesis 49

MRI imaging sequences 166
Multiomics 73, 85, 90
Multiple Kernel Learning 94
multi-step analysis 95

n
Noise Reduction 14

o
Optimizers 151

p
Pacemaker 34, 35
Pacemaker Security 33
Pearson Correlation Coefficient 175
PET-CT 9
Primary Tumor 18
Prognosis 13
pseudo time analysis 86
Pulmonary Nodules 13

r
radiology image 101
Reaction Mechanism 100
Reaction Yield 100
Recurrent Neural Networks 153
restricted Boltzmann machine 138, 139
RMSProp 156
RNA sequencing 86
rough set 136, 137
Rules Discovery 120
Runtime Enforcement 45, 46
Runtime Verification 43, 44

s
Safety Critical 31, 34, 59
scRNA-seq 86
Security 32, 33
semi-supervised 95
sensor networks 102
SGD 156
Similarity Network Fusion 94
stacked ensemble 118–119
Static Analysis 42
Super Learning 118–119
Support Vector Machine 95
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t
target proteins 99–100
Theorem Proving 42
Timed automata 50, 51
Timed Properties 50
TNM Staging 11
Toxicity 99
trajectory analysis 86

Transfer Learning 15
transmission electron microscopy images

131
Tumor 9

v
virus identification 131
visualization 85




